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OECD Policy Guidance on Radio Frequency Identification  

Preface 

The use of Radio Frequency IDentification (RFID) technologies1 is growing. Many 
different RFID applications are implemented in various sectors, and used for very 
different purposes. RFID is now at a stage where there are potentially large benefits 
from wider application but barriers remain, warranting a policy framework to 
enhance business and consumer benefits while effectively addressing security and 
privacy issues. From a public policy perspective, such a framework should be 
supportive, technology neutral encompassing all RFID technologies and provide the 
basis to protect citizens from current and future negative impacts of the 
technologies.  These policy principles address barriers to wider application of RFID. 
They draw on policy discussions and analytical studies on RFID carried out by the 
OECD from 2005 to 2007.2  

RFID enables wireless data collection by readers from electronic tags attached to 
or embedded in objects, for identification and other purposes. RFID systems involve 
software, network and database components that enable information to flow from 
ÔÁÇÓ ÔÏ ÔÈÅ ÏÒÇÁÎÉÓÁÔÉÏÎȭÓ ÉÎÆÏÒÍÁÔÉÏÎ ÉÎÆÒÁÓÔÒÕÃÔÕÒÅ ×ÈÅÒÅ ÉÔ ÉÓ ÐÒÏÃÅÓÓÅÄ ÁÎÄ 
stored. Systems are application-specific. Some use passive, low cost tags with short 
read ranges, most data on the network, and only small amounts of information on 
tags. Others use sophisticated, high performance tags with high data capacity or 
read ranges that can have considerable data on tags without network connection. At 
present, the higher capacity tags remain less commercially viable but their cost is 
decreasing and they are becoming part of wider, often sensor-based, systems. 

RFID applications have been in use for many years in transport (public transport 
entry), access control cards (building and highway entry), event ticketing and 
management, and, more recently, in government identity cards and passports, and 
extensively in manufacturing supply chains and in logistics for goods distribution. 
Industry sectors differ widely in RFID deployment, with many automotive 

                                                      
1.  RFID may be considered as one of a group of automatic identification and data capturing 

technologies which also includes bar codes, biometrics, magnetic stripes, optical character 
recognition, smart cards, voice recognition and similar technologies.  

2. See ȰRadio-&ÒÅÑÕÅÎÃÙ )ÄÅÎÔÉÆÉÃÁÔÉÏÎȡ Á &ÏÃÕÓ ÏÎ 3ÅÃÕÒÉÔÙ ÁÎÄ 0ÒÉÖÁÃÙȱ ɉςππψɊ 
ɍ$34)Ⱦ)##0Ⱦ2%'ɉςππχɊωȾ&).!,Ɏȟ Ȱ2ÁÄÉÏ &ÒÅÑÕÅÎÃÙ )ÄÅÎÔÉÆÉÃÁÔÉÏÎ )ÍÐÌÅÍÅÎÔÁÔÉÏÎ ÉÎ 
'ÅÒÍÁÎÙȡ #ÈÁÌÌÅÎÇÅÓ ÁÎÄ "ÅÎÅÆÉÔÓȱ ɉςππχɊ ɍ$34)Ⱦ)##0Ⱦ)%ɉςππχɊφȾ&).!,Ɏȟ ȰRadio-
&ÒÅÑÕÅÎÃÙ )ÄÅÎÔÉÆÉÃÁÔÉÏÎȡ $ÒÉÖÅÒÓȟ #ÈÁÌÌÅÎÇÅÓ ÁÎÄ 0ÕÂÌÉÃ 0ÏÌÉÃÙ #ÏÎÓÉÄÅÒÁÔÉÏÎÓȱ (2006) 
ɍ$34)Ⱦ)##0ɉςππυɊρωȾ&).!,Ɏȟ Ȱ0ÒÏÃÅÅÄÉÎÇÓ ÏÆ ÔÈÅ /%#$ &ÏÒÅÓÉÇÈÔ &Ïrum on Radio 
&ÒÅÑÕÅÎÃÙ )ÄÅÎÔÉÆÉÃÁÔÉÏÎ !ÐÐÌÉÃÁÔÉÏÎÓ ÁÎÄ 0ÕÂÌÉÃ 0ÏÌÉÃÙ #ÏÎÓÉÄÅÒÁÔÉÏÎÓȱ ɉςππυ) 
[DSTI/ICCP(2006)7].   

http://www.oecd.org/dataoecd/57/43/36323191.pdf
http://www.oecd.org/dataoecd/57/43/36323191.pdf
http://www.oecd.org/document/58/0,3343,en_2649_34255_35186234_1_1_1_1,00.html
http://www.oecd.org/document/58/0,3343,en_2649_34255_35186234_1_1_1_1,00.html
http://www.oecd.org/document/58/0,3343,en_2649_34255_35186234_1_1_1_1,00.html
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companies and hospitals relying on RFID systems. Wholesale and retail businesses 
are rapidly adopting such systems, with a shift towards more comprehensive 
application strategies along sector value chains. Most tagging still occurs at the 
pallet and packing carton level, but there is a trend toward item-level tagging, 
beginning with high-value goods or components, as tag prices decline.   

Business benefits are sector-specific and commonly include process 
optimisation, more efficient supply chain inventory management, and increased 
process quality and security including recycling and anti-counterfeiting applications. 
Most implementation projects are in their early stages and many businesses need to 
change the processes or their work organisation to better capture benefits. Broad 
societal benefits are expected from RFID in various areas ranging from food safety, 
product recall, drug identification, public health and medical applications, better 
warranty management, better, more detailed product information and improved 
stocking. 

Technological developments are focusing on increasing real-time information of 
business processes, improved business performance and improved security and 
privacy. Combination with other technologies is important in the longer-term, and 
communications and sensor technologies will enable distance monitoring of 
ambient conditions (e.g. temperature, pressure) in applications such as healthcare 
and environment. Many of the technical challenges are imposed by the laws of 
physics, such as interference, power management, reflection, and signal attenuation. 

Many of the potential societal challenges raised by RFID relate to its core 
characteristic: invisible electromagnetic communications that make the collection of 
information by RFID devices not obvious to the person carrying the tagged product 
ÏÒ ÏÂÊÅÃÔȢ  4ÁÇÓȭ ÄÁÔÁ ÄÅÐÅÎÄÓ ÏÎ ÔÈÅÉÒ ÕÓÅ ÃÏÎÔÅØÔÓȢ &ÏÒ ÅØÁÍÐÌÅȟ ÉÎ Á ÓÕÐÐÌÙ 
chain/retail context, tags attached to products usually contain product-identifying 
information and privacy concerns arise after the point of sale; in credentials, tags 
sometimes contain personal information. The extent to which tags are traceable is 
determined by the read range of the combined tag and reader. Specific concerns 
include the controls of the tag reading, the protection of personal data, the ability to 
join trace information with other information to profile individuals and the use to 
which the information may be put. Longer-term concerns are related to the potential 
pervasiveness of tags and readers. 

Like any other information technology, RFID systems are subject to security 
risks3 affecting their integrity, availability and confidentiality such as denial of 
service, jamming, cloning, interception/eavesdropping, and unauthorised access to 
ÄÁÔÁ ɉȰÓËÉÍÍÉÎÇȱɊȢ 7ÈÉÌÅ ÎÏÔ ÁÌÌ ÕÓÅÓ ÏÆ 2&)$ ÉÍÐÌÉÃÁÔÅ ÐÒÉÖÁÃÙ ÃÏÎÃÅÒÎÓȟ 2&)$ 
systems which collect or process information relating to identified or identifiable 
individuals are subject to privacy risks (e.g. unauthorised access to information 
stored in tags). The use of RFID in identity credentials, for example, poses 
heightened privacy concerns, and it is necessary to ensure privacy is appropriately 
protected. These risks, if not taken into account at an early stage, are likely to 
increase the costs of RFID applications and, more generally, impede the adoption of 
the technology and delay potential benefits.  

                                                      
3. E.g. cloning of speed-pass payment RFID cards and automobile ignition keys. 
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The OECD Security Guidelines4 and Privacy Guidelines5 provide a comprehensive 
framework for the security of information systems and network and the protection 
of privacy and personal data. This framework applies to RFID.  

The policy principles that follow provide policy and practical guidance to 
enhance business and consumer benefits from the use of RFID while proactively 
taking into account security and privacy concerns.  Principles 1 to 6 cover 
government and business policies and practices to increase the use of, and economic 
benefits from, wider applications of RFID and emerging related sensor applications. 
Government policy roles are directed at: incentives for R&D and generic 
technologies and applications; developing public sector applications and being 
model users; information, awareness and education activities, including in privacy 
and security areas and for small businesses; harmonisation of standards; and 
spectrum allocation issues. Principles 7 to 12 provide all stakeholders with guidance 
to support the implementation of the Security and Privacy Guidelines when they 
deploy RFID systems. Specific issues are addressed in relation to RFID systems or 
RFID components in broader systems, including the need for: a comprehensive 
approach to security and privacy management; security risk and privacy impact 
assessments; tecÈÎÉÃÁÌ ÍÅÁÓÕÒÅÓ ÔÏ ÐÒÏÔÅÃÔ ÓÅÃÕÒÉÔÙ ÁÎÄ ÐÒÉÖÁÃÙȠ ÉÎÄÉÖÉÄÕÁÌÓȭ 
information; and a general policy of transparency. Principle 13 calls for a continued 
dialogue among all stakeholders. Finally, the need for monitoring developments 
related to RFID is highlighted in Principle 14. 

Principles  

1. Support for R&D and new applications  

Government support and incentives should focus on R&D for generic RFID-
related technologies and applications. 

Many of the technological areas underlying RFID are still being developed and 
there are wide economic benefits to be gained from continued research in areas 
critical to RFID development, including new materials, and new reading 
technologies that can be used at greater distances and that can overcome 
interference and operate in hostile environments. There are social benefits from 
continued research on issues related to RFID use in the healthcare or environmental 
areas e.g. interference with other medical devices, impact of electromagnetic fields 
on individuals, or the effect tags will have on recycling practices. Further efforts to 
research and develop cost-effective technical measures embedding security and 
privacy protections in RFID systems should also be encouraged (see Principle 9). 

                                                      
4. OECD Guidelines for the Security of Information Systems and Networks : Towards a Culture of 

Security (2002). 

5. OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data 
(1980). 
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2. Technological neutrality  

Government policies to encourage the use and expand the benefits of RFID 
should be technology-neutral. 

RFID technologies and applications are highly diverse and evolving rapidly. RFID 
technologies vary in terms of capabilities (e.g. frequency range, battery and memory 
capacity, size). Individual RFID applications involve a wide range of different 
operations and industry sectors. Attempts to focus support efforts on particular 
technologies or applications may diminish resources for other promising avenues 
and distort markets for components and equipments. Government policies to foster 
the use and expand the benefits of RFID should not favour one technology or 
application over another. 

3. Governments as model users 

As developers and users of RFID for public purposes, governments should share 
their experience and good practices as widely as possible.  

Governments are developing innovative RFID applications in areas ranging from 
tracking art works and library and museum stocks to improved airport management 
and defence applications. Their experience and good practices in developing such 
applications can benefit other actors and should be shared as widely as possible to 
maximise the benefits from government investments and help diffusion of the 
technology.    

4. Awareness and inform ation  

Governments should encourage initiatives to help raise awareness of the 
benefits and challenges of RFID and encourage sharing of information on large-
scale pilots and demonstration projects.  

Governments, in conjunction with business associations, the technical 
community and increasingly with consumer and other citizen groups, have 
experience in raising awareness of the benefits and challenges of emerging 
technology applications and their economic and social impacts. Clear and neutral 
information on RFID technologies, their characteristics and related security and 
privacy aspects can help small business and the general public appreciate the 
benefits and risks of these technologies and make informed choices in relation to 
their use. Governments should promote provision of such information at the earliest 
possible stage, particularly where applications have cross-sector implications and 
broad social impacts.  
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5. Standards 

The development of consensus-based global standards for RFID should be 
encouraged. Issues such as standards convergence should be addressed through 
market mechanisms to the extent possible.  

The development and use of RFID technical and management standards, within 
and across sectors, enables interoperability, encourages new market entry and 
allows for economies of scale in applications particularly at the international level. 
The development of open global RFID standards and standards harmonisation 
within and across sectors should involve all stakeholders. Standards can play an 
equally important role in facilitating security and privacy by design and good 
practices for RFID systems.  

6. Spectrum  

Governments should encourage and facilitate RFID applications when 
considering spectrum licensing and allocation. 

Governments, manufacturers, standardisation bodies and other stakeholders 
should co-operate at international level to ensure interoperability, to consider 
harmonisation of frequency bands as appropriate, to limit harmful interference with 
other radio devices and users, and to ensure that devices operating within the 
specified frequency bands comply with the electrical power, radio standards and 
policy set for those systems, and encourage the development of internationally 
compatible applications. The exemption of licenses for frequency usage in RFID 
applications is a recognised licensing option, and is known to be a driver for RFID 
technology adoption. 

7. Security and privacy management  

Participants should adopt a comprehensive approach to developing a security 
and, where appropriate, a privacy management strategy which should be 
tailored to each RFID system and take into account the interests of all parties 
involved, including individuals.  

All RFID systems require the development of a security management strategy 
which considers each stÁÇÅ ÏÆ ÔÈÅ ÓÙÓÔÅÍȭÓ ÌÉÆÅ ɉÐÌÁÎÎÉÎÇȟ ÄÅÐÌÏÙÍÅÎÔȟ ÏÐÅÒÁÔÉÏÎȟ 
data processing and end of life) and each component of the system (tags and 
readers, middleware, databases, network and back-end components).  

Not all RFID systems require a privacy management strategy. Such strategy is 
required when an RFID system collects or processes information relating to an 
identified or identifiable individual. An organisation which implements an RFID 
system should conduct a careful analysis of whether the RFID information is 
personal data (e.g. name or personal identifier), or if the RFID information, while not 
personal data (e.g. object identifier), can be linked to an identified or identifiable 
individual ( e.g. at the point of sale). In both cases, the RFID system requires a 
privacy management strategy which considers each step of the RFID data lifecycle, 
ÅÁÃÈ ÓÔÁÇÅ ÏÆ ÔÈÅ ÓÙÓÔÅÍȭÓ ÌÉÆÅȟ ÁÎÄ ÅÁÃÈ ÃÏÍÐÏÎÅÎÔ ÏÆ ÔÈÅ ÓÙÓÔÅÍȢ  
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8. Security risk and privacy impact assessments  

Participants should conduct and periodically review a security risk assessment 
and, where appropriate, a privacy impact assessment. 

Security risk assessment and, where applicable, privacy impact assessment are 
essential tools for managing security and privacy in relation to RFID systems. Such 
assessments are necessary to determine the appropriate preventative and 
mitigation measures to manage the risk of potential harm to RFID systems, to the 
organisation, and to individuals in light of the nature and sensitivity of the 
information to be protected. Security risk assessments and privacy impact 
assessments should take into consideration the technology, the application and 
operational scenarios, and consider the entire life cycle of the actual RFID tags 
including those that remain functional even when no longer under the control of the 
organisation. 

The privacy impact assessment of an RFID system should consider whether it is 
necessary to collect and process information relating to an identified or identifiable 
individual. It should also take into account the possibility of linking data collected or 
transmitted using RFID with other data and the potential impact those linkages 
could have on individuals. This becomes even more important in the case of 
sensitive personal data (e.g. biometric, health, or identity credential data), as does 
the issue of protecting the data. Finally, organisations could consider making their 
privacy impact assessments public, as appropriate..  

9. Technical measures to protect security and privacy  

Participants who develop or operate RFID technologies and systems should 
adopt technical security and privacy protection measures in the design and 
operation of their systems.  

A combination of technical and non-technical safeguards is required to ensure 
security and protect privacy in relation to RFID technologies and systems. Cost-
effective technical measures embedding security and privacy protections can play a 
significant role in reducing risks related to, and fostering trust in, RFID technologies 
and systems. A number of measures are either available or under development (e.g. 
deactivation, authentication mechanisms, cryptography, data minimisation and 
anonymisation). Further efforts towards their adoption should be encouraged. 

10. Knowledge and consent 

Participants who collect or process information relating to identified or 
identifiable individuals using RFID should do so with the knowledge and, where 
appropriate, the consent of the individuals concerned.  

Individuals should be informed about, or, where appropriate, have the 
possibility to consent to, the collection, processing, storage and dissemination of 
RFID data relating to them. Their knowledge or consent should be based on an 
understanding of the entire RFID data life cycle not just the initial transmission.  
Governments should encourage all participants to work towards a consensus on the 
circumstances under which consent should or should not be required.   
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11.  Privacy notices 

Participants who collect or process information relating to identified or 
identifiable individuals using RFID could include more information in RFID 
privacy notices than in usual privacy notices, given the invisibility of the data 
collection. 

In addition to information about the data collected, the purpose of the collection 
and the right of access, privacy notices could include all or part of the following: i)  
the existence of tags, ii)  their content, use and control, iii)  the presence of active 
readers, iv) the ability to disable tags and v) where to obtain assistance. Such 
explanatory information would also help educate the public about the new 
technology. Research towards innovative notification practices, standardised notices 
and technical means to improve user notification should be encouraged. 

12. Transparency  

Participants who provide functional tags to individuals ɂ whether or not they 
collect personal data ɂ should inform individuals about the existence of the 
tags, any associated privacy risks, and any measures to mitigate these risks.  

Participants who provide individuals with RFID tags that remain functional and 
could be read at a later stage, including by third parties, should have a general policy 
of transparency about the existence of such tags, their content, any potential privacy 
risks in presence of active readers, any measures to prevent or mitigate risks such as 
information on how to deactivate the tags, information on where to obtain 
assistance,  and any further relevant information.  Furthermore, there should be a 
possibility for individuals to disable RFID tags transparently, easily and without 
extra cost. It is however recognised that there may be specific circumstances in 
which it would be impossible or involve disproportionate efforts to provide such 
ÉÎÆÏÒÍÁÔÉÏÎȟ ÏÒ ÉÎ ×ÈÉÃÈ ÉÔ ×ÏÕÌÄ ÎÏÔ ÂÅ ÉÎ ÔÈÅ ÉÎÄÉÖÉÄÕÁÌÓȭ ÂÅÓÔ ÉÎÔÅÒÅÓÔ ÔÏ ÄÉÓÁÂÌÅ 
the RFID devices.   

13. Continued dialogue  

Governments should encourage all participants to continue to work towards 
better policies to enhance the economic and social benefits from wider 
applications of RFID and effectively address outstanding security and privacy 
issues.  

A continued dialogue between all participants will enhance the economic and 
social benefits from wider applications of RFID, and foster increased security and 
privacy in RFID systems. The usefulness of such dialogue has already been 
mentioned in areas such as awareness and information, standards, spectrum, 
ÉÎÄÉÖÉÄÕÁÌÓȭ ËÎÏ×ÌÅÄÇÅ ÁÎÄ ÃÏÎÓÅÎÔȟ ÁÎÄ ÔÒÁÎÓÐÁÒÅÎÃÙȢ %ØÔÅÎÄÉÎÇ ÔÈÅ ÄÉÁÌÏÇÕÅ ÔÏ 
the development, publication and adoption of good practices more widely, including 
security and privacy practices, would facilitate wider diffusion of RFID technologies 
and help address concerns raised by their potential widespread adoption.  
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14. Looking forward: monitoring evolution  

Governments should encourage research and analysis on the economic and 
social impacts of the use of RFID in conjunction with other technologies and 
systems. 

Because of continuous technical innovation and its impact on the economy and 
society, monitoring developments and detecting trends early is essential to identify 
new opportunities to be seized, new challenges to be addressed, and to adjust 
policies. Potential developments of RFID to be monitored include their combination 
with sensor-based systems, their cross-border use, the convergence of these 
technologies on the Internet, and their potential pervasiveness.  
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Executive Summary  

The deployment of Radio Frequency Identification (RFID) in a large number of 
application areas is promising. This paper introduces the main characteristics of 
RFID technologies and focuses on the information security and privacy aspects of 
RFID in the short term. It will be complemented by an overview of RFID applications 
and an analysis of economic aspects of RFID carried out by the OECD Working Party 
on the Information Economy (WPIE).6 Later on, and based on both sets of work, a 
common set of policy principles related to RFID will be developed.7  

This report represents the first step of OECD work related to sensor-based 
environments. Follow-up work will address security and privacy issues raised by a 
number of possible longer-term trends such as the generalisation of object tagging 
(pervasive RFID), of open loop RFID and of other sensors and sensor networks that 
can monitor the environment.  

A varied and complex technology  

RFID is a convenient and popular term for a technology with vague boundaries  
and many facets. Radio-frequency identification is not always based on radio-
frequency communications and identification is only one among the many functions 
RFID technology can perform. Rather, RFID enables data collection with contactless 
electronic tags and wireless transmitters (readers) for identification and other 
purposes. It can be seen as a first step towards sensor-based environments.  

Understanding the capabilities and limitations of RFID technology is essential 
because the likelihood of several potential security and privacy risks varies 
according to the type of RFID technology used as much as according to the context in 
which RFID is implemented. The paper therefore provides basic information  on 
RFID technology, including elements regarding standards, hardware and software 
components, frequency ranges, modes of operation (electromagnetic induction or 
radio-waves) and operation ranges.  

Information security aspects  

There are a large number of potential risks  to RFID tags, readers and tag-
reader communication that implicate each of the three classical dimensions of 
security: availability, integrity and confidentiality. Examples include denial of 
service, jamming, cloning, eavesdropping and skimming. Malware using tags as a 

                                                      
6. See OECD (2007b, c). 

7. DSTI/ICCP/IE/REG(2007)1. 
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vector for dissemination has also been identified as a potential risk. Tags and 
readers are not the only components of RFID systems that require security 
protection. Software (middleware), network and database components are also 
subject to information security risks. RFID security risks are not theoretical: a 
number of vulnerable security products and systems, sometimes deployed at very 
large scale, have been discovered by researchers or reported in the press. However, 
many of these potential risks are more or less likely to occur depending on the type 
of RFID technology used (e.g. eavesdropping is less likely when magnetic induction 
is used because the operation range is very short). 

Ensuring RFID security requires a mix of technical and non-technical controls to 
prevent and mitigate risk. A number of technical controls  are available. However, 
their degree of sophistication, robustness, complexity and cost varies. As a result, 
there is no one-size-fits-all RFID security measure that would efficiently address a 
given class of risks in all possible situations and at low cost. The development of well 
tailored and innovative technical security safeguards for RFID may therefore be a 
critical success factor for large scale deployment of RFID in many areas.  

As mentioned above, not only do risks to RFID systems vary considerably 
according to the technology used, they also vary depending on the application 
contexts and scenarios. Consistent with the OECD Security Guidelines, risk 
assessment and risk management can help address the security of RFID systems. A 
holistic approach to risk (e.g. ÃÁÒÅÆÕÌÌÙ ÃÏÎÓÉÄÅÒÉÎÇ ÅÁÃÈ ÓÔÁÇÅ ÏÆ ÔÈÅ ÓÙÓÔÅÍȭÓ ÌÉÆÅ ɀ 
planning, deployment, operation, data processing and end of life ɀ and each 
component of the system ɀ tags and readers, middleware, databases, back-end and 
network components) is required to develop an overall security strategy. The risk 
evaluation and management strategy help identify the necessity to strengthen 
specific parts of the system in order to compensate for some weaknesses that cannot 
be addressed directly.  

Like any technology, adjusting RFID security to the appropriate level requires 
striking the right balance between the value of the assets to protect,  the possible 
damages an attack could generate, and the risks.  Key factors to consider include the 
potential impact on privacy when information related to individuals is used. 
Strategies to enhance the level of security include investing in more secure RFID, 
associating RFID with non-RFID security controls or using other technologies than 
RFID. 

As RFID technology is still young and evolving, innovative and unpredicted 
cracking techniques are likely to emerge. Review and  reassessment of RFID 
systems is key for deciding where security investments should be made to deal with 
evolving risks. 

Privacy aspects 

Potential risks to privacy are generally important concerns  for individuals and 
organisations.  Key characteristics and functionalities of RFID technologies have the 
potential to offer benefits (e.g. convenience, expediting processes) as well as to 
foster misperceptions and to impact privacy. RFID systems that collect data related 
to identified or identifiable individuals raise specific privacy issues that should be 
considered as a priority challenge to the adoption of the technology in a large 
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number of areas. In most cases, the potential invasion of privacy through the use of 
RFID depends on both the technology used and the context.  

Invisibility  of the data collection may be the primary characteristic of RFID that 
raises concerns. It is also a risk multiplier for the potential privacy challenges 
associated with the use of the technology. RFID might reveal to third parties 
information about objects carried by individuals without their knowledge.  It might 
allow inferences enabling links to more information on the individual and more 
precise profiling : for example inferences made from multiple tags carried by an 
individual or from sensitive data, such as biometrics in an unsecure RFID passport, 
or from tagged medicines.  Such a scenario would require the presence of readers in 
ÔÈÅ ÔÁÇÓȭ ÅÎÖÉÒÏÎÍÅÎÔ ÁÓ ×ÅÌÌ ÁÓ ÔÈÅ ÃÁÐÁÃÉÔÙ ÆÏÒ ÔÈÅ ÔÈÉÒÄ ÐÁÒÔÙ ÔÏ ÃÏÎÖÅÒÔ ÔÈÅ 
ÏÂÊÅÃÔÓȭ ÔÁÇ ÉÎÆÏÒÍÁÔÉÏÎ ÉÎÔÏ ÍÅÁÎÉÎÇÆÕÌ ÄÁÔÁȢ 

Likewise, tracking  in real time or after the fact may be the primary functionality 
of RFID that raises concerns. In particular, because of the invisibility of the 
technology, tracking of individuals could happen without their knowledge, if they 
are provided with hidden tags or tags that are not sufficiently secured. In other 
cases, tracking people could also be the objective of the RFID application (e.g. 
tracking children in an amusement park).  

!ÎÏÔÈÅÒ ÃÏÎÃÅÒÎ ÉÓ ÔÈÁÔ ÉÎÔÅÒÏÐÅÒÁÂÌÅ ɉȰÏÐÅÎ ÌÏÏÐȱɊ 2&)$ ÔÅÃÈÎÏÌÏÇÉÅÓ ÆÁÃÉÌÉÔÁÔÅ 
and therefore multiply the collection and processing of personal information. 
Pervasive RFID taking advantage of interoperability  and ubiquitous Internet 
connectivity is often described as an inevitable future, though there are currently 
few examples of open loop systems.  

In cases where RFID systems collect data which is associated with an identified 
or identifiable individual, the OECD Privacy Guidelines provide a useful framework. 

When an RFID system processes personal data, transparency of the purpose of 
the processing and consent  of individuals are essential. Beyond basic data 
protection information , privacy notices may usefully include further information 
such as i)  the existence of the tags, ii)  their content, use and control, iii)  the presence 
of readers; iv) the reading activity, v) the ability to disable tags and vi) where to 
obtain assistance.  Innovative means of informing individuals efficiently could be 
explored.  Continued stakeholder dialogue between stakeholders, across sectors and 
in each of the specific application areas, would help clarify or reach a consensus on 
what information to provide to individuals, the best means to communicate it to 
achieve efficient transparency, as well as the cases where consent should be or not 
be required.  

Naturally, security safeguards  are essential for the protection of privacy in 
RFID systems.  

The wide variety of technical configurations and use scenarios make privacy 
impact assessments  a good practice for identifying and understanding privacy 
risks and best strategies to mitigate them in a given system. As for security, because 
RFID systems are often components of broader information systems, it cannot be 
expected that all privacy challenges can be solved at the RFID level. A holistic 
approach to privacy management may be highlighted as a good practice. Such an 
approach would consider all the components of the information systems involved, 
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besides the core RFID components as well as the whole life cycle of the tag when it 
remains functional beyond the reach of the data controller. 

The choice of the RFID technology to be used in a system influences the 
protection of privacy just as it impacts the security of the system. Privacy by design  
or embedding privacy in the design of the technology and of the systems can 
significantly facilitate the protection of privacy and foster trust in RFID systems. 
Efforts to develop RFID privacy enhancing technologies  are ongoing and could be 
encouraged. Techniques such as data minimisation and anonymisation can be 
applied to RFID. Strategies to provide incentives to industry and business for 
designing and using RFID technologies that include sufficient privacy protections 
could be pursued. Nevertheless, as for security, privacy protection should not solely 
rely on technical measures but rather on a mix of technical and non-technical 
safeguards. 

Some parties do not associate tag data with individuals yet provide them with 
consumer goods tagged with functional RFID tags that they or third parties could 
later read. It could be suggested that such parties take responsibility for either 
deactivating the tag or providing information to individuals regarding the presence 
of the tags, the privacy risks associated to them and the means to prevent or 
mitigate such risks.  

Finally, and more generally, RFID is not well understood by individuals. 
Increasing the level of awareness and unders tanding  about RFID, its possibilities 
and limitations as well as benefits and risks, can contribute to reducing this 
perception issue. It may also help individuals make appropriate choices and support 
efforts by organisations to deploy privacy friendly systems. 

Conclusion  

Security and privacy issues in relation to RFID infrastructures and related 
software should be addressed by all stakeholders before widespread deployment of 
the technology.  

The OECD Security Guidelines provide a framework for developing a culture of 
security for RFID systems whether they process or not personal data. The OECD 
Privacy Guidelines also provide a useful framework for guiding the implementation 
of RFID systems that collect or process personal data.  

However, dialogue is still necessary to clarify or to reach a consensus on a 
number of points, such as i)  how to apply the concepts of personal data and data 
controller, ii)  the nature of the information to provide to individuals and the best 
means to communicate it to achieve efficient transparency and iii)  the cases where 
consent is needed. 

Several concepts and approaches reflected in the 2002 Security Guidelines could 
be adapted to support the implementation of the OECD privacy principles, reinforce 
their effectiveness and help develop a culture of privacy for RFID systems. They 
include awareness raising initiatives, risk reduction methodologies (e.g. privacy 
impact assessments) and initiatives to integrate security and privacy protections in 
the design of RFID technologies and systems. 
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Introduction  

Background  

The OECD Information, Computer and Communications Policy (ICCP) Foresight 
&ÏÒÕÍ ÏÎ Ȱ2ÁÄÉÏ &ÒÅÑÕÅÎÃÙ )ÄÅÎÔÉÆÉÃÁÔÉÏÎ ɉ2&)$Ɋ !ÐÐÌÉÃÁÔÉÏÎÓ ÁÎÄ 0ÕÂÌÉÃ 0ÏÌÉÃÙ 
ConsideratiÏÎÓȱ ÉÎ /ÃÔÏÂÅÒ ςππυȟ ÈÉÇÈÌÉÇÈÔÅÄ ÔÈÅ ÅÃÏÎÏÍÉÃ ÐÏÔÅÎÔÉÁÌ ÏÆ 2&)$ 
technologies as well as new privacy and information security challenges associated with 
these technologies. It also signalled that RFID could be seen as the first illustration of 
intelligent ÎÅÔ×ÏÒËÅÄ ÓÅÎÓÏÒ ÔÅÃÈÎÏÌÏÇÉÅÓ ÔÈÁÔ ×ÏÕÌÄ ÅÎÁÂÌÅ ÔÈÅ ÃÒÅÁÔÉÏÎ ÏÆ ÁÎ Ȱ)ÎÔÅÒÎÅÔ 
ÏÆ ÔÈÉÎÇÓȱȢ 4ÈÅ ÕÓÅ ÏÆ 2&)$ ÉÓ ÅØÐÅÃÔÅÄ ÔÏ ÆÏÓÔÅÒ ÔÈÅ ÃÏÎÖÅÒÇÅÎÃÅ ÏÆ ÃÏÍÍÕÎÉÃÁÔÉÏÎÓ 
ÔÅÃÈÎÏÌÏÇÉÅÓ ÁÎÄ ÕÌÔÉÍÁÔÅÌÙ ÃÏÎÔÒÉÂÕÔÅ ÔÏ ÒÅÁÌÉÓÉÎÇ ȰÕÂÉÑÕÉÔÏÕÓ ÎÅÔ×ÏÒË ÓÏÃÉÅÔÉÅÓȱ 
through whicÈ ÁÌÍÏÓÔ ÅÖÅÒÙ ÁÓÐÅÃÔ ÏÆ ÁÎ ÉÎÄÉÖÉÄÕÁÌȭÓ ÌÉÆÅ ÁÎÄ ×ÏÒË ÅÎÖÉÒÏÎÍÅÎÔÓ ×ÏÕÌÄ 
be linked to an omnipresent, 24/7 global network.    

Building on the interest generated in the ICCP Forum, further research on RFID was 
included in the OECD 2007-2008 programme of work: 

¶ The Working Party on Information Security and Privacy (WPISP) undertook 
work on RFID and sensor-based computing within the broader context of 
pervasive sensors and networks with a view to exploring whether OECD 
Security and Privacy Guidelines would be challenged by these new 
technology trends, and 

¶ The Working Party on Information Economy (WPIE) undertook work on the 
economic aspects of RFID.8 

In October 2006, the WPISP discussed a preliminary report by the Secretariat 
exploring information security and privacy issues raised by RFID, sensors and pervasive 
networks technologies. It recognized that RFID and sensors are at two different stages 
of development and deployment. Though RFID technologies are evolving and 
progressing at a fast pace, they have already reached a certain level of maturity and are 
being deployed at small, medium and large scales in many countries, in several sectors 
and for various applications. They already raise security and privacy issues. Other 
sensor and sensor network technologies that monitor environmental parameters and 
communicate sensed data to other connected devices are less mature and generally 
deployed on a much smaller scale for applications that rarely affect individuals. Their 
widespread adoption is still to come, the applications and sectors that will drive that 
adoption are unknown, and the specific privacy and security issues they could raise are 
speculative. Specific privacy and security issues raised by pervasive RFID are also yet to 
come. Therefore, the WPISP agreed that work in 2007 would address issues raised by 
the use of RFID in the short term. Issues raised by pervasive RFID and other sensor-
based technologies in the longer term would be addressed at a later stage.  

                                                      
8. OECD, 2007b and 2007c.  
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This report on RFID, Information Security and Privacy underscores the important 
cross-cutting nature of the security and privacy work of the WPISP.  Identity 
management, authentication and malware all have implications for RFID and other 
similar technologies.  For example, RFID tags can store important personal data and be 
linked to databases holding personal data. RFID tags are increasingly used to 
authenticate people and can include biometrics or other authenticating information in 
large scale identity systems such as passports or national identity cards. Furthermore, 
2&)$ ÔÁÇÓ ÃÏÕÌÄ ×ÅÌÌ ÂÅ ÕÓÅÄ ÁÓ ÁÔÔÁÃË ÖÅÃÔÏÒÓ ÆÏÒ ÍÁÌÉÃÉÏÕÓ ÓÏÆÔ×ÁÒÅ ÏÒ ȰÍÁÌ×ÁÒÅȱȢ 4ÈÉÓ 
illustrates the continued importance of addressing security and privacy issues jointly 
and in close connection with the evolution of new communications technologies and 
applications. 

Although their creation dates back to the Second World War, RFID technologies 
have in a few recent years experienced a rapid evolution and broad implementation 
throughout the economy.  As intelligent sensor technologies continue to develop and 
ÍÁÙȟ ÉÎ ÃÏÎÊÕÎÃÔÉÏÎ ×ÉÔÈ 2&)$Óȟ ÃÒÅÁÔÅ ÁÎ Ȱ)ÎÔÅÒÎÅÔ ÏÆ ÔÈÉÎÇÓȱȟ ÉÔ ÉÓ ÉÍÐÏÒÔÁÎÔ ÔÈÁÔ ÔÈÅ 
impact of these technologies on the Internet and society be recognised.  In this context, 
the findings of this study will also inform the 2008 O%#$ -ÉÎÉÓÔÅÒÉÁÌ ÏÎ Ȱ4ÈÅ &ÕÔÕÒÅ ÏÆ 
ÔÈÅ )ÎÔÅÒÎÅÔ %ÃÏÎÏÍÙȱȢ  

Objectives and scope 

This paper seeks to clarify the capabilities of RFID in the short term and to identify 
the information security and privacy challenges raised by this technology, the 
implications of which may not always be reflected in existing instruments or policies. 
The OECD Guidelines for the Security of Information Systems and Networks: Towards a 
Culture of Security (Security Guidelines) and the Guidelines on the Protection of Privacy 
and Transborder Flows of Personal Data (Privacy Guidelines) serve as a reference point 
throughout the analysis. This paper aims at informing the further development of policy 
guidance by the WPISP in this area, that will be provided in a separate document, jointly 
with conclusions of the paper developed by the WPIE on business and government 
applications of RFID, economic impacts, and government policies to develop and diffuse 
RFID and related technologies. 

The first section of this paper aims to provide an understanding of RFID which is a 
broad and somewhat vague concept used to refer to technologies that enable data 
collection, through use of contactless electronic tags and wireless transmitters 
(readers), for identification and other purposes. The second section focuses on 
information security and privacy issues related to RFID that are already present or 
likely to be raised in a three to four year time-frame as well as on possible solutions to 
address them. 

Although RFID is seen as a subset of sensor-based computing, this paper does not 
address this broader category that also encompasses other technologies collecting 
information from the environment without tag devices.  Nor does the paper examine 
issues that may arise when RFID becomes ubiquitous, is used in a manner that is not 
anticipated today, or in connection with other sensor-based technologies. These issues 
will be a topic for future work.   
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1. Understanding RFID  

RFID has been described as the Ȱ×ÏÒÌÄȭÓ ÏÌÄÅÓÔ ÎÅ× ÔÅÃÈÎÏÌÏÇÙȱȢ )ÔÓ ÉÎÖÅÎÔÉÏÎ 
ÃÁÎ ÂÅ ÔÒÁÃÅÄ ÂÁÃË ÔÏ ÔÈÅ ρωτπÓ ×ÉÔÈ ÁÐÐÌÉÃÁÔÉÏÎÓ ÒÅÌÁÔÅÄ ÔÏ ÔÈÅ ȰÆÒÉÅÎÄ ÏÒ ÆÏÅȱ 
identification of military aircrafts. The first commercial applications appeared in the 
1960s in the area of electronic article surveillance to fight against product theft; an 
application that is still very much used today. Advances in semiconductor 
technologies led to significant improvements of the technology. Within the same 
time-frame, commercial success of the marketed applications generated a dramatic 
reduction of cost and an ever-increasing interest from businesses. 

There are many indications that the proliferation of applications using RFID 
technology is only at its beginning. Figures provided by market analysts predict a 
huge market increase over the coming decade. According to a Gartner study (2005), 
ÔÈÅ 2&)$ ÍÁÒËÅÔȭÓ ÒÅÖÅÎÕÅ ɉÈÁÒÄ×ÁÒÅ ÁÎÄ ÓÏÆÔ×ÁÒÅ ÓÐÅÎÄÉÎÇɊ ÇÒÅ× ÏÖÅÒ σσϷ 
between 2004 and 2005 (representing USD 504 million in 2005) and will be worth 
USD 3 billion by 2010. Research firm IDTechEx (2006a) predicts a global market for 
RFID including systems and services of USD 26.23 billion in 2016 (compared to an 
estimated USD 2.71 billion for 2006) and a total number of tags delivered of 585 
billion, 450 times the amount of 2006. Benefits of RFID technology for business and 
individuals are very promising (OECD, 2006a).  

One important driver for market growth today is that of improving traceability 
of goods in the supply chain in order to increase supply chain efficiency, reduce theft 
and fraud, and realise significant cost savings. In addition, many other types of RFID 
applications have been reported, and the use of RFID technology is now common in 
areas including passports, hospitals, transportation, ticketing, libraries, museums, 
counterfeiting, baggage tracking in airports and livestock tagging. With such 
widespread adoption, it is likely that RFID will affect business and government 
processes, as well as the lives of individuals and consumers. As stated by the 
European Article 29 Working Party9 ɉςππυɊȟ ȰÔÈÅ ÓÐÅÃÉÆÉÃ ÆÕÎÃÔÉÏÎÓ ÔÈÁÔ 2&)$ ÔÁÇÓ 
can deliver in different sectors is also increasing and its possibilities are just 
ÂÅÇÉÎÎÉÎÇ ÔÏ ÅÍÅÒÇÅȱȢ 

The use of RFID in the global supply chain requires a high degree of 
reengineering of complex business processes and it is not expected that RFID will 
become ubiquitous in the short-term at a level that would considerably impact 
society (e.g. item-level tagging or generalised usage of RFID after the point of sale, 
etc.). However, it is likely that the number of RFID applications will increase in many 

                                                      
9. The Article 29 Working Party is the independent advisory body on data protection and 

privacy in the European Union. It gathers representatives from European data protection 
authorities. It was established by the Article 29 of the European Directive 95/46/EC. 
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different areas, as the aforementioned figures suggest, and that the technology will 
evolve, enabling new applications. 

One of the main findings of the ICCP Foresight Forum on RFID in October 2005 
was that privacy and security are key challenges to the widespread adoption of RFID 
that need to be addressed. Understanding the technology, its capabilities and 
limitations, helps prevent understating or overestimating these risks. This section 
provides a general and conceptual overview of the technology, the characteristics of 
tags, readers and the environment in which RFID technologies operate.10 

1.1.  A broad concept for a complex technology  

RFID is a convenient and popular concept to qualify a technology with many 
ÆÁÃÅÔÓȢ 4ÈÅ ÅØÐÒÅÓÓÉÏÎ Ȱ2ÁÄÉÏ-&ÒÅÑÕÅÎÃÙ )ÄÅÎÔÉÆÉÃÁÔÉÏÎȱ ÒÅÆÅÒÓ ÔÏ Ô×Ï ÄÉÍÅÎÓÉÏÎÓ ÏÆ 
the technology: i) a technical aspect: radio-frequency and ii)  a particular function 
enabled by the technology: identify objects, animals or people carrying or embedding 
a tag. In so doing, the term RFID can be misleading: RFID communication is not always 
based on radio-frequency communications ɀ it can use electromagnetic induction ɀ 
and RFID can be used in contexts in which identification is just one function among 
others. For example, RFID enables tracking, a function that has considerable economic 
and social implications.  Further, some RFID tags can write data received from a 
reader onto their memory, as do some tags equipped with sensors to monitor 
environment conditions such as light, sound or temperature.    

RFID would be better described as a technology that enables data collection with 
contactless electronic tags and wireless transmitters (readers) for identification and 
other purposes. Such a broad definition does not necessarily reflect the terminology 
used in international standards. Nonetheless, it grasps the breadth of RFID 
technologies.11  

As described below, other factors cloud a clear definition of RFID. For example, 
different types of technologies may be called RFID, either because they are based on 
radio communications, or operate in the usual RFID frequency range, or perform 
similar functions. Sometimes, businesses associate the technology, products or 
ÓÅÒÖÉÃÅÓ ÔÈÅÙ ÉÍÐÌÅÍÅÎÔ ×ÉÔÈ ÔÈÅ Ȱ2&)$ȱ acronym for marketing or public image 
purposes and this can skew public perceptions.  

Understanding technology capabilities or limitations helps avoid unreasonable 
fears or unrealistic expectations. 

RFID includes a software dimension with, for example, middleware components, 
back-end applications, communication protocols, etc. This dimension should not be 
neglected for a good understanding of the technology. However, the specificity and 
novelty of RFID lies in its hardware component (e.g. RFID tags, readers and 

                                                      
10.  For a more detailed understanding of how the technology works, see, for example, 

Finkenzeller, 2003 and Lahiri, 2005.  

11.  For example, systems based on ISO 14443 standards are often not called RFID systems by 
ÅØÐÅÒÔÓ ÂÕÔ Ȱ#ÏÎÔÁÃÔÌÅÓÓ ÉÎÔÅÇÒÁÔÅÄ ÃÉÒÃÕÉÔ ÃÁÒÄÓȱȟ ×ÈÉÃÈ ÉÓ ÔÈÅ )3/ ÓÔÁÎÄÁÒÄȭÓ ÔÅÒÍÉÎÏÌÏÇÙȢ 
(Ï×ÅÖÅÒȟ ×ÈÁÔ ÅÖÅÒÙÂÏÄÙ ÃÁÌÌÓ ÔÏÄÁÙ ÁÎ Ȱ2&)$ ÐÁÓÓÐÏÒÔȱ ÉÓ ÂÁÓÅÄ ÏÎ )3/ ρτττσȢ 3ÕÃÈ 
distinctions are very subtle for the general public.  
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electromagnetic communication) which are governed by the laws of physics, like any 
other hardware components. This is a major difference with software technologies, 
such as data mining for example, which are governed by rules developed by engineers 
in the form of standards and as such, are mostly limited by their imagination.  

The experience of information technology has been that many limitations are 
transient and overcome through new technological developments. For most 
information technologies, engineers have not yet approached theoretical limits, as 
exemplified by the Internet. This suggests that RFID technologies will also experience 
technological progress, that the current limitations of RFID technology will diminish 
and that some technology features that are limited and therefore acceptable today 
will, sooner or later, face technological breakthroughs that will remove these 
limitations. Tag and reader size, along with communication range are typical 
examples. Admittedly, technologies will continue to evolve, but the laws of physics will 
also continue to set theoretical limits on what the technology can and cannot perform. 
It is therefore important to understand where these boundaries set by laws of physics 
lie. Clarifying what characteristics of RFID are subject to technological evolution or not 
helps define adequate policy and may remove obstacles to acceptance by individuals 
without impeding innovation. 

For scientists and other technical experts, RFID is an information technology 
defined in many standards. For example, the set of standards adopted by the 
International Organization for Standardization (ISO) is considered by some to be 
2&)$ȭÓ ÍÁÉÎ ÒÅÆÅÒÅÎÃÅȢ12 Several other standards apply to RFID, the list of which 
evolves continuously.13  

Some technologies are occasionally presented as alternatives to RFID. One could 
ÖÉÅ× ÔÈÅÓÅ ÁÓ ÖÁÒÉÁÔÉÏÎÓ ÏÆ ÔÈÅ ÃÏÎÃÅÐÔȟ ÏÒ ȰÑÕÁÓÉ-2&)$ȱȢ 4ÈÅÙ ÉÎÃÌÕÄÅ .ÅÁÒ &ÉÅÌÄ 
Communication (NFC), RuBee, ZigBee, Wi-Fi, Ultra Wide Band (UWB) and innovations 
ÓÕÃÈ ÁÓ (0ȭÓ Ȱ-ÅÍÏÒÙ 3ÐÏÔȱȢ  3ÏÍÅ ÏÆ ÔÈÅÓÅ ÔÅÃÈÎÏÌÏÇÉÅÓ ɉe.g. RuBee) are not fully 
standardised. Others (e.g. NFC) are not identified as RFID by their promoters for 
reasons that may include public perception considerations. Yet others (e.g. Wi-Fi) are 
related to RFID from a functional perspective rather than a technical one.14   

                                                      
12. ISO standards include the air interface standards for item identification (ISO 18000 series) 

and the close-coupled, proximity and vicinity contactless cards standards (ISO 10536, 
14443 and 15693). Several other ISO standards are application-specific, such as animal 
tagging standards (ISO 11784, 11785 and 14223) or the automatic freight container 
identification standard (ISO 10374). ISO standards often relate to different data structures 
ÕÓÅÄȟ ÓÕÃÈ ÁÓ ÔÈÅ Ȱdata model for use of radio frequency identifier (2&)$Ɋ ÉÎ ÌÉÂÒÁÒÉÅÓȱȟ 
currently under development  (ISO/NP 28560), or )3/ ρυωφσȟ Ȱunique identification for RF 
ÔÁÇÓȱ ÁÎÄ ÏÔÈÅÒ ÓÕÐÐÌÙ-chain related ISO standards (Oehlmann, 2006; Rees, 2004). 

13. Annex I provides a brief non-exhaustive overview of RFID standards. 

14. Annex II provides an overview of the capabilities of these technologies. 
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Figure 1. RFID standards, from the core to the boundaries of the concept  
See Annex I and II for the references of the standards 
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1.2.  Hardware components  

Tags and readers are core hardware components of an RFID system.  

1.2.1.  Tags 

Tags, also called transponders, can be classified according to a number of 
characteristics. A distinction is usually made between passive and active tags. 
Memory capacity and read-write  capability are also useful distinguishing factors. 
Tags of the future will certainly introduce new possibilities. Tags should not be 
confused with the objects to which they are attached or in which they are 
embedded.  

1.2.1.1.  Passive or active tags 

Passive tags do not have an internal source of power and cannot send outbound 
signals without receiving energy from a reader. They use an incoming radio 
frequency signal to power up an integrated circuit and transmit a response. Their 
antenna must be able to both receive power from an incoming signal and transmit 
an outbound signal (see below). They can be as small as 0.15 mm (Figure 2, picture 
on the right) and as large as a postcard, depending to a large extent on the size of 
their antenna. Their lifetime is almost unlimited: they can be reactivated years after 
being manufactured. Systems operating in the Low Frequency (LF) and High 
Frequency (HF) bands are passive systems. Systems operating in the Ultra-High 
Frequency (UHF) and microwave frequency bands can be passive or active systems.  
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Figure 2. RFID tags 
Left:  Item level passive tag 

2ÉÇÈÔȡ (ÉÔÁÃÈÉ ʈ#ÈÉÐ ÃÏÍÐÁÒÅÄ ÔÏ ÇÒÁÉÎÓ ÏÆ ÓÁÌÔ ɉπȢρυ Ø πȢρυ Ø χȢυ ÍÉÃÒÏÍÅÔÅÒÓ ×ÉÔÈÏÕÔ ÁÎÔÅÎÎÁɊ   

                 
Source: Left: Metro Group Future Store website, right: Hitachi. 15 

Unlike passive tags, active tags have their own energy source, to power the 
integrated circuit, which generates an outgoing signal. Compared to passive tags, 
this additional energy provides active tags with several advantages and has several 
consequences, in particular (QED Systems, 2002):  

¶ Signal strength: active tags can receive very low power signals from the 
reader. Passive tags require very strong signals from the reader, up to 1 000 
times the power level necessary for active tags, and the strength of the signal 
they return is very low.  

¶ Initiation of the communication: passive tags require a reader to first send a 
signal in order to communicate. Active tags can initiate the communication. 
For example, active tags can be programmed to send data (e.g. environmental 
sensor data) at specific times or when external events occur. 

¶ Tag-reader distance is shorter for passive tags than for active tags. Tags can 
be read from a few centimetres away, to a few meters for passive tags, and up 
to hundreds of meters for active tags. Reader distance depends on various 
ÆÁÃÔÏÒÓ ÉÎÃÌÕÄÉÎÇ ÔÈÅ ÁÎÔÅÎÎÁȭÓ ÓÉÚÅȢ )Î ÏÒÄÅÒ ÔÏ ÄÏÕÂÌÅ ÔÈÅ ÒÅÁÄÉÎÇ ÄÉÓÔÁÎÃÅ 
of a passive tag, 16 times more power is required from the reader. By 
contrast, doubling the reading distance of an active tag only requires four 
times the power, since active tags benefit from their onboard battery.  

¶ Environmental sensors: passive and active tags can be associated with 
sensors to monitor the environment. However, passive tags can only use 
their sensor capability when a reader is sending a signal. By contrast, active 
tags can continuously monitor the environment, regardless of the presence of 
a reader field, store sensor data and timestamp information, and send it to a 
reader at a specific time or when requested.  

¶ Read/Write capacity: technology is available to enable passive and active tags 
to store information sent by the reader. However, energy constraints 
typically limit data processing features for passive tags which, in addition, do 
not usually feature large memory space. Data processing capabilities for 
active tags can include the use of more complex protocols, which limits, for 
example, transmission errors.  

                                                      
15. The Hitachi chip is capable of transmitting a 128 bits (1038) unique ID number. It was used 

in the 22 million tickets issued for the 2005 World exposition with a 0.001% incidence of 
ticket recognition error. See www.hitachi.com/New/cnews/060206.html .  

http://www.hitachi.com/New/cnews/060206.html
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/Î ÔÈÅ ÏÔÈÅÒ ÈÁÎÄȟ ÁÃÔÉÖÅ ÔÁÇÓȭ lifetime is limited to that of their battery, which itself 
depends on how often the tag is requested to process and/or send information.16 
Last, but not least, active tags are larger and more expensive than passive tags.17 It is 
anticipated that in order to realise the full potential of item-level tagging, and thus 
enabling RFID to become more widespread, tags must become much cheaper than 
the current pricing. Some experts estimate cost-effective tags will enter the market 
in a couple of years, and will have a major impact on the efficiency and economy of 
the retail industry. 

1.2.1.2.  Tag Memory capacity 

Another distinction between different types of tags can be made according to the 
ÍÅÍÏÒÙ ÃÁÐÁÃÉÔÙ ÏÆ ÔÈÅ ÔÁÇȭÓ ÃÈÉÐȢ 4ÙÐÉÃÁÌ ÍÅÍÏÒÙ ÃÁÐÁÃÉÔÙ ÏÆ Á ÃÈÅÁÐ ÐÁÓÓÉÖÅ 
identification tag is 64 bits to 1 kilobyte. More expensive tags, typically active tags, can 
hold more than 128 kilobytes.18 Basic item-level tags used for item-level retail tagging 
ÕÓÕÁÌÌÙ ÈÏÌÄ ωφ ÂÉÔÓ ɉρς ÂÙÔÅÓɊ ÏÆ ÄÁÔÁ ÕÓÅÄ ÊÕÓÔ ÔÏ ÃÏÎÔÁÉÎ ÔÈÅ ÐÒÏÄÕÃÔȭÓ ÕÎÉÑÕÅ 
identifier. 19 Passport RFID tags tÙÐÉÃÁÌÌÙ ÓÔÏÒÅ ÔÈÅ ÔÒÁÖÅÌÌÅÒȭÓ ÂÉÏÍÅÔÒÉÃ ɉÆÁÃÅ ÉÍÁÇÅ ÁÎÄȟ 
optionally, iris data and/or fingerprint) and passport data into a 32 kilobytes memory 
chip.  

1.2.1.3.  Tag memory capability 

Read-ÏÎÌÙ ÔÁÇÓ ÁÒÅ ȰÂÕÒÎÅÄȱ ÏÎÃÅ ×ÉÔÈ ÉÎÆÏÒÍÁÔÉÏÎ ÔÈÁÔ ÃÁÎ ÂÅ ÁÃÃÅÓÓÅÄ Áfterwards by 
readers but cannot be overwritten or erased. However, data stored in read-write  tags can 
be read, modified and erased by readers. Some critics find this to be a mislabelled term as 
readers have in this case the capability to both read and write. 

Read-only passive tags with low memory capacity are well-suited for item, case or 
pallet-level tagging of goods. When the chip only stores a unique identifier, all other 
information associated with the item can be stored in databases. Therefore, this solution 
does not require being able to write onto the chip, but instead, requires a connection to 
the database when information beyond an item number is needed at a given collection 
point in the supply chain. Different chips used in different contexts can have much more 
memory capacity and read/write capacity. This can be useful, for example, when no 
connectivity to a database is possible or desirable, when the tag is re-used, or for 
applications with purposes beyond simple identification (FTC, 2005, p.7). For example, to 
contain an up-to-ÄÁÔÅ ÈÉÓÔÏÒÙ ÏÆ Á ÐÁÔÉÅÎÔȭÓ ÂÏÄÙ ÔÅÍÐÅÒÁÔÕÒÅÓȟ ÈÏÓÐÉÔÁÌ ×ÒÉÓÔ ÂÁÎÄÓ 
would need to have read/write capability. Finally, some chips may be hybrid, offering 
some memory space for read-only operations and some memory space for both reading 
and writing.  

                                                      
16. In some configurations, an active tag could live up to 10 years on its battery.  

17. EUR 5 to hundreds of EUR versus under EUR 0.50 for passive tags (IDTechEx, 2005).  

18.  ρςψ ËÉÌÏÂÙÔÅÓ ÍÁÙ ÓÅÅÍ ÖÅÒÙ ÓÍÁÌÌ ÃÏÍÐÁÒÅÄ ÔÏ ÔÏÄÁÙȭÓ ÂÁÓÉÃ ÇÉÇÁÂÙÔÅÓ 53" ËÅÙ ÏÒ ÍÐσ 
players. However, the first version of the IBM PC launched in 1981 was shipped with only 
16 kilobytes memory expandable to 256.  

19. See Annex IV for a description of EPCglobal electronic product code structure. 
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1.2.1.4  Auto-ID Labs/ EPCglobal classification of tags 

The Auto-ID Labs and EPCglobal have developed a tag classification. This 
classification has been refined with time (Table 1) and is often referred to in 
literature on RFID.  

Table 1. Auto -ID labs RFID tags class structure   

Class Description 

0 ID only, programmed at fabricator; read-only in the field 

1 ID only, Write Once, Read Many (WORM) in field 

2 Class 1, plus additional user memory and/or encryption  

3 Class 2, plus battery-assist and sensors 

4 Active (battery-powered) tags 

5 Class 4, plus reader capability 
Source:. EPCGlobal 

Table 2.  Differences between Active and Passive RFID technologies  

 Passive RFID Active RFID 

Tag Battery  No Yes 

Tag Power Source Energy transferred from the reader  Internal to tag 

Availability of Tag Power  Only within the field of an activated 
reader 

Continuous 

Required Signal Strength 
from Reader to Tag  

High (must power the tag) Low (only to carry information)  

Available Signal Strength 
from Tag to Reader  

Low High 

Communication  Range Short or very short range (3m or less) Long range (100m or more) 

Tag lifetime  Very long Limited to battery life (depends on 
energy saving strategy) 

Typical tag size  Small Large 

Multi -Tag Collection  - Collects hundreds of tags within 3 
meters from a single reader 
- Collects 20 tags moving at 8 Km/h or 
slower 

- Collects 1000s of tags over a 28 000 
m2 region from a single reader 
- Collects 20 tags moving at more 
than 160 km/h 

Sensor Capability  Ability to read and transfer sensor 
values only when tag is powered by 
reader; no date/time stamp 

Ability to continuously monitor and 
record sensor input; data/time stamp 
for sensor events 

Data Storage  Small read/write data storage (Bytes) Large read/write data storage 
(KBytes) with sophisticated data 
search and access capabilities 
available 

Typical applications  Rigid business process, constrained 
asset movement, basic security and 
sensing.  
Simple cargo security (one time tamper 
event detection), substantial business 
process impact.  
Individual item tagging, luggage, boxes, 
cartons, pallet, printed labels 

Dynamic business process, 
unconstrained asset movement, 
security/sensing, data 
storage/logging 
Intermodal container, rail car 
Area monitoring, high speed multi-
tag portals, sophisticated cargo 
security applications (continuous 
tamper detection, date/time stamp), 
electronic manifest 

Cost Low (below 0.5 EUR) High (above 5 EUR, up to hundreds) 
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Source: adapted from QED Systems, 2002.  

1.2.1.5  Future tags 

Research continues in the area of RFID tags. For example, some analysts predict 
large success for chipless RFID tags, which do not contain a silicon chip and can be 
printed directly on products and packaging at very low cost (IDTechEx, 2006b). 

1.2.2.  Readers 

2ÅÁÄÅÒÓȟ ×ÈÉÃÈ ÁÒÅ ÏÆÔÅÎ ÃÁÌÌÅÄ ȰÉÎÔÅÒÒÏÇÁÔÏÒÓȱȟ are complementary to tags and 
can be as technically diverse as tags. In a basic scenario, a reader sends a pulse of 
ÅÎÅÒÇÙ ȰÔÏ ÔÈÅ ÔÁÇ ÁÎÄ ÌÉÓÔÅÎÓ ÆÏÒ ÔÈÅ ÔÁÇȭÓ ÒÅÓÐÏÎÓÅȱȢ 4ÈÅ ÔÁÇ ÄÅÔÅÃÔÓ ÔÈÉÓ ÅÎÅÒÇÙ ÁÎÄ 
ÓÅÎÄÓ ÂÁÃË Á ÒÅÓÐÏÎÓÅ ÔÈÁÔ ÃÏÎÔÁÉÎÓ ÔÈÅ ÔÁÇȭÓ ÓÅÒÉÁÌ ÎÕÍÂÅÒ ÁÎÄ ÐÏÓÓÉÂÌÙ ÁÄÄÉÔÉÏÎÁÌ 
ÉÎÆÏÒÍÁÔÉÏÎȢ )Î ÓÉÍÐÌÅ 2&)$ ÓÙÓÔÅÍÓȟ ÔÈÅ ÒÅÁÄÅÒȭÓ ÅÎÅÒÇÙ ÐÕÌÓÅ ÆÕÎÃÔÉÏÎÓ ÌÉËÅ ÁÎ ÏÎ-
off switch. In more sophistiÃÁÔÅÄ ÓÙÓÔÅÍÓȟ ÔÈÅ ÒÅÁÄÅÒȭÓ ÒÁÄÉÏ-frequency signal can 
contain commands to the tag, instructions to read or write tag memory, and even 
ÐÁÓÓ×ÏÒÄÓȢȱ20 The reader can emit the signal permanently, thus always searching for 
tags present, or the signal can be triggered by an external event such as an operator 
switch, to save energy and minimise interferences.  

2ÅÁÄÅÒÓȭ ÓÉÚÅÓ ÄÅÐÅÎÄ ÏÎ ÍÁÎÙ ÐÁÒÁÍÅÔÅÒÓ ÁÎÄ ÖÁÒÙ ÆÒÏÍ ÔÈÅ ÓÉÚÅ ÏÆ Á ÃÏÉÎ ÔÏ 
that of a personal assistant or personal computer (Figure 3). Readers can embed 
GPS capabilities and connectivity to information systems and networks. The cost 
varies from USD 100 to USD 1 000 for readers of passive tags to USD 1 000 to 
USD 3 000 or more for readers that communicate with active tags over long 
distances (RFID Journal, n.d.).  

Figure 3.  RFID readers  
Handgun type reader (left), computer style reader (centre) and ultra small RFID reader (12 mm x 12 

mm x 2 mm) (right)  

             

Sources: Intermec (left), Alien Technology (center) and Innovision (right).  

1.3.   Electromagnetic communication  

The transmission of information between tags and readers relies on the laws of 
electromagnetism. The laws of physics that apply to RFID are the same as those that 
apply to any radio system: to operate, the receiver on the tag and reader must be 

                                                      
20. Garfinkel, 2005, p.20. 
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able to detect a signal transmitted by the respective reader or tag above the level of 
background environmental noise.  

Designers, developers, vendors and operators of RFID systems must contend 
with a large number of parameters for the systems to be operational. Frequency of 
operation and the physics of energy and information transmission are critical to 
2&)$ ÓÙÓÔÅÍÓȭ ÆÕÎÃÔÉÏÎÉÎÇȢ /ÔÈÅÒ ÉÍÐÏÒÔÁÎÔ ÆÁÃÔÏÒÓ ÉÎÃÌÕÄÅ ÐÏ×ÅÒ ÌÅÖÅÌȟ ÁÎÔÅÎÎÁȟ 
interferences, reflection, absorption and mode of communication (half or full 
duplex). All these elements determine the range of operation of a system.  

1.3.1.  Frequency range  

Each RFID system operates within a given frequency range. The frequency range 
in which a RFID system operates determines key capabilities and limitations in the 
system, summarised in Table 4 below. For example, the higher the frequency, the 
shorter the wavelength and the harder for a radio signal to go around or through 
obstacles to reach a receiver. Some of these limitations are interwoven with other 
technical characteristics introduced below.  

4ÈÅ ÔÅÒÍ Ȱ2ÁÄÉÏ-&ÒÅÑÕÅÎÃÙȱ ÕÓÅÄ ÉÎ 2&)$ ÒÅÆÅÒÓ ÔÏ ÔÈÅ ÅÍÉÓÓÉÏÎ ÏÆ ÅÎÅÒÇÙ 
within the radio frequency spectrum.21  

Figure 4. Electromag netic Spectrum Ranges, Frequencies, Wavelengths and energies  
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The first column (colored) on 
the left represents the 
frequency ranges.  
 
Legend: 
ɾ Ѐ 'ÁÍÍÁ ÒÁÙÓ 
HX = Hard X-rays 
SX = Soft X-Rays 
EUV = Extreme ultraviolet 
NUV = Near ultraviolet 
Visible light 
NIR = Near infrared 
MIR = Moderate infrared 
FIR = Far infrared 
 
 
 
 

Radio waves: 
EHF = Extremely high 
frequency (Microwaves) 
SHF = Super high frequency 
(Microwaves) 
UHF = Ultra high frequency 
VHF = Very high frequency 
HF = High frequency 
MF = Medium frequency 
LF = Low frequency 
VLF = Very low frequency 
VF = Voice frequency 
ELF = Extremely low 
frequency 
 
Audio frequency : 20 Hz ɀ 
20 KHz  
 
 

Note: EHF and SHF are sometimes considered to be not part of the radio spectrum and form their own 
microwave spectrum. The radio spectrum is between 9 KHz and 300 GHz. 

                                                      
21.  The electromagnetic spectrum is the range of all possible radiations (see Figure 4). The 

radio frequency spectrum is a portion of the electromagnetic spectrum in which 
electromagnetic waves can be generated by alternating current fed to an antenna. Radio or 
electromagnetic waves consist of oscillating electric and magnetic fields generated by an 
antenna supplied with electric current. The distance between two consecutive waves is 
called the wavelength. The number of complete oscillation of wavelength (cycle) in a 
second is represented by the frequency, measured in hertz (Hz), kilohertz (KHz), 
megahertz (MHz) and gigahertz (GHz). For example, 132 KHz = 132 000 cycles per second.  
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Sourceȡ 7ÉËÉÐÅÄÉÁȟ Ȱ%ÌÅÃÔÒÏÍÁÇÎÅÔÉÃ 3ÐÅÃÔÒÕÍȱȢ  

Governments have regulated and managed radio spectrum use in terms of 
operating frequency and power since the early days of radio communications.22 One 
objective of such regulation is to share limited radio spectrum resources. Another is 
to minimise the interference that may be caused by one radio system to another. For 
example, it is important that RFID systems do not interfere with radio and 
television, mobile radio services (police, security and emergency services), mobile 
phones, as well as marine and aeronautical communications. As noted below (1.3.3), 
for health and safety reasons, regulation also limits power levels. 

Table 3.  Frequencies and regions  

Low Frequency (LF) 

30-300 kHz 

125 ɀ 134 kHz in Canada, Europe, Japan, and the US 

High Frequency (HF) 

3-30 MHz 

13,56 MHz in Canada, Europe, Japan, and the US 

Ultra-High Frequency (UHF) 

300 MHz-3GHz 

433.05 ɀ 434.79 MHz in most of Europe, US, and under 
consideration in Japan 

865 ɀ 868 MHz in Europe 

866 ɀ 869 and 923 ɀ 925 MHz in South Korea 

902 ɀ 928 MHz in the US 

918- 926MHz in Australia 

952 ɀ 954 MHz in Japan, for passive tags starting in 2005 

Microwaves 

2-30 GHz 

2400 ɀ 2500 and 5.725 ɀ 5.875 GHz in Canada, Europe, Japan and 
the US 

Source: US Department of Commerce, 2005b. 

RFID systems operate at Low Frequency (LF), High Frequency (HF), Ultra High 
Frequency (UHF), and Microwave frequency ranges. Unlike some radio 
communications systems that operate at licensed frequencies (such as mobile 
telephony or television), RFID systems operate at specific unlicensed frequencies 
that are not fully harmonised internationally, in particular in the UHF and 
microwave ranges. Different frequencies for RFID in different regions can be 
challenging for those who advocate the deployment of global RFID applications, 
although technical solutions can cope with a certain level of divergence of 
frequencies (See Table 3). 

1.3.2.  Electromagnetic induction and radio waves  

A conductor supplied with electric current radiates energy in the form of radio 
waves. It also produces a magnetic field around it that can be used to generate 
electricity by induction. Induction is the creation of electric current in a conductive 
material (usually a coil) presented within a changing magnetic field. To transmit 

                                                      
22.  The first international discussions on the regulation of radio communications took place in 

1903 in Berlin. The first radio conference took place in Berlin in 1906.  
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energy and information to a remote device, RFID systems operating at Low 
Frequency and High Frequency rely oÎ ÅÌÅÃÔÒÏÍÁÇÎÅÔÉÃ ÉÎÄÕÃÔÉÏÎ ɉÏÒ ȰÉÎÄÕÃÔÉÖÅ 
ÃÏÕÐÌÉÎÇȱɊ ÁÎÄ 2&)$ ÓÙÓÔÅÍÓ ÏÐÅÒÁÔÉÎÇ ÁÔ 5(& ÁÎÄ ÍÉÃÒÏ×ÁÖÅ ÆÒÅÑÕÅÎÃÉÅÓ ÒÅÌÙ ÏÎ 
radio waves (or radio communications).23 

Induction and radio waves are two radically different, but related, physical 
phenomenon that were discovered by a number of scientists in the 19th century. For 
RFID engineers, they correspond to two very different engineering areas with 
different capabilities, limitations (e.g. operation range) and challenges to address 
(e.g. interferences, absorption, health issues, etc.). A communication system based 
on induction cannot be transformed into a radio communication system just by 
changing the frequency of operation and the size of the antenna. There is no simple 
method to go from magnetic induction to radio wave propagation without 
reengineering the whole system. In the same way, there is no technological link 
between an oil lamp and an electric lamp, even though they perform the same 
function of providing light. They are not the same technology; they face different 
constraints and do not produce the same light.  

1.3.3.  Power level  

The signal transmitted by readers and tags using radio waves is transmitted at a 
certain power level, measured in watts. The higher the transmitted signal power in 
the direction of the receiver, the greater the probability that the receiver will be able 
ÔÏ ÄÅÔÅÃÔ ÉÔ ÁÇÁÉÎÓÔ ȰÂÁÃËÇÒÏÕÎÄ ÎÏÉÓÅȱȢ (Ï×ÅÖÅÒȟ ÈÉÇÈÅÒ ÔÒÁÎÓÍÉÓÓÉÏÎ ÐÏ×ÅÒÓ ÍÁÙ 
pose increasing threats to human health: radar, for example, usually operates at 
very high energy levels and can be dangerous to a person directly in front of an 
antenna. High power levels also increase the risk of interference with other radio-
sensitive equipment. Government regulation in all countries imposes limitations on 
power levels to safegÕÁÒÄ ÐÅÏÐÌÅȭÓ ÈÅÁÌÔÈ ÁÎÄ ÐÒÅÖÅÎÔ ÉÎÔÅÒÆÅÒÅÎÃÅÓȢ -ÁÇÎÅÔÉÃ 
induction systems obey the same rules, although in practice short operating distance 
compensates low power coils on readers. 

                                                      
23.  Induction provides for the operation of electrical generators, induction motors and 

transformers. The induction phenomenon appears in the area between a reader antenna 
and less than one wavelength of the radio-frequency wave emitted by a reader antenna. In 
the RFID context, this region ÉÓ ÏÆÔÅÎ ÃÁÌÌÅÄ ȰÎÅÁÒ ÆÉÅÌÄȱȢ "Ù ÃÏÎÔÒÁÓÔȟ ÅÎÅÒÇÙ ÔÒÁÎÓÆÅÒ ÉÎ Á 
radio communication system takes place using propagation of radio waves, just like for a 
television, mobile phone, radar, and other radio communications. The region in which such 
propagation hÁÐÐÅÎÓ ÉÓ ÏÆÔÅÎ ÃÁÌÌÅÄ ȰÆÁÒ ÆÉÅÌÄȱ ɉÁÓ ÏÐÐÏÓÅÄ ÔÏ ÔÈÅ ȰÎÅÁÒ ÆÉÅÌÄȱ ÒÅÇÉÏÎ ×ÈÅÒÅ 
a magnetic induction phenomenon would take place). Consequently, induction RFID is 
ÓÏÍÅÔÉÍÅÓ ÔÅÒÍÅÄ ȰÎÅÁÒ ÆÉÅÌÄ ÔÅÃÈÎÏÌÏÇÙȱ ÁÎÄ ÒÁÄÉÏ 2&)$ ÉÓ ÓÏÍÅÔÉÍÅÓ ÃÁÌÌÅÄ ȰÆÁÒ ÆÉÅÌÄ 
technoÌÏÇÙȱȢ (Ï×ÅÖÅÒȟ ÃÏÎÔÒÁÒÙ ÔÏ ×ÈÁÔ ÔÈÉÓ ÔÅÒÍÉÎÏÌÏÇÙ ÅÖÏËÅÓȟ ÔÈÅ ÐÒÉÍÁÒÙ 
distinguishing factor is not the range of operation, but instead, the physical phenomenon 
that is taking place. Neither does it mean that communication based on electromagnetic 
induction ÃÁÎ ÔÁËÅ ÐÌÁÃÅ ÉÎ ÔÈÅ ×ÈÏÌÅ ȰÎÅÁÒ ÆÉÅÌÄȱ ÁÒÅÁȢ -ÁÎÙ ÁÄÄÉÔÉÏÎÁÌ ÆÁÃÔÏÒÓ ÌÉÍÉÔ ÔÈÅ 
actual communication range of electromagnetic induction systems to a much shorter 
ÓÕÂÓÅÔ ÏÆ ÔÈÅ ÔÈÅÏÒÅÔÉÃÁÌ ȰÎÅÁÒ ÆÉÅÌÄȱȢ -ÏÒÅ ÏÎ ÔÈÅ ÄÉÆÆÅÒÅÎÃÅÓ ÂÅÔ×ÅÅÎ ÅÌÅÃÔÒÏÍÁÇÎÅÔÉÃ 
induction and radio waves RFID in Langheinrich, 2007. 
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1.3.4.  Antenna  

Tag and reader power level can be considerably enhanced by the nature of their 
antenna and in particular its design and orientation. Low gain24 antennas emit 
radiations in all directions equally (omnidirectional). High gain antennas radiate in 
particular directions (unidirectional) with a longer range and better signal but must 
carefully be aimed towards a particular direction. When either the transmitter or 
the receiver is in movement, it may not be practical to use directional antennas at 
both ends of the communications link. Antenna design and orientation also 
influences tag and reader sensitivity.25  

4ÁÇÓȭ ÁÎÄ ÒÅÁÄÅÒÓȭ ÁÎÔÅÎÎÁ ÓÉÚÅÓ ÁÒÅ ÁÌÓÏ Á ËÅÙ ÄÉÆÆÅÒÅÎÃÅ ÂÅÔ×ÅÅÎ ÉÎÄÕÃÔÉÏÎ ÁÎÄ 
radio wave RFID systems.26 In general, electromagnetic induction tags require a 
smaller antenna27 than radio wave systems. In some cases, radio tags are sold 
without an antenna and the size indicated by the manufacturer does not always 
reflect the size of the actual complete operational tag on an object.28  

1.3.5.  Interferences, attenuation and reflection  

As noted above, communications of RFID systems can interfere with other RFID 
systems, in particular when the transmission power is high. Inductive coupling 
systems are less susceptible to interference because of higher signal attenuation 
(see below 1.3.7).  

Low frequency signals penetrate liquids more easily because longer wavelength 
is less susceptible to attenuation. Therefore Low Frequency and High Frequency 
systems are better suited for tagging objects in environments containing water (like 
humans or animals). Metal stops radiofrequency signals and reflects them, creating 
interferences. Progress is being made regarding the management of interferences 

                                                      
24. Gain, measured in decibel or db, is a measure of performance of an antenna in a given 

direction. It is expressed as a value relative to a theoretical reference antenna called 
ȰÉÓÏÔÒÏÐÉÃ ÁÎÔÅÎÎÁȱȢ 

25.  Receiver sensitivity depends on the antenna gain and orientation, as illustrated by 
ȰÆÉÓÈÂÏÎÅȱ ÁÎÄ ÐÁÒÁÂÏÌÉÃ ÄÉÓÈ ÁÎÔÅÎÎÁÓ ÕÓÅÄ ÉÎ ÔÅÌÅÖÉÓÉÏÎ ÒÅÃÅÐÔÉÏÎȢ /ÒÉÅÎÔÁÔÉÏÎ ÏÆ ÔÈÅ ÔÁÇÓ 
(and importantly their relatively small antennas) is sometimes more difficult to control 
than that of a television antenna. Often, tag and reader form factor is designed so that the 
user orientates the tag or the reader properly (e.g. tags in smart card and gun type 
readers) to compensate reading difficulties in basic systems. 

26. Radio wave propagation requires antenna systems that are typically half a wavelength of 
the operating frequency in size: 150 cm at 100 MHz, 15 cm at 1 Ghz, 5 cm at 2.5 GHz, 2.5 
cm at 5.8 GHz. 

27. 4ÈÅ ȰÁÎÔÅÎÎÁȱ ÏÆ ÁÎ ÉÎÄÕÃÔÉÖÅ ÃÏÕÐÌÉÎÇ ÃÏÍÍÕÎÉÃÁÔÉÏÎ ÓÙÓÔÅÍ ÉÓ ÉÎ Æact a coil that 
generates a magnetic field, as in a wire electrical transformer.  

28. The Hitachi µChip tag in Figure 2 (pictured on the right) does not include an antenna 
(Hitachi, 2003). 
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created by metallic environments. Low frequency magnetic coupling systems can 
communicate in a metallic environment under certain conditions.29  

A wide variety of error-correcting coding techniques can be employed to try to 
mitigate the effects of noise. The greater the complexity of noise avoidance, 
mitigation and reduction techniques in data channel engineering, the greater the 
cost.  

1.3.6.  Half or full duplex communication  

The level of sophistication of the communication depends on whether it is 
happening in half duplex or full duplex mode. In half duplex, the sender transmits a 
complete message and does not know if the message has been received until the 
receiver switches over and replies. In full duplex, both ends of the communication 
channel are sending and receiving at the same time, enabling real-time 
communication channel management and more sophisticated protocols. However, 
sophisticated protocols require more data processing capabilities on the tag side, 
which implies an increase in power consumption and a higher cost.  

1.3.7.  Range of operation   

Two sets of laws limit the operation range of RFID systems: laws of physics and 
laws of governments (frequency and power regulations). Laws of physics can be 
expressed according to: i)  the physics theory as expressed in mathematical 
equations; ii)  experiments made in laboratory conditions and iii)  experiences in an 
uncontrolled, real life environment. Depending on which of these three frames of 
reference is used, assessment of the operating range of RFID systems can be very 
different.  

Ranges of operations resulting from controlled laboratory conditions are 
typically larger than ranges obtained in real life conditions. But they sometimes 
require settings that would be practically difficult to deploy in real life conditions. 
For example, an unrealistically heavy and large coil would be necessary to generate 
a large magnetic field capable of activating a High Frequency tag placed only a few 
meters away. In addition to complex engineering challenges, cost considerations 
play also a key role in the availability of equipment operating at enhanced operation 
ranges. Research is making progress and cost is evolving so that one may expect 
operation range to improve with time, within the boundaries set by the laws of 
physics.  

The main factor to consider with regard to the range of operation of RFID 
systems is the type of technology used: communication based on electromagnetic 
induction is associated with a shorter read range compared with radio 
communication.30 In addition, the range of operation of RFID systems depends on a 

                                                      
29. Information regarding the use of UHF tags in water and metal environments can be found 

in Desmons, 2006.  

30. Radio signal strength quarters every doubling of the distance travelled. The signal strength 
in magnetic induction is divided by eight every doubling of the distance travelled. See 
Langheinrich, 2007. 
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number of factors including transmission power, receiver sensitivity, antenna gain 
and orientation, and interference. Natural and man-ÍÁÄÅ ȰÎÏÉÓÅȱ ÉÎÔÅÒÆÅÒÅÎÃÅ ÐÌÁÙÓ 
an important role in radio communications: when distance increases, the level of 
natural noise remains stable, while the signal strength diminishes. Eventually, the 
overall noise level prevents detection. The communication range can be further 
shortened by additional man-made noise in the vicinity of the receiver.  

Figure 5.  Typical behaviour of the magnetic field strength versus di stance (example), for a 
transmitting antenna with a diameter of 0.8 m.  

  
Source: AIM Frequency Forum, 2000. 

Following ISO standards terminology, inductive coupling systems are sometimes 
divided into proximity and vicinity systems. Proximity cards31 are intended to be 
used in the 10 cm range (e.g. for use with a vending machine) and vicinity cards32 
inside the 1 m range (e.g. for opening a parking door without rolling down the car 
window; ICAO standard for biometric passports mandates the use of ISO proximity 
cards standard).  

Figure 6. Range of operation  

 Communication range 
Frequency  

Band 
System 

type 
3 cm 10 cm 30 cm 1m 3m 10m > 10m 

LF Passive       

HF 
ISO 14443    
ISO 15693      

UHF 
Passive        
Active        

Microwaves 
Passive         
Active        

Typical versus theoretical range attainable in a controlled environment 

Source: Atmel Applications Journal, 2004. 

                                                      
31. ISO 14443.  

32. ISO 15693. 
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Active UHF and microwave tags have a considerably longer range of operation 
than passive tags, since the battery provides more power than what can be drawn 
from the radio wave signal.  

In passive radio systems, the reader to tag signal is usually more powerful than 
the tag to reader one and can be detected or received over longer distances (see 
section 2.1. Information Security). 

1.3.8.  Summary table  

The table below summarises and compares the limits of RFID according to 
frequency range. It also provides examples of different application areas in which 
either electromagnetic induction, or radio wave RFID, is likely to be found, as a 
consequence of the characteristics of each technology. 

Table 4. Characteristics of RFID technologies  

Parameter  Low frequency 
(LF) 

High frequency (HF)  Ultrahigh 
frequ ency  
(UHF) 

Microwave  

Frequency range 
(see Table 3 for 
precise range per 
country)  

30-300 kHz 3-30 MHz 300 MHz-3GHz 2-30 GHz 

Transmission of 
energy and data 

Electromagnetic 
Induction  

Electromagnetic 
Induction  

Radio Waves Radio Waves  

Reading range for 
passive tags 
(approx) 

Typical : 20 cm. 
Maximum: 1.2 m  

Typical : 20cm 
Maximum: 1.2 m 

433 MHz : 100 m 
max 

865-956 MHz : 
0.5 to 5 m  

Typical: 3 m 

Maximum: 10 
m.  

Moisture no effect  no effect  negative effect  negative effect  

Metal negative effect  negative effect  no effect  no effect  

Aiming of 
transponder 
during reading  

not necessary  not necessary  sometimes 
necessary  

necessary  

Typical 
transponder 
shapes  

glass tube 
transponders, 
transponders in 
plastic housings, 
smart cards, 
smart labels  

smart labels, 
industrial 
transponders  

smart labels, 
industrial 
transponders  

large-format 
transponders  

Typical 
application areas 

access and route 
controls, brakes, 
laundry cleaners, 
gas readers, 
animal ID, car 
immobiliser  

laundry cleaners, 
asset management, 
ticketing (ski, events, 
public transport), 
tracking and tracing, 
multi -access, library 
management, 
passports, payment 
card 

palette tracking, 
container 
tracking  

road pricing, 
container 
tracking, 
production 
control 

Note: the influence of metal and liquids varies depending on the product. Reading range for active tags varies 
considerably according to the technology used.  

Sources: adapted from BSI, 2005, p.23; Dressen, 2004; Metro Group RFID@Metro web site; Ward, 2006.  
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1.4.  Software and network components  

RFID tags and readers are often components of a broader RFID system, which, in 
turn, is a component of an enterprise information technology infrastructure, often 
interconnected with other information systems and networks, including via the 
Internet. Three types of RFID systems can be considered according to their level of 
connectedness with other systems:  

¶ Standalone systems, not connected to other information systems and 
networks, including within the organisation. 

¶ Closed-loop systems that track objects that never leave the company or 
organisation. 

¶ Open-loop systems that involve multiple partners, like a retail chain and its 
suppliers.  

!Ó ÍÅÎÔÉÏÎÅÄ ÉÎ ÔÈÅ /%#$ ÐÁÐÅÒ ÏÎ Ȱ2&)$ȡ $ÒÉÖÅÒÓȟ #ÈÁÌÌÅÎÇÅÓ ÁÎÄ 0ÕÂÌÉÃ 0ÏÌÉÃÙ 
#ÏÎÓÉÄÅÒÁÔÉÏÎÓȱ33, the information infrastructures associated with RFID, in 
particular with UHF RFID, will increasingly be accessed across IP networks, private 
intranets and the public Internet.  

4ÈÅ ÎÏÔÉÏÎÓ ÏÆ Ȱ2&)$ ÓÙÓÔÅÍȱ ÏÒ Ȱ2&)$ ÎÅÔ×ÏÒËȱ ÄÏ ÎÏÔ ÉÍÐÌÙ ÔÈÁÔ ÁÌÌ ÔÈÅ 
components included in such systems and networks are RFID specific. While tags 
and readers are obviously core RFID components, some of the other components are 
actually pre-existing, non-RFID technologies, systems, applications or protocols that 
either support RFID or are combined with RFID. At this early stage of the RFID 
policy debate, it is important to clarify which components are actually RFID or RFID 
specific and which components are not. 

The efficiency of RFID systems within the broader IT infrastructure of an 
organisation dependÓ ÏÎ ÔÈÅ ÃÁÐÁÃÉÔÙ ÏÆ ÁÎ ÏÒÇÁÎÉÓÁÔÉÏÎȭÓ ÎÅÔ×ÏÒË ÔÏ ÔÒÁÎÓÐÏÒÔ ÔÈÅ 
flows of RFID information efficiently. Middleware components connect the core 
RFID elements to the enterprise back-end. They enable information to flow from the 
tagged object to the heart of the company information infrastructure. The proper 
implementation of middleware components sometimes represents considerable 
investment and efforts.  

Standardisation and interoperability factors also play a key role in the 
implementation of RFID systems.  This is important to recognise in a globalised 
economy where the supply chain spans across a range of partners who may be 
spread all over the globe. As noted above, considerable efforts have been made to 
leverage existing RFID and Internet technologies to create the standards and 
components for a global architecture capable of conveying object information in 
real-time as these objects progress through the production supply chain and 
beyond.  

For example, the EPCglobal Architecture Framework includes a set of inter -
related standards for hardware, software and data interface for improving the 
efficiency of supply chains through the use of Electronic Product Codes (EPCs). The 
%0#ÇÌÏÂÁÌ &ÒÁÍÅ×ÏÒË ÅÎÁÂÌÅÓ ÔÈÅ ÓÈÁÒÉÎÇ ÏÆ ÔÁÇÇÅÄ ÏÂÊÅÃÔÓȭ ÉÎÆÏÒÍÁÔÉÏÎ ÁÍÏÎÇ 

                                                      
33. OECD, 2006a, p.18. 
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trading partners in the global supply chain and tracking individual products in real-
time. The Framework includes five categories of components: i)  the Electronic 
Product Code (EPC), which identifies the tagged product,34 ii)  tags and readers, iii)  
middleware, which communicates the information that is read to EPC information 
services, iv) EPC Information Services35, that allow trading partners to exchange 
EPC-related data through the EPCglobal network, and v) discovery services, 
including, but not limited to, the Object Naming Service (ONS), which can be queried 
with an EPC contained in an RFID tag to return the specific address of the 
application associated to the product code.36 The EPCglobal Architecture 
&ÒÁÍÅ×ÏÒË ÁÌÓÏ ÉÎÃÌÕÄÅÓ ÔÈÅ ÓÅÃÕÒÉÔÙ ÆÒÁÍÅ×ÏÒË ÆÏÒ ÔÈÅ ÓÙÓÔÅÍȭÓ authentication, 
data protection, and access control.  

Other numbering schemes have been proposed for identifying objects, including 
the IPv6 numbering scheme, which is large enough to handle as much as 430 
quintillion identifiers. 37  

                                                      
34. See Annex IV. 

35. EPCglobal has recently ratified its open standard for EPC Information Services. See 
www.epcglobalinc.org/standards/EPCglobal_EPCIS_Ratified_Standard_12April_2007_V1.0.
pdf 

36. The ONS is a mechanism to discover information about a product and related services. The 
ÁÒÃÈÉÔÅÃÔÕÒÅ ÁÎÄ ÆÕÎÃÔÉÏÎÉÎÇ ÏÆ ÔÈÅ /.3 ÉÓ ÖÅÒÙ ÓÉÍÉÌÁÒ ÔÏ ÔÈÁÔ ÏÆ ÔÈÅ )ÎÔÅÒÎÅÔȭÓ $ÏÍÁÉÎ 
Name System (DNS). When queried with an EPC code, the Root ONS directs the query to 
the servers of the EPCglobal Network member associated to the EPC code. The querying 
party can subsequently ɀ and independently of the Root ONS ɀ get the requested 
ÉÎÆÏÒÍÁÔÉÏÎ ÆÒÏÍ ÔÈÅ %0#ÇÌÏÂÁÌ .ÅÔ×ÏÒË ÍÅÍÂÅÒȭÓ ÓÅÒÖÅÒȢ 4ÈÅ ÄÁÔÁ ÔÈÁÔ ÔÈÅ 2ÏÏÔ /.3 
maintains is limited to i) an EPCglobal issued number (EPC Manager ID) that identifies an 
EPCglobal Network member and ii) the server identifier for that EPCglobal Network 
member. EPCGlobal contracted VeriSign to operate the authoritative root for the EPC 
network on behalf of EPCGlobal. See EPCglobal, 2005b, Section 7.3. 

37. 3.4 x 1038 addresses. On the use of IPv6 as a numbering scheme for RFID, see RFID Journal, 
2003; Vadhia, 2004; Le Pallec, 2005. 
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2. Information security and privacy  

RFID technology is at a stage of development where privacy and security have 
been identified as challenges for its widespread adoption.  

Many RFID experts acknowledge that widespread deployment of RFID will take 
time but that applications that are being deployed and standards that are being 
designed and adopted are likely to influence the infrastructure to be in use in the 
next decades.38 For security expert Ari Juels39ȟ ȰÔÈÅ 2&)$ Äesigns of 2005 ɀ with all of 
their features and drawbacks ɀ ÍÁÙ ÂÅ ÔÈÅ ÐÒÅÄÏÍÉÎÁÎÔ ÏÎÅÓ ÉÎ ςπςπȢȱ Similarly, 
participants in the OECD ICCP Foresight Forum recognised that privacy and security 
should be integrated in the RFID infrastructure before widespread deployment of 
the technology, rather than having to deal with it afterwards, as has been required 
for the Internet. It was highlighted that for the Internet, ÓÅÃÕÒÉÔÙ ×ÁÓ ȰÂÏÌÔÅÄ ÏÎȱ 
ÁÆÔÅÒ×ÁÒÄÓ ÉÎÓÔÅÁÄ ÏÆ ÂÅÉÎÇ ȰÂÁËÅÄ ÉÎȱ ÁÎÄ ÔÈÁÔ ÈÉÓÔÏÒÙ ÓÈÏÕÌÄ ÎÏÔ ÂÅ Òepeated with 
RFID. Such a consideration holds true also with regards to privacy protection.  

There seems to be an agreement among experts that RFID security and privacy 
should be an urgent priority for all stakeholders in order to prevent large scale 
opposition by consumers and individuals, and facilitate the successful roll-out of 
ÆÕÔÕÒÅ 2&)$ ÓÙÓÔÅÍÓȢ Ȱ4ÈÅ ÃÏÌÌÅÃÔÉÏÎ ÁÎÄ ÕÓÅ ÏÆ ÐÅÒÓÏÎÁÌÌÙ ÉÄÅÎÔÉÆÉÁÂÌÅ ÉÎÆÏÒÍÁÔÉÏÎ 
through RFID technologies represents a key public policy challenge to the 
deployment and use oÆ 2&)$ ÔÅÃÈÎÏÌÏÇÉÅÓȢȱ40 As stated by the European Commission 
ÉÎ ÉÔÓ #ÏÍÍÕÎÉÃÁÔÉÏÎ ÏÎ 2&)$ ÉÎ %ÕÒÏÐÅȟ ȰÁ ÃÌÅÁÒ ÁÎÄ ÐÒÅÄÉÃÔÁÂÌÅ ÌÅÇÁÌ ÁÎÄ ÐÏÌÉÃÙ 
ÆÒÁÍÅ×ÏÒË ÉÓ ÎÅÅÄÅÄ ÔÏ ÍÁËÅ ÔÈÉÓ ÎÅ× ÔÅÃÈÎÏÌÏÇÙ ÁÃÃÅÐÔÁÂÌÅ ÔÏ ÕÓÅÒÓȢȱ 3ÏÍÅ 
consumer organisations consider that, in areas such as retail, there is a potential for 
public backlash regarding RFID and draw a parallel with such a backlash that 
happened in the area of genetically modified food.41  At stake is the capacity of these 
frameworks to remove obstacles to the acceptance of RFID technology by 
individuals and to ensure privacy and security in new environments. 

2.1.  Information security  

Academic researchers and security experts, often quoted by the press, have 
highlighted both theoretical and concrete security weaknesses discovered in some 
already widespread RFID systems. Annex III provides a selection of exploits which 

                                                      

38. US FTC, 2005, p.11, 15; EPCglobal, 2004a. 

39. Juels, 2005b. 

40. US Department of Commerce, 2005b. 

41. Lace, 2004. 
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suggest that RFID systems can be vulnerable to security attacks, like other 
information systems, and also that RFID technology is still in its early days.  

Some successful attacks targeted RFID products or applications deployed on a 
large scale42 and/or could harm businesses and individuals (e.g. hotel keys, 
implantable chips). However, they relate mostly to lower cost RFID products that 
include either limited or no security feature at all. There are fewer reports of 
successful attacks against higher cost RFID products that contain sophisticated 
security features. Therefore it would be misleading to make general statements 
about the security of all RFID technologies based essentially on experiences with the 
use of low cost RFID products. To come to any conclusion, a more specific and 
detailed assessment is necessary. 

This section provides a general overview of RFID security challenges and 
possible solutions. It is not intended to be detailed or comprehensive.  In this 
section, threats are described in very general terms with a few specific examples 
detailed in Annex III and general risks associated with RFID systems, as well as some 
of the general security weaknesses that RFID systems might have and that might be 
exploited, are described in business terms.  

2.1.1. Typology of risks  

Risks result from threats posed by vulnerabilities or weaknesses that can be 
exploited and cause adverse effects. There are many ways to describe risks to RFID 
systems. For example, the US National Institute of Standards and Technology (NIST) 
Guidelines for Securing RFID Systems (2007) consider risks related to business 
process, business intelligence, privacy and externality risks (Table 5).  

Table 5.  Typology of risks by the US National Institute for Standards and Technology  

Business process 
risks 

Direct attacks on RFID system components potentially could undermine the 
business processes the RFID system was designed to enable. 

Business 
intelligence risks 

An adversary or competitor potentially could gain unauthorized access to RFID-
generated information and use it to harm the interests of the organisation 
implementing the RFID system.  

Privacy risks Personal privacy rights or expectations may be compromised if an RFID system 
uses what is considered personally identifiable information for a purpose other 
than originally intended or understood. The personal possession of functioning 
tags also is a privacy risk because it could enable tracking of those holding 
tagged items.  

Externality risks RFID technology potentially could represent a threat to non-RFID networked or 
collocated systems, assets and people. 

Source: NIST, 2007. 

The German Federal Office for Information Security (BSI) classifies basic types of 
attacks based upon the data/tag relationship, tag/tagged item relationship and 
tag/reader relationship (see Figure 8).  

                                                      
42. E.g. 4ÅØÁÓ )ÎÓÔÒÕÍÅÎÔ Ȱ$ÉÇÉÔÁÌ 3ÉÇÎÁÔÕÒÅ 4ÒÁÎÓÐÏÎÄÅÒȱȢ 
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Figure 7.  Basic types of attacks relating to data/tag relationship,  
tag/tagged item relationship and tag/reader relationship  

 
 

Note: transponder can be used as a more technical term for a tag.  

Source: BSI, 2005. 

BSI also presents types of attacks according to their purpose: spying, deception, 
denial of service, protection of privacy43 (Table 6).  

Table 6. Types of attacks according to their purpose  
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Falsifying content  Â   
Falsifying tag identity   Â   
Deactivating  Â Â Â 

Detaching  Â  Â 

Eavesdropping Â    
Blocking  Â Â Â 

Jamming  Â Â Â 

Falsifying reader identity Â    

Source: BSI, 2005. 

Security challenges raised by RFID can also be structured according to the 
traditional dimensions of information security: loss of availability, integrity and 
confidentiality.44 Examples below help understand the nature of the general risk 

                                                      
43. According to BSI, an attack aiming at protecting privacy could be carried out by an 

individual believing that his privacy is threatened by the RFID system. Presumably, such an 
attack would target the RFID system and not the information that may be contained within 
that system. The RSA Blocker Tag (Juels, 2003) may be an example of a means to perform 
such an attack. 

44.  Availability, integrity and confidentiality are useful conceptual distinctions but, in reality, 
the separation is often artificial: a failure in one dimension can have consequences in 
another and therefore the concepts are interdependent and overlapping. Accountability 
and audit are often associated to these dimensions. They ensure allocation of responsibility 
for a security control and provide means for monitoring and measuring its effectiveness. 
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associated with each of these security dimensions and illustrate the potential 
consequences of attacks. Examples refer to transportation systems (e.g. subway 
access cards), supply chains (e.g. tracking of containers, pallets and goods), retail 
(e.g. inventory management, check out, warranty services, medicine tagging), 
identity documents (e.g. passports) and vehicle access or ignition. These 
applications were not chosen because they are more risky than others but rather 
because they are common and easy to understand.  

Many of the threats and vulnerabilities to RFID systems are common to all 
information systems. The main component in RFID systems that distinguishes them 
from others is the transmission of information between tags and readers. But risks 
related to other, more traditional, components of the system should not be omitted.  
It is important to note that many security risks become privacy risks when 
information related to identified or identifiable individuals is involved. 

2.1.1.1.  Risks related to tags and readers  

Many events can disrupt a RFID system. They can be categorised as interference 
or disruption of either the hardware, or the radio, or the data components of the 
system. Interference or disruption to the physical components of readers and tags 
can be deliberate or accidental, overt or covert. Accidental or deliberate disruption 
of the radio components can be of the reader or tag or both. Deliberate attacks can 
be active or passive. Interference or disruption on the data components can be of the 
tag or reader data or both. 

Interference or disruption of: 
 Radio components  Data components 

Can be:  
 Deliberate  Accidental 

 Overt  Covert 

 On Reader 

Both 

On tag 

If deliberate, it can be:  
 Active  Passive 

 
As mentioned earlier, RFID systems, as any information system, include software 

and hardware components. However, their main specificity lies in the hardware 
components, namely the tags and readers as well as the methods of energy exchange 
they use to communicate.  

¶ Availability  

Availability is the assurance of timely and reliable access to data services for 
authorised users. It ensures that information or resources are available when 
required. For instance, Denial of Service (DoS) attacks target the availability of a 
system. Consequences of disruption of availability of typical RFID systems could be, 
for example, delays in processing identity documents (e.g. disabled RFID passports) 
thus possibly disturbing airport border control processes, preventing individuals to 
access public transportation systems (e.g. subway access card) or work premises 
(e.g. access control cards), preventing an owner to access his/her vehicle (e.g. RFID 
car keys), preventing automatic processing of medicine information in a health 
context leading to dangerous errors for patients (e.g. medicine tagging).  
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Threats to the availability of the physical components of a RFID system can be 
overt or covert. Overt attacks on tags include cutting the electrical circuit on the tag, 
detaching the tag from the tagged item, discharging the battery of an active tag, or 
masking the antenna (shielding) with a conductive material or paint. Such strategies 
could be pursued to evade anti-theft RFID systems in stores. They could also be used 
for privacy protection purposes: companies have developed RFID blocking wallets 
(for RFID credit cards) and passport cases that are presented as privacy protective 
apparel.45  

Covert attacks can be conducted by overloading receiving components to stop 
them from functioning or to destroy them, for example by subjecting a passive tag to 
a high energy field in close proximity. Hackers have demonstrated that a strong 
energy field generated by an inexpensive, modified, single-use camera flash light can 
produce this result.46  

A RFID system can also be compromised by overwhelming the wanted signal at 
the receiver side (blocking), by preventing the receiving device from decoding the 
signal (masking) or by disrupting the data communication (jamming). For example, 
creating an unwanted signal noise in one or all of the RFID system receiver circuits 
could prevent the wanted reader signal being detected by the tags. A signal can also 
be tailored to prevent the reader or tags from synchronising with other 
transmitters, therefore disrupting the wanted signal decoding process.47 Jamming 
noise sources can be accidental man-made interferences caused by machines and 
other electrical equipment. An attacker can also deliberately create jamming noises. 
In such cases, an unwanted signal competes with a wanted signal so that it is the 
relative power and geometry (obstacles, distances and orientation) of the wanted 
transmission versus the unwanted one that determines the degree of disruption. 
The complexity of this situation is such that a deliberate attack can be difficult to 
detect. Therefore it might be carried out covertly and be undetected by the RFID 
system. Both RFID systems using active and passive tags are susceptible to these 
threats.  

¶ Integrity  

Integrity is the underlying assurance that data has not been altered during a 
transmission from the point of origin to the point of reception. Consequences of loss 
of integrity in common RFID systems could include, for example, delays and 
misdirection in the supply chain or confusion in retail operations due to corrupt or 

                                                      
45.  For example, see DIFRwear website.   

46.  RFID Zapper, see https://events.ccc.de/congress/2005/wiki/RFID -Zapper(EN).  

47.  Decoding is an essential element of signal processing. Detection is a simple matter of 
receiving a signal above the noise threshold. The decoding process extracts the intelligence 
from the detected signal. To start decoding, the decoder must first synchronise with the 
incoming signal. This usually entails recognising a string of decoded bits as the point to 
start decoding. Not doing this prevents from knowing when one bit word (byte) begins or 
ends. An intelligent jammer could send a very short signal to disrupt this process using a 
blocking bit without disrupting the whole signal. The decoder then would go around a 
cycle and try to start again. The intelligent jammer knows this cycle and repeats the 
disruption to stop the receiver decoding the signal even though the receiver can detect it. 
This decoding should not be confused with cryptographic deciphering/decryption.  

https://events.ccc.de/congress/2005/wiki/RFID-Zapper(EN
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erroneous information. In some cases, loss of integrity generates loss of availability. 
For example, corrupt access cards would not enable individuals to access the 
transportation system. If car ignition key information is altered, then it is likely that 
access to the car will be impossible.  

A man-made unwanted signal can also be used to inject a false signal, 
ÃÏÍÐÒÏÍÉÓÉÎÇ ÔÈÅ ÓÙÓÔÅÍȭÓ ÉÎÔÅÇÒÉÔÙȢ 2ÅÁÄÅÒ ÉÄÅÎÔÉÔÙ ÃÏÕÌÄ ÂÅ ÆÁÌÓÉÆÉÅÄ ÔÏ ÁÃÃÅÓÓȟ 
ÍÏÄÉÆÙ ÏÒ ËÉÌÌ Á ÔÁÇȢ &ÏÒ ÅØÁÍÐÌÅȟ Á ȰËÉÌÌȱ ÃÏÍÍÁÎÄ Ãould be sent before the tag is 
read by the legitimate reader and lead to fraud in a retail context, or disrupt supply 
chain information. Tag cloning and emulation could be used to falsify the identity of 
goods, and, for example, replace them with cheaper item identifiers. Automobile 
ÔÈÉÅÖÅÓ ÃÏÕÌÄ ÃÌÏÎÅ ÃÁÒ ËÅÙÓȢ #ÌÏÎÅÄ ÃÒÅÄÅÎÔÉÁÌÓ ÃÏÕÌÄ ÅÎÁÂÌÅ ÉÎÄÉÖÉÄÕÁÌÓȭ ÉÄÅÎÔÉÔÙ ÔÏ 
be stolen to enable access to restricted areas in the work environment. Cloning 
could lead to identity theft if the cloned credential can be used as a proof of identity.  

Attacks based on deception can take advantage of cloning and emulation 
techniques. In 2005, researchers demonstrated the feasibility of a cloning attack of 
ÔÈÅ Ȱ$ÉÇÉÔÁÌ 3ÉÇÎÁÔÕÒÅ 4ÒÁÎÓÐÏÎÄÅÒȱ ÃÈÉÐȟ ×ÈÉÃÈ ÓÅÃÕÒÅÓ ÏÖÅÒ φ ÍÉÌÌÉÏÎ ExxonMobil 
SpeedPass payment transponders and over 150 million automobile ignition keys. 
They cloned the chip using relatively cheap equipment, purchased gasoline at an 
ExxonMobil station multiple times and disarmed a Ford car immobiliser system. A 
securiÔÙ ÃÏÎÓÕÌÔÁÎÔ ÓÕÃÃÅÓÓÆÕÌÌÙ ÃÌÏÎÅÄ 0ÈÉÌÉÐÓ %ÌÅÃÔÒÏÎÉÃÓȭ -ÉÆÁÒÅ ÃÏÎÔÁÃÔÌÅÓÓ ÓÍÁÒÔ 
card chip, which is the most commonly used key-access system. The implantable 
2&)$ Ȱ6ÅÒÉÃÈÉÐȱ ÔÁÇ ×ÁÓ ÃÌÏÎÅÄ ÉÎ ÌÅÓÓ ÔÈÁÎ ρπ ÍÉÎÕÔÅÓ ÂÙ Á ςσ year-old Canadian 
hardware developer for the purpose of an article in the magazine Wired. The tag, 
ÉÍÐÌÁÎÔÅÄ ÉÎ ÔÈÅ ÊÏÕÒÎÁÌÉÓÔȭÓ ÁÒÍ ÆÏÒ ÔÈÅ ÐÕÒÐÏÓÅ ÏÆ ÔÈÅ ÁÒÔÉÃÌÅȟ ÆÅÁÔÕÒÅÄ ÎÏ ÓÅÃÕÒÉÔÙ 
at all.48  

A read-write tag can be subject to unauthorised modification of tag data or 
falsification of tag content to deny availability, or change the identity or information 
details of goods or people. According to the same Wired article, 5 millions RFID tags 
ÈÁÖÅ ÂÅÅÎ ÓÏÌÄ ÔÏ ÌÉÂÒÁÒÉÅÓ ÉÎ ÁÎ ÕÎÌÏÃËÅÄ ÓÔÁÔÅ ÔÏ ȰÍÁËÅ ÉÔ ÅÁÓÉÅÒ ÆÏÒ ÌÉÂÒÁÒÉÅÓ ÔÏ 
change the dataȢȱ 5ÎÆÏÒÔÕÎÁÔÅÌÙȟ ÔÈÅÓÅ ÔÁÇÓ ÁÌÓÏ ÅÎÁÂÌÅ ÁÎÙÏÎÅ ×ÉÔÈ ÔÈÅ ÒÉÇÈÔ 
software and hardware to write on the tag as well.  

¶ Confidentiality 

Confidentiality is the assurance that information is accessible only to those who 
are authorised to have access. When the data relates to an individual, loss of 
confidentiality results in data protection violations. Consequences of loss of 
confidentiality in typical RFID systems could include, for example, stealing 
competitor information in the supply chain or in the retail environment, stealing a 
vehicle by gaining access to electronic key information and cloning the chip. 
!ÃÃÏÒÄÉÎÇ ÔÏ Á *ÁÐÁÎÅÓÅ ÎÅ×ÓÐÁÐÅÒȟ ÄÁÔÁ ÁÂÏÕÔ ÐÁÓÓÅÎÇÅÒÓȭ ÌÁÔÅÓÔ ÅÎÔÒÙ ÁÎÄ ÅØÉÔ 
stations stored in a Japanese public transport access card (Suica card) can be read 
by basic RFID readers, such as the one embedded in Sony Clié PDA. A journalist 
claimed that the possibility to read such information at a distance could potentially 
facilitate stalking. The vulnerability of passport information (including biometric 
data) has been pointed out as a possible source of fraud or crimes involving identity 

                                                      
48. See Annex III. 



 RADIO FREQUENCY IDENTIFICATION (RFID): A FOCUS ON INFORMATION SECURITY AND PRIVACY ɀ 43  

© OECD.2008 

theft (see Annex III). Unauthorised remote access to data is sometimes also called 
ȰÓËÉÍÍÉÎÇȱȢ  

Any system based on radio technology is susceptible to eavesdropping of the 
radio signal between transmitter and receiver, thus raising confidentiality 
challenges (as well as integrity challenges if the data can be reinjected). RFID 
systems based on magnetic induction also generate radio waves that an attacker 
equipped with the appropriate radio equipment could, in theory, intercept. However 
although theoretically possible, it is practically improbable because the energy 
levels would be relatively low and would be covered by noise, forcing the attacker to 
operate at short distance of the tags and reader (likely, in an overt manner). 

RFID eavesdropping can be both passive and active. The attacker (or 
ȰÉÎÔÅÒÃÅÐÔÏÒȱɊ ÍÁÙ ÁÃÔÉÖÅÌÙ ÓÅÎÄ Á ÓÉÇÎÁÌ ÔÏ ÔÈÅ ÔÁÇ ÔÏ ÇÅÔ Á ÒÅÓÐÏÎÓÅȟ ÏÒ ÓÉÍÐÌÙ 
passively listen to the response prompted by a reader activating the tag. Some tags 
can only reply with data (e.g. ÁÎ ÉÄÅÎÔÉÆÉÃÁÔÉÏÎ ÎÕÍÂÅÒɊȢ -ÏÒÅ ȰÉÎÔÅÌÌÉÇÅÎÔȱ ÔÁÇÓ ÃÁÎ 
send back a processed response akin to being actively interrogated with the 
objective of exploiting a vulnerability. 

Eavesdropping on the transmission can reveal the existence of a communication 
between RFID devices potentially leading to the disclosure of valuable information 
for the attacker (e.g. the number of goods arriving in a warehouse or the presence of 
an individual in a given area). It enables tracking of the tag and the attached object. 
It can also reveal the content of the communications thus enabling unauthorised 
access to potentially valuable business, competitive or personal information and 
also enabling other attacks such as uÎ×ÁÎÔÅÄ ÍÏÄÉÆÉÃÁÔÉÏÎ ÏÆ ÔÈÅ ÄÁÔÁ ÏÒ ȰÍÁÎ ÉÎ ÔÈÅ 
ÍÉÄÄÌÅ ÁÔÔÁÃËȱ ɉ×ÈÅÒÅ ÔÈÅ ÉÎÔÅÒÃÅÐÔÏÒ ÍÏÄÉÆÉÅÓ ÔÈÅ ÄÁÔÁ ÅØÃÈÁÎÇÅÄ ÂÅÔ×ÅÅÎ ÔÈÅ ÔÁÇ 
and the reader). Other elements regarding privacy risks related to loss of 
confidentiality are provided in the privacy section below.  

¶ Considerations regarding the type of technology used 

Risks vary according to the type of technology used to perform a specific 
function. As highlighted earlier, RFID is an umbrella concept for a variety of 
technologies with different characteristics. The risks mentioned above are 
theoretically applicable to all RFID systems. However, on a continuum of risks, the 
likeliness of certain risks is higher in some technical configurations than in others. 
Parameters such as the use of passive or active tags, of electromagnetic induction or 
radio-wave communications, of read only or read-write capable memory influence 
the degree of likeliness that certain risks materialise. The table below highlights 
some of these elements in a very general manner, but it is important to note that 
only a detailed consideration taking into account all the characteristics of a given 
system can provide relevant conclusions relative to the potential risks to the 
different systems. At a general level, the table shows that technology choices that do 
not take into account security considerations have an impact on the level of security 
risk. 
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Table 7. Risk comparison on a risk continuum  

 Risk continuum   

Risk 

Lesser risks   Greater risks  
 
 

Explanations  

Eavesdropping 
Induction 
 

Radio waves The attacker needs to be in the 

operating range49 

Jamming 
Induction 
 

Radio waves 
Idem 

Covert tracking 
Induction  
 

Radio waves 
Idem 

Radio noise interference 
Induction 
 

Radio waves Electromagnetic induction is not 
subject to radio interferences 

Tag cloning 
Authentication on tags 
 

Data only on tags Authentication prevents unauthorised 
access 

Tag data integrity attack 
Read only memory 
 

Read-write memory Read only memory cannot be modified 
(but, the chip could be destroyed) 

Denial of service attack by tag 
blocking 

Active tags 
 

Passive tags Active tags can include smarter 
communication protocols to defeat 
attacks 

Operating ranges discussed in the first section can be considered in relation to 
the type of attack that is anticipated, as highlighted in box 1 below.  

Box 1. Operation ranges from a security perspective  

!ÃÃÏÒÄÉÎÇ ÔÏ .)34 Ȱ'ÕÉÄÅÌÉÎÅÓ ÆÏÒ 3ÅÃÕÒÉÎÇ 2ÁÄÉÏ &ÒÅÑÕÅÎÃÙ )ÄÅÎÔÉÆÉÃÁÔÉÏÎ 3ÙÓÔÅÍÓȱ ɉςππχɊȟ ÓÉØ ÄÉÆÆÅÒÅÎÔ 
operation ranges can be distinguished:  

¶ Nominal operating range : the distance, often specified by standard, over which authorised 
ÔÒÁÎÓÁÃÔÉÏÎÓ ÁÒÅ ÅØÐÅÃÔÅÄ ÔÏ ÏÃÃÕÒȢ 4ÈÉÓ ÉÓ ÔÈÅ ȰÏÆÆÉÃÉÁÌȱ ÏÐÅÒÁÔÉÎÇ ÒÁÎÇÅȢ  

¶ Back channel eavesdropping range : the distance over which a rogue receiver can reliably interpret 
Á ÔÁÇȭÓ ÒÅÓÐÏÎÓÅ ÔÏ Á ÌÅÇÉÔÉÍÁÔÅ ÒÅÁÄÅÒȢ 

¶ Forward channel eavesdropping range : the distance over which a rogue receiver can reliably listen 
to the transmissions of an authorised reader. Both back channel and forward channel eavesdropping 
can be considerably greater than the official operating ranges. Cover-coding technique, which has 
been included in EPCglobal class-1 Generation 2 specification, prevents a rogue receiver from 
deciphering exchanged data if it is not capable of eavesdropping also on the tag responses (the 
communication is encrypted using a key sent by the tag to the reader). This forces the eavesdropper 
to operate within the back channel eavesdropping range in order to decipher the communication. 

¶ Rogue skimming or scanning range:  the distance over which a rogue reader operating above the 
regulated power limits can reliably communicate with a tag. 

¶ Rogue command range : the distance over which a rogue interrogator can execute a tag command 
that does not require the reader to successfully receive information from the tag. 

¶ Forward channel traffic analysis range : the distance over which a rogue receiver can detect the 
ÐÒÅÓÅÎÃÅ ÏÆ Á ÒÅÁÄÅÒȭÓ ÓÉÇÎÁÌ ×ÉÔÈÏÕÔ ÈÁÖÉÎÇ ÔÏ ÉÎÔÅÒÐÒÅÔ ÉÔÓ ÃÏÎÔÅÎÔȢ 4ÒÁÆÆÉÃ ÁÎÁÌÙÓÉÓ ÃÏÕld enable the 
arrival of a shipment and possibly count the number of items. Such an attack can be performed over 
much longer distances than eavesdropping. 

Source: Adapted from NIST, 2007, p. 2-13.  

                                                      
49. As noted in the first section of this paper, the law for radio waves signal propagation is 

different than for electromagnetic fields. Thus the operating range of radio waves tags (at 
UHF and microwave frequencies) can be much longer (meters) than that of electro-
magnetic induction systems (centimetres). 
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2.1.1.2.  Risks related to other components 

Other components of RFID systems present security risks too. In particular, 
database security has been identified as a serious and sometimes underestimated 
concern, since databases containing information associated to tags are likely to be 
accessed by different enterprises and, sometimes, will be maintained by third 
parties.50  

Likewise, RFID systems relying on the transmission of information over the 
Internet are exposed to the same variety of attacks as other information systems. 
For example, some academic researchers51 have pointed out potential 
confidentiality / privacy, availability and integrity concerns relative to the Object 
Naming Service (ONS) designed by EPCglobal as a component of the EPCglobal 
network architecture, mentioned earlier. EPCglobal considers that although security 
risks need to be addressed, they are limited and not greater than the ones that exist 
today on communications over the Internet or other information systems.  

Academic research has also demonstrated that classic Structured Query 
Language (SQL) and script injection attacks are capable of significantly damaging an 
RFID system through the use of just one infected RFID tag.52 2&)$ ÔÁÇÓȭ ÄÁÔÁ ÃÏÕÌÄ 
include unexpected code or instructions designed, for example, to damage the back-
end database of an RFID system, compromise the whole system and/or self-replicate 
inside the system. In such scenarios, the exploits are not inherently linked to the 
RFID technology but rather to the quality of the design and coding of the 
middleware software components, which interact with the RFID devices. 
Researchers highlighted that RFID applications are potential candidates for 
exploitation by malware: they involve complex applications with a large amount of 
source code, rely on generic protocols and facilities as well as back-end databases, 
they process and store high-value data and, since nobody expects RFID malware yet, 
they convey a false sense of security.53  

2.1.1.3.  Ȱ%ØÐÅÃÔ ÔÈÅ ÕÎÅØÐÅÃÔÅÄȱ 

Tag technology is still relatively young. Therefore, innovative and unpredicted 
ÃÒÁÃËÉÎÇ ÔÅÃÈÎÉÑÕÅÓ ÃÏÕÌÄ ÅÍÅÒÇÅȢ !Ó ÓÔÁÔÅÄ ÂÙ ÔÈÅ ÁÕÔÈÏÒÓ ÏÆ ÔÈÅ ÂÏÏË Ȱ2&)$Ȣ 
!ÐÐÌÉÃÁÔÉÏÎÓȟ 3ÅÃÕÒÉÔÙ ÁÎÄ 0ÒÉÖÁÃÙȱȡ  ×Å ÓÈÏÕÌÄ ȰÅØÐÅÃÔ ÔÈÅ ÕÎÅØÐÅÃÔÅÄȢ )Æ ÔÈÅÒÅ ÉÓ 
ÏÎÅ ÔÈÉÎÇ ÔÈÁÔȭÓ ÃÌÅÁÒ ÁÂÏÕÔ ÔÈÉÓ ÎÅ× ×ÏÒÌÄ ÏÆ 2&)$ȟ ÉÔȭÓ ÔÈÁÔ ÔÈÅÒÅ ÁÒÅ ÂÏÔÈ ÂÉÇ 
changes ÁÈÅÁÄ ÁÎÄ ÓÕÒÐÒÉÓÅÓ ÉÎ ÓÔÏÒÅȢȱ54 For example, in February 2006, professor 
and well-ËÎÏ×Î ÃÒÙÐÔÏÇÒÁÐÈÅÒ !ÄÉ 3ÈÁÍÉÒ ȰÕÓÅÄ Á ÄÉÒÅÃÔÉÏÎÁÌ ÁÎÔÅÎÎÁ ÁÎÄ ÄÉÇÉÔÁÌ 
oscilloscope to monitor power use by RFID tags while they were being read. 
Patterns in power use could be analysed to determine when the tag was receiving 
ÃÏÒÒÅÃÔ ÁÎÄ ÉÎÃÏÒÒÅÃÔ ÐÁÓÓ×ÏÒÄ ÂÉÔÓȱȢ 3ÈÁÍÉÒ ÓÔÁÔÅÄ ÔÈÁÔ ȰÁ ÃÅÌÌ ÐÈÏÎÅ ÈÁÓ ÁÌÌ ÔÈÅ 

                                                      
50. US FTC, 2005, p. 16. 

51. Fabian, 2005. 

52. Rieback et al., n.d. 

53. /Î -ÁÌ×ÁÒÅȟ ÓÅÅ Ȱ!ÎÁÌÙÔÉÃÁÌ 2ÅÐÏÒÔ ÏÎ -ÁÌÉÃÉÏÕÓ 3ÏÆÔ×ÁÒÅȱȟ /%#$ȟ ςππχÁȢ 

54. Garfinkel, 2006, p. xliv. 
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ingredients you need to conduct an attack and compromise all RFID tags in the 
ÖÉÃÉÎÉÔÙȢȱ55 

The demonstration of the feasibility of such an attack scenario in laboratory 
conditions needs to be balanced against the cost of deploying the scenario in real life 
conditions and the benefits or limitations of such an attack. However, this example 
stresses that it would be good practice to consider technology evolution when 
defining a security strategy, to assess risk at the system design stage, and to 
periodically reassess it as in any security life cycle process.  

2.1.2.  Security controls 56 

Security is implemented through a combination of management, operational, 
and technical controls to mitigate risk. RFID systems vary considerably according to 
the technology used, the application contexts and scenarios. Effective security 
strategies rely on a mix of security controls that balance cost, performance and 
convenience for a given system within a given regulatory environment. Risk 
assessment is a key requirement to determine the threat and vulnerability level at a 
given time along with the appropriate combination of controls to mitigate them. In 
this respect, RFID is no different from any other information system.  

Management controls include the policies, procedures and standards in relation 
to the oversight of the system. They detail how a business is run and how day-to-day 
operations are conducted. Management controls include IT security policies 
covering access control to RFID information, perimeter protection, password 
management, etc.; RFID usage policy that describes the authorised and unauthorised 
uses of RFID technologies; agreements with external organisations when data 
associated with RFID systems are shared across multiple organisations; and 
strategies to minimise the information stored on chips (e.g. in the case of personal 
information).  

Operational controls correspond to actions performed by users of the system. 
They include physical access control (e.g. surveillance cameras, gates, walls, etc.); 
the appropriate placement of tags and readers (e.g. to minimise interference); 
training of personnel; use of identifier formats that do not reveal any information; 
etc.  

Technical controls correspond to technology measures to monitor and restrict 
access to the information and the system. They include: 

¶ #ÏÎÔÒÏÌÓ ÔÏ ÐÒÏÔÅÃÔ ÔÈÅ ÔÁÇ ÄÁÔÁȡ Á ÆÅÁÔÕÒÅ ×ÈÉÃÈ ÄÉÓÁÂÌÅÓ ÁÌÌ ÔÈÅ ÔÁÇȭÓ 
functionalitÉÅÓ ×ÈÅÎ ÉÔ ÒÅÃÅÉÖÅÓ Á ÓÐÅÃÉÆÉÃ ȰËÉÌÌȱ ÉÎÓÔÒÕÃÔÉÏÎȠ ÃÒÙÐÔÏÇÒÁÐÈÙȠ57 

                                                      
55. /ÒÅÎȟ ÎȢÄȢȟ -ÅÒÒÉÔȟ ςππφȢ 3ÅÃÕÒÉÔÙ ÅØÐÅÒÔÓ ÈÁÖÅ ÎÏÔÅÄ ÔÈÁÔ ÓÕÃÈ Ȱside-ÃÈÁÎÎÅÌ ÁÔÔÁÃËÓȱ ÁÒÅ 

not a new type of data attack and that RFID could benefit from mitigation techniques that 
have been used to protect contact-based smart cards, e.g. by masking the spikes in power 
ÃÏÎÓÕÍÐÔÉÏÎȢ 3ÅÅ /ȭ#ÏÎÎÏÒȟ ςππφȢ 

56. This paper does not aim to provide a detailed inventory of existing risk controls. Such 
more detailed inventories can be found in NIST, 2007 and BSI, 2005. 

57. Where cryptography is used a number of key management techniques such as key 
diversification can be used to limit the damages of a successful attack. 
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access control mechanisms, such as password protection to protect from 
anyone using the kill command in EPC Class-1 Generation 2 tags; 
authentication mechanisms where the tag authenticates the reader and/or 
the reader authenticates the tag; tamper resistance mechanisms to prevent 
the tag from being removed from the object to which it is attached.  

¶ Controls to protect the radio-frequency interface: the use of a frequency 
which avoids specific interference (e.g. liquids); adjusting the power level to 
mitigate the propagation of radio-waves and risks of eavesdropping; 
shielding of the tag when it is not supposed to operate, to protect against 
unauthorised access, or shielding of the environment to protect against 
eavesdropping; and temporary deactivation of active tags58. 

Many technical security controls are available in various degrees of 
sophistication and robustness. However, complexity often increases with 
sophistication. For example, strong cryptography often involves key management 
processes and techniques that are not easily compatible with lightweight turnkey 
solutions. Chips embedding more processing power required by security features 
are also likely to require more energy, thus adding new constraints such as shorter 
reading range, larger form factor, need for batteries, shorter life span, etc. In the 
longer run, it is possible that some of these constraints can be minimised. Cost of 
RFID devices is also likely to be proportional to their level of sophistication, 
including to the robustness of their security feature. Eventually, market forces will 
play a role in the reduction of such cost.  

Important research efforts are currently underway to develop innovative 
technical security measures59 in areas such as authentication, cryptography, 
blocking, and policy embedded devices (trusted computing)60. Data-minimisation 
techniques are also being explored: the unique identifier data (e.g. the EPC number, 
cf. Annex IV) could be erased, either automatically or via active participation by the 
individual, which means that only data that corresponds to the product class would 
ÒÅÍÁÉÎ ÁÃÃÅÓÓÉÂÌÅȟ ÌÉËÅ ÔÏÄÁÙȭÓ ÂÁÒ ÃÏÄÅÓȢ 4ÈÅÒÅÆÏÒÅ ÔÈÅ ÔÁÇ ×ÏÕÌÄ ÎÏÔ ÕÎÉÑÕÅÌÙ 
identify a specific object anymore but only a product class. Another technique 
consists in adding distance measurement capability to the chip and to vary the 
granularity of the information transmitted according to the computed distance of 
the reader. In this case, while a tag attached to a bottle of water might reply to a 

                                                      
58. Another technical control is cover coding, which takes advantage of the fact that a passive 

ÔÁÇȭÓ ÓÉÇÎÁÌ ÐÏ×ÅÒ ÌÅÖÅÌ ÉÓ ÌÏ×ÅÒ ÔÈÁÎ ÔÈÁÔ ÏÆ Á ÒÅÁÄÅÒȡ Á ÐÁÓÓ×ÏÒÄ ÉÓ ÓÅÎÔ ÂÙ ÔÈÅ ÔÁÇ ×ÉÔÈ 
which the reader encrypts the communication. A potential eavesdropper located beyond 
ÔÈÅ ÔÁÇ ÏÐÅÒÁÔÉÎÇ ÒÁÎÇÅ ÂÕÔ ×ÉÔÈÉÎ ÔÈÅ ÒÅÁÄÅÒȭÓ ÏÐÅÒÁÔÉÎÇ ÒÁÎÇÅ ×ÏÕÌÄ ÐÏÓÓÉÂÌÙ ÉÎÔÅÒÃÅÐÔ 
encrypted data but would not be able to capture the cryptographic key. This technique is 
included in the EPC Class 1 Generation 2 standard. 

59.  For example, ÔÈÅ %ÕÒÏÐÅÁÎ #ÏÍÍÉÓÓÉÏÎ ɉςππχÁȟ ÐȢρπɊ Ȱ×ÉÌÌ ÓÔÉÍÕÌÁÔÅ ÒÅÓÅÁÒÃÈ ÏÎ ÓÅÃÕÒÉÔÙ 
of RFID systems, including light-weight security protocols and advanced key distribution 
mechanisms, with a view to preventing direct attacks on the tag, the reader and the tag-
ÒÅÁÄÅÒ ÃÏÍÍÕÎÉÃÁÔÉÏÎȢȱ  

60.  For a detailed overview, see Juels (2005a). See also Gildas AvoineȭÓ Ȱ2&)$ȟ 3ÅÃÕÒÉÔÙ ÁÎÄ 
0ÒÉÖÁÃÙȱ ×ÅÂÓÉÔÅ ×ÈÉÃÈ ÌÉÓÔÓ ÈÕÎÄÒÅÄÓ ÏÆ ÒÅsearch articles related to RFID security and 
ÐÒÉÖÁÃÙȢ 3ÅÅ ÁÌÓÏ "2)$'%ȭÓ Ȱ3ÅÃÕÒÉÔÙ !ÎÁÌÙÓÉÓ 2ÅÐÏÒÔȱ ɉςππχɊ ×ÈÉÃÈ ÆÏÃÕÓÅÓ ÏÎ ÓÅÃÕÒÉÔÙ 
requirements for open loop systems.  

http://lasecwww.epfl.ch/~gavoine/rfid/
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reader located far away, it might provide the brand only if the reader is closer and 
its actual identification number only if it is very close. None of these research efforts 
constitute a silver bullet, but they are useful and confirm the very large potential for 
ÓÅÃÕÒÉÔÙ ÔÏ ÂÅ ȰÂÁËÅÄȱ ÉÎÔÏ ÔÈÅ ÔÅÃÈÎÏÌÏÇÙ ÉÎ ÔÈÅ ÃÏÍÉÎÇ ÙÅÁÒÓȢ  

There is no one-size-fits-all security measure that would efficiently address a 
given class of risks in all possible situations. The appropriateness of each security 
control depends on various factors: not all controls are available for all types of 
RFID. For example, data encryption helps protect sensitive tag data but, as noted in 
NIST Guidelines,61 it is not available on EPC and ISO 18000 standards systems. 
Similarly, all controls have benefits and weaknesses: password protection enables 
restricting access to tag information but password length is often very short;62  data 
encryption on tags requires power for computing cryptographic functions, and it 
may introduce an unacceptable delay in systems that require fast reading/writing 
operations between reader and tag. 

It has been noted that open standards for classifying and rating the security 
features of RFID cards and tags are virtually nonexistent. As a consequence, 
assessing the security of RFID systems may be a difficult task for RFID operators and 
even manufacturers.  

Technical measures cannot mitigate all risks to a system. Operational and 
management controls are also essential. For example, security tools, such as 
encryption, are only useful if part of a wider framework of controls supporting a 
comprehensive security policy. 

Table 8 below provides a summary of security controls for RFID security 
developed by the US National Institute for Standards and Technology. 

                                                      
61. NIST, 2007, p. 5-17. 

62. e.g. EPC Class-1 Generation 1 tags provide 8-bit passwords, i.e. only 256 possible 
passwords; Class-1 Generation 2 tags provide 32 bits passwords, i.e. 4 294 967 296 
possible passwords. 
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Table 8. RFID Controls Summary  

Controls  
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Management controls  

RFID Usage Policy Â Â Â Â 
IT Security Policies  Â Â   

Agreements with External Organizations:  Â Â Â  

Minimizing Data Stored on Tags Â Â Â  
Operational controls  

Physical Access Control Â Â  Â 
Appropriate Placement of Tags and Interrogators Â Â  Â 
Secure Disposal of Tags Â Â Â  

Operator and Administrator Training Â Â  Â 
Separation of Duties Â Â   

Non-revealing Identifier Formats  Â Â  

Technical controls  

Tag Access Controls Â Â Â  

Kill Feature   Â  

Data Encryption Â Â Â  

Fallback Identification Technology Â    

Authentication Â Â Â  

Tamper Resistance Â Â   

Radio Frequency Selection Â   Â 
Transmission Power Adjustment  Â  Â 
Electromagnetic Shielding  Â Â Â 
Cover-Coding     
Temporary Deactivation of Active Tags  Â Â  

.ÏÔÅȡ ÉÎ ÔÈÅ .)34 'ÕÉÄÅÌÉÎÅÓȟ ÃÏÍÐÕÔÅÒ ÎÅÔ×ÏÒË ÁÔÔÁÃËÓ ÁÒÅ ÉÎÃÌÕÄÅÄ ÉÎ ÔÈÅ ȰÅØÔÅÒÎÁÌÉÔÙ ÒÉÓËÓȱ ÃÁÔÅÇÏÒÙ 
that also includes hazards of electromagnetic radiation.  

Source: NIST, 2007. 

2.1.3  A holistic approach  

Security controls can be applied at any and all stages of the deployment of an 
RFID system. In particular, many technical controls are likely to be most effective if 
introduced at the earliest stage of development of the system. The controls in place 
before tag deployment can broadly be considered as pro-active and preventative 
whilst the controls in the environment and in the system beyond (including the 
readers) can be broadly described as reactive and limiting risk. To control the 
inherent openness of the RFID component of the system, it is necessary to take a 
holistic view of the system with regards to time and space when assessing and 
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managing risks: i) at all stages of the system, including planning, deployment, 
operation, data processing and disposition (end of life),63 ii) considering the RFID 
system in its broader sense, including both RFID specific and unspecific components, 
avoiding a focus only on the tag-reader relationship, and considering the system as 
part of a broader infrastructure of information systems and networks. A narrow 
approach focusing only on the tag/reader operational relationship would not 
capture all the controls that could be placed before and after that point to both 
prevent and limit damages. A narrow approach would also fail to detect potential 
risks related to the network, middleware, and back-end components that are key to 
the efficiency of an RFID system. It could also lead to an underestimation of the cost 
and overestimation of the effectiveness of the security controls that could be 
applied. 

Technologies used and participants in RFID systems are complex and dispersed. 
Consequently, it is impossible to conform to a closed and rigidly controlled security 
model. The many interconnections and interdependencies combined with the 
complexities between the different components of technology, organisations and 
business processes make a physical and logical security perimeter for any RFID 
system a difficult task. Further, many security variables are beyond the control of 
some of the individual participants. Thus, one could argue that achieving security 
requires adopting a holistic approach that would consider all of the individual 
components within an overall security picture, accepting that there may be 
weaknesses in some of the individual components but that these weaknesses would 
be compensated for elsewhere in the design.  

In some cases, controls, by way of policy and regulation, are already in place, and 
the introduction of RFID technology will have no impact on existing security models. 
In other cases, the introduction of RFID technology may necessitate new risk 
assessments that could lead to a conclusion that existing controls, including security 
policy and regulation, need to be strengthened. 

2.1.4  Adjusting security level to what is at stake  

Information security management requires controls to be balanced in terms of 
risk, cost and effectiveness. The cost/benefit ratio of security controls cannot be 
expressed in an absolute manner. Rather, it depends on the application context and, 
in particular, the value of the assets or business process that need to be protected. 
An RFID tag can be likened to a token carrying information. Its security value 
depends on the asset it is attached to (e.g. a car key) and the purpose for which it is 
being used (e.g. verifying identity, providing access to restricted areas, paying goods, 
etc.). If RFID tags are used as an electronic wallet or tickets in a subway card or to 
open doors, criminals may be interested in stealing, copying or modifying them. 
When RFID is used for access control to other systems and networks, a successful 
attack could compromise not just the RFID system itself but also all systems and 
networks it was supposed to secure. 

                                                      
63. !ÌÔÈÏÕÇÈ ÔÈÅ ȰÅÎÄ ÏÆ ÌÉÆÅȱ ÏÒ ÄÉÓÐÏÓÉÔÉÏÎ ÓÔÁÇÅ ÏÆ Á ÓÙÓÔÅÍ ÉÓ ÏÆÔÅÎ ÁÓÓÏÃÉÁÔÅÄ ×ÉÔÈ ÔÈÅ 

destruction of information, for example, when it is no longer required, it may also involve 
activities such as the archiving of information or the transfer of information to a successor 
system. 
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Risk increases when the benefits of an attack outweigh its costs. Before 
committing crimes, even criminals perform risk assessments of existing systems to 
identify whether and how they could exploit weaknesses. They also perform a 
cost/benefit analysis to determine which attack strategy is the best for reaching a 
given objective. Criminals will for example decide whether cloning an RFID hotel 
door tag is easier than bribing the domestic staff or breaking in via a window. 
Appropriate security controls can boost the cost of a possible attack so the cost 
outweighs the benefits. Insufficient security controls with regards to the value of the 
asset to protect will likely trigger the interest of a potential attacker. A set of 
efficient security controls will likely not suppress the intention of an attacker to 
commit a crime, but it may force him or her to use another technique or to target 
other less-protected systems or victims, or to take more risk.  

When the information stored in a tag can be related to an identified or 
identifiable individual, the protection of the information should be regarded from 
the double perspective of security and privacy. In some cases, the stored data can be 
sensitive: information identifying a medicine taken or carried by an individual can 
reveal personal health data; medical data recorded in a patient RFID wrist band can 
lead to life threatening situations if lost or corrupted; unauthorised access to 
biometric data in a passport or identity document can lead to identity theft. Some 
sensitive personal data, such as biometrics, require more sophisticated protections 
than others, such as the use of effective encryption and electronic authentication 
mechanisms. Even though security risk assessment can be considered similar to 
privacy impact assessment in terms of methodology, its scope is different: an 
organisation performs a risk assessment to protect its assets and business 
processes. When it carries out a privacy impact assessment, it needs to take into 
account any possible loss of privacy for the individuals concerned by the data 
processing, including when such loss would not directly impact the organisation. 
The use of RFID for human identity verification provides a good example of a case 
where extensive security and privacy assessment is required before the decision is 
made to adopt RFID technology (US Department of Homeland Security, 2006). 

It is possible that, in a given scenario, a risk assessment concludes that the level 
of risk and the cost of the necessary security controls to cope with the risks versus 
the benefit of using RFID technology is not worth deploying the system or requires a 
partial or complete re-evaluation of the project. In a given context, one particular 
affordable RFID technology may appear to be insufficiently protected against a 
certain class of risks but sufficiently against another. A decision could be made to 
invest in a more secure type of RFID technology, or to associate the initial low-cost 
RFID technology with non-RFID security controls (e.g. video surveillance, human 
monitoring, etc.), or to use other technologies than RFID. 
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2.2.  Privacy  

Privacy ranks as concern number one in consumer surveys64 regarding RFID as 
well as in comments received by consumer protection agencies such as the US 
Federal Trade Commission.65 Several well-known public campaigns featuring anti-
ȰÓÐÙÃÈÉÐÓȱ66 ÇÒÏÕÐÓ ÈÁÌÔÅÄ ÃÏÍÐÁÎÉÅÓȭ 2&)$ ÔÒÉÁÌÓ ÁÎÄ ÒÁÉÓÅÄ ÂÕÓÉÎÅÓÓ Á×ÁÒÅÎÅÓÓ ÏÆ 
the need to address public perception of privacy to enable widespread adoption of 
the technology. As one observer notes,67 RFID was born in a technical environment, 
is designed, used and understood mainly by technical people. Originally designed for 
the supply chain, it is now extended to consumers and individuals but can be 
invisible, remains opaque and often unexplained. Perception issues cannot simply be 
dismissed as irrational fears. These concerns should be addressed by all 
stakeholders in a responsible manner in order not to jeopardise potential benefits 
for both the industry and the individuals. 

 In fact, surveys also highlight that consumer awareness regarding RFID is still 
relatively low. While some consider that privacy issues threaten to overshadow the 
benefits of RFID,68 others question whether perceived benefits of the technology in 
some areas outweigh possible risks, in particular as some of these risks would not 
be immediately visible.  More generally, the US National Research Council (2004, 
p. ςψɊ ÒÅÃÏÇÎÉÓÅÄ ÔÈÁÔ ȰÇÉÖÅÎ ÔÈÅ ÖÁÓÔ ÄÉÆÆÅÒÅÎÃÅÓ ÉÎ ÉÎÄÉvidual preferences regarding 
privacy, along with a range of social norms, the establishment of public trust with 
respect to RFID technology will be a complicated, long-ÔÅÒÍ ÕÎÄÅÒÔÁËÉÎÇ ɍȣɎȢȱ 

Several authors and public and private sector organisations have already 
performed privacy analyses of RFID and have issued reports and even guidance or 
principles to help stakeholders apply existing privacy frameworks. A list of 
references can be found in Annex V. This material forms a very useful basis on which 
the following elements are partly based.  The following sections discuss privacy 
challenges RFID may raise as well as possible safeguards. The OECD Privacy 
Guidelines have been used to guide the discussion of privacy challenges. 

2.2.1  Overview of privacy challe nges 

There is a broad variety of RFID hardware and software configurations deployed 
in many different contexts. RFID technology does not systematically or inherently 

                                                      
64. According to Cap Gemini (2005a), Privacy-related issues are the most significant concern 

about RFID among European consumers. US consumers expressed greater concern than 
Europeans about privacy-related issues, possibly as a result of the higher visibility of 
ÃÏÎÓÕÍÅÒ ÁÄÖÏÃÁÃÙ ÇÒÏÕÐÓȭ ÁÃÔÉÖÉÔÉÅÓ ÒÅÇÁÒÄÉÎÇ 2&)$ ÉÎ ÔÈÅ 5ÎÉÔÅÄ 3ÔÁÔÅÓȢ  

65. FTC, 2005, p.12. 

66. 3ÅÅ Ȱ3ÐÙÃÈÉÐÓȱ ÂÙ +ÁÔÈÅÒÉÎÅ !ÌÂÒÅÃÈÔ ÁÎÄ ,ÉÚ -Ã)ÎÔÙÒÅ ɉςππφɊ ÁÎÄ ÔÈÅ ×ÅÂÓÉÔÅ 
www.spychips.com 

67. Pradelles (customer privacy manager, HP), 2006.  

68. Cap Gemini, 2005b.  
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generate privacy issues and, when it does, the nature, scope and extent of these 
issues vary according to both the technology and the use context.69  

In most cases, the potential invasion of privacy through the use of RFID is likely 
to be proportionate to several interrelated parameters including: i)  Á ÔÁÇȭÓ ÃÁÐÁÃÉÔÙ 
to be read at a distance without the participation of the individual; ii)  the possibility 
to reveal intrusive or sensitive information about individuals through inferences 
and profiling; iii)  the degree of interoperability (who can read the tags, who can 
access the full information about the product); and iv) the tracking capabilities of 
RFID.  

2.2.1.1  Invisibility of the data collection 

An important characteristic of RFID is that the collection of data can happen 
without the knowledge of the individual: electromagnetic communication happens 
ÉÎÖÉÓÉÂÌÙȟ ÉÔ ÄÏÅÓ ÎÏÔ ȰÔÏÕÃÈ ÔÈÅ ÓÅÎÓÅÓȱȟ ÉÔ ÐÅÎÅÔÒÁÔÅÓ ÏÂÓÔÁÃÌÅÓ ÓÕÃÈ ÁÓ ÂÁÇÓ ÏÒ 
clothes, the size of RFID tags and readers can be very small, and there may be no 
sign that they are in operation. This leads to both security concerns (e.g. jamming, 
eavesdropping, and replay attacks can be performed remotely) and privacy 
concerns.70 Invisibility generates uncertainty and may lead individuals to think that 
ȰÓÏÍÅÔÈÉÎÇ ÍÉÇÈÔ ÂÅ ÈÁÐÐÅÎÉÎÇ ÂÅÈÉÎÄ ÔÈÅÉÒ ÂÁÃËȱȟ ÁÎÄ ÔÈÕÓ ÃÏÎÓÔÉÔÕÔÅÓ ÁÎ ÏÂÓÔÁÃÌÅ 
to a broad acceptance of the technology. However, what may lead to fear 
perceptions in some contexts may also foster usability in others: the possibility to 
automatically establish a communication between the reader and the tags, through 
obstacles, without direct line of sight is also the main advantage of RFID in supply 
chains, access control and other contexts. It can also bring convenience and choice to 
consumers when they shop.  

2.2.1.2  Profiling 

Access to tag information in objects owned or carried by individuals can reveal 
private elements of their life, such as interest in specific topics (tagged books), or 
holding of cash (in the case of RFID in banknotes) or other valuable objects. For 
ÅØÁÍÐÌÅȟ ÕÎÌÉËÅ Á ÆÕÌÌÙ ÒÁÎÄÏÍ ÕÎÉÑÕÅ ÎÕÍÂÅÒ ÁÎÄ ÉÎ ÁÄÄÉÔÉÏÎ ÔÏ ÔÈÅ ÏÂÊÅÃÔȭs serial 
number, EPC data structure contains elements that identify the manufacturer of the 
ÐÒÏÄÕÃÔ ɉȰ%0# ÍÁÎÁÇÅÒ ÎÕÍÂÅÒȱɊ ÁÓ ×ÅÌÌ ÁÓ ÔÈÅ ÐÒÏÄÕÃÔ ÃÏÄÅ ɉȰÏÂÊÅÃÔ ÃÌÁÓÓȱɊȟ 
similar to the barcode system. If accessed by a third party, the information in the tag 
could reveal details about the object itself and thus sensitive information, e.g. Ȱ4ÈÉÓ 
person carries Prozac, is likely to be depressive or in contact with a depressive 
ÐÁÔÉÅÎÔȱȟ71 etc. However, prior to performing such an inference, the third party 
would need to read the content of the tag and convert the product code into the 
actual product name. It might already know the relationship between the code and 

                                                      
69. According to Ontario Information and Privacy Commissioner Ann Cavoukian (2006a), 

ÐÒÉÎÃÉÐÌÅÓ ÆÏÒ 2&)$ ÓÈÏÕÌÄ ȰÆÏÃÕÓ ÏÎ 2&)$ )ÎÆÏÒÍÁÔÉÏÎ 3ÙÓÔÅÍÓȟ ÎÏÔ 4ÅÃÈÎÏÌÏÇÉÅÓȱȢ 

70. Covert collection and transmission of personal data is not a new topic in the privacy realm. 
For example, it has been raised regarding the use of biometric technologies. See OECD, 
2005. 

71.  Stapleton-Gray, n.d. 
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the product from a previous search. Or it might send the EPC manager number to an 
Object Naming Service (ONS) in order to retrieve the network address of the 
manufacturer of the product. Then, to retrieve the actual name of the product, it 
would have to send a query to this address with the product code.72 Finally, it would 
need to perform the inference mentioned above. It is worth noting at this stage that 
such a scenario remains speculative as item-level tagging is still limited. 

Revealing the type of soap or toothpaste bought in a supermarket may not be 
considered as a real privacy issue. But, in some cases, profiles and inferences that 
could be made from a cluster of RFID tags carried by an individual could become 
very precise and reveal much more intrusive information, including identifying 
ÈÉÍȾÈÅÒȢ 3ÅÎÓÉÔÉÖÅ ÉÎÆÏÒÍÁÔÉÏÎ ÓÕÃÈ ÁÓ ÉÎÄÉÖÉÄÕÁÌÓȭ ÎÁÔÉÏÎÁÌÉÔy or biometric 
information could also be revealed by unprotected biometric passports. 

Making inferences from available data to enhance existing profiles is not new. 
Credit companies, banks and insurance companies have long been using profiling 
techniques to associate a level of risk to customers. Popular websites such as 
Amazon suggest books and DVDs to returning customers based on their buying and 
browsing habits. Often, this leads to increased convenience and options for 
consumers, and enables companies to provide better, and sometimes more tailored 
ÓÅÒÖÉÃÅÓ ÁÔ Á ÃÕÓÔÏÍÅÒȭÓ ÒÅÑÕÅÓÔȢ 2&)$ ÄÏÅÓ ÎÏÔ ÓÕÂÓÔÁÎÔÉÁÌÌÙ ÍÏÄÉÆÙ ÐÒÏÆÉÌÉÎÇ 
technologies but: i)  the invisibility of the technology would enable such profiling to 
happen covertly73 and ii)  if widespread, it could make profiling technologies more 
accurate and efficient by providing more data to be processed.  

2.2.1.4  Tracking 

Tracking of objects, goods, cases, pallets and animals is a key functionality of 
RFID. Tracking of people is possible if they carry or wear objects that include RFID 
tags. For example, RFID is used in amusement parks to enable parents to find their 
children. It is used in ski resorts to help friends find each other, in hospitals to keep 
track of patients, and in prisons to track inmates throughout the facility.  

Tracking is enabled by the collection or processing of location and time data and 
can be performed either after the fact with data already stored in a database, or in 
real time.  

After the fact tracking can result from bringing together location, time and other 
ÉÎÆÏÒÍÁÔÉÏÎ ÐÒÅÖÉÏÕÓÌÙ ÓÔÏÒÅÄ ÉÎ ÏÎÅ ÏÒ ÓÅÖÅÒÁÌ ÄÁÔÁÂÁÓÅÓȟ ÔÈÕÓ ÁÃÔÉÎÇ ÁÓ ȰÄÉÇÉÔÁÌ 
ÆÏÏÔÐÒÉÎÔÓȱȢ &ÏÒ ÅØÁÍÐÌÅȟ 2&)$ ÔÉÃËÅÔÓ ÆÏÒ ÓÐÏÒÔÓ ÇÁÍÅÓ ÏÒ ÃÉÎÅÍÁ ÃÁÎ ÒÅÃÏÒÄ ÔÈÅ 
time and place corresponding to when the buyer entered the stadium or the theatre. 
Badges used for access control in a work environment help restrict access to certain 
premises to authorised people and often keep track of employee presence and work 
hours. Subway RFID cards like the Parisian Navigo Pass, the London Oyster Card or 

                                                      
72. )Ô ÉÓ ÌÉËÅÌÙ ÔÈÁÔ ÔÈÅ ÍÁÎÕÆÁÃÔÕÒÅÒȭÓ ÓÙÓÔÅÍ ×ÏÕÌÄ ÒÅÑÕÉÒÅ ÁÐÐÒÏÐÒÉÁÔÅ ÁÕÔÈÅÎÔÉÃÁÔÉÏÎ ÉÆ ÉÔ ÉÓ 

deployed in a B2B context.  

73. One often cited hypothetical example of covert basic inference is related to criminals 
accessing information about objects carried by a person in order to select that person as a 
target for a crime (e.g. a person wears a designer suit and is therefore likely to have other 
valuable objects on or with him/her).  
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the Tokyo Suica Card allow only individuals who have paid the fee to enter in the 
transportation system and take the journey they have paid for. All these RFID 
systems need to process location information in order to perform their access 
control feature but if such information is stored and can be linked to the individual, 
it could then be used for broader tracking purposes.  

According to privacy protection frameworks, personal data should not be 
disclosed, made available or otherwise used for purposes other than those originally 
specified except with the consent of the data subject or by the authority of law. 
Digital footprints are not a new concept in the online environment and have long 
been used for criminal investigation purposes. One objective of privacy protection is 
to prevent the generalisation of their use. Privacy impact assessments can help 
detect system functionalities that would enable breaching Privacy principles such as 
ȰÕÓÅ ÌÉÍÉÔÁÔÉÏÎȱ  ÁÎÄ ÄÅÔÅÒÍÉÎÅ ×ÈÉÃÈ ÔÅÃÈÎÉÃÁÌ ÏÒ ÆÕÎÃÔÉÏÎÁÌ alternatives can 
prevent function creep, like privacy-enhancing technologies, data minimisation and 
anonymisation strategies.  

 Real time tracking typically involves monitoring the movements of an identified 
person, but RFID might also be used to track an unidentified person, i.e. 
distinguishing an individual in a group and monitoring his/her behaviour without 
ËÎÏ×ÉÎÇ ÔÈÅ ÐÅÒÓÏÎȭÓ ÎÁÍÅ ÏÒ ÉÄÅÎÔÉÔÙȢ (Ï×ÅÖÅÒȟ ÓÕÃÈ ÓÃÅÎÁÒÉÏÓ ×ÏÕÌÄ ÒÅÑÕÉÒÅ ÆÉÒÓÔ 
that individuals be provided with functional (neither deactivated nor blocked) tags 
that can be read later on, and that the trackers deploy readers at appropriate 
locations, taking into account the operation ranges of the RFID technology used and 
other technical constraints. Whether the tags would later be readable by the original 
party that provided them to the individual, by a larger number of parties, or by 
anyone with the appropriate equipment, would depend on the nature of the security 
ÍÅÁÓÕÒÅÓ ÅÍÂÅÄÄÅÄ ÉÎ ÔÈÅ ÔÁÇÓ ÁÎÄ ÏÎ ÔÈÅ ÄÅÇÒÅÅ ÏÆ ÔÁÇÓȭ ÉÎÔÅÒÏÐÅÒÁÂÉÌÉÔÙȢ 4ÈÅ 
possibility for such real time tracking to happen in a covert manner, or for criminal 
purposes have been expressed by opponents to RFID chips but few cases have 
actually been reported yet.  

The challenges raised by the operation of an open infrastructure that could be 
used for tracking objects as well as individuals are not in the scope of this paper, as 
such an infrastructure is not envisioned in the short term. Similarly, the hypothetical 
generalisation of ubiquitous sensor equipped environments where all objects would 
embed tags that can be read by anyone and interact with the environment (smart 
office, smart home, smart streets, etc.) might also raise real time and after the fact 
tracking concerns. However, being a speculative long-term scenario, it falls outside 
of the scope of this paper. Both topics could be monitored in relation to the broader 
issue of infrastructures of surveillance.  

2.2.1.3  Interoperability 

The context in which the collection of RFID data and its association to individuals 
may occur is important. In a closed loop context, where tag data is essentially read 
and modified by the organisation which originally deployed it, it is not clear whether 
the use of RFID would lead to substantially different outcomes than those occurring 
with the use of non-RFID systems, such as contact cards or barcodes. Barcodes 
already enable the collection of information on what individuals buy and its 
association with names or other personal data (with e.g. credit cards, cheques or 
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loyalty cards). This information enriches profiles and is widely used for optimising 
marketing campaigns. Existing privacy protection frameworks can be applied and 
RFID, though adding a level of convenience at the data collection stage, would not 
add more information to the organisatÉÏÎȭÓ ÄÁÔÁÂÁÓÅȢ (Ï×ÅÖÅÒȟ ÓÏÍÅ ÓÔÁËÅÈÏÌÄÅÒÓ 
consider that RFID would enable more information to become available, such as 
real-time location data or product history.  

The situation is likely to be different in an open loop context, where RFID data 
potentially related to identified or identifiable individuals could be accessed or read 
by many actors due to interoperability, and mass aggregation of such personal data 
would become possible. Although currently most RFID applications are not taking 
advantage of interoperability and standardisation, those features may be attractive 
for those seeking large-scale RFID applications. Some stakeholders consider that 
interoperability might enable broader dissemination of personal data (a collection, 
purpose and use limitation issue). For example, if interoperability of tags carried by 
individuals would result in tags being readable by anyone with the appropriate 
equipment, it might encourage some actors to collect personal data that they would 
not otherwise collect. Progressively, personal data collection could become the 
default instead of being an exception.  

Interoperability might also facilitate the adoption of data protection 
requirements. For example, the proposal made by academic researchers to 
incorporate explicit privacy policies based on the OECD principles into the standard 
of the reader-to-tag ISO protocol (Floerkemeir, 2004) shows both that privacy-
friendly RFID devices can be envisioned and suggests that standardisation bodies 
and process could facilitate their generalisation. In another example, at the policy 
level, the European Commission (2007a) called upon the European standardisation 
bodies to ensure that international and European standards meet European 
requirements in particular as regards privacy and security, to identify gaps and to 
provide the appropriate framework for the development of future RFID standards. 

While interoperability may bring benefits to business and remove a technical 
obstacle to the dissemination of personal information, there are many cases where 
ÂÕÓÉÎÅÓÓ ÍÁÙ ÃÏÎÓÉÄÅÒ ÔÈÁÔ 2&)$ ÄÁÔÁ ÉÓ ÔÏÏ ÓÔÒÁÔÅÇÉÃ ÔÏ ÂÅ ÓÈÁÒÅÄȢ Ȱ7ÁÌ-Mart does 
not want its competitors to read tags that are from Wal-Mart stores. Wal-Mart 
probably does not want its suppliers to read information about its other suppliers. 
4ÈÅÙ ×ÁÎÔ ÔÏ ÃÏÎÔÒÏÌ ÔÈÁÔ ÉÎÆÏÒÍÁÔÉÏÎ ÆÏÒ ÃÏÍÐÅÔÉÔÉÖÅ ÒÅÁÓÏÎÓȱȢ74 

Finally, another issue often mentioned with regards to RFID and large-scale 
implementation is the creation of an additional pillar supporting the emerging 
infrastructure of surveillance, i.e. a global and fully interoperable RFID 
infrastructure that might enable tags provided to individuals to be read by anyone 
operating the appropriate connected equipment. While this is not likely to happen in 
the short term and therefore is not in the scope of this paper, it is important to keep 
in mind that any exploration of the concept of infrastructure of surveillance should 
attempt to grasp the measure of convergence of several potentially surveillance-
enabling technologies and processes, including RFID and sensor-based networks, 
biometrics, digital identity management, etc.  

                                                      
74. US FTC, 2005, p.15. 
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2.2.2  Possible safeguards 

The 1980 OECD Privacy Guidelines represent international consensus on general 
guidance concerning the collection and management of personal data. However, 
their implementation in the context of RFID may raise a number of questions. 
Furthermore, a number of concepts and policy tools may facilitate their 
implementation.  

2.2.2.1  Privacy principles 

Ȱ7ÈÅÎ ÉÓ 2&)$ ÉÎ ÔÈÅ ÓÃÏÐÅ ÏÆ ÔÈÅ OECD Privacy Guidelinesȩȱ ÍÁÙ ÂÅ ÔÈÅ ÆÉÒÓÔ 
basic question raised when considering using the OECD Privacy Guidelines for 
protecting privacy in the context of RFID. The next two sections attempt to address 
this question by analysing when RFID data may be considered personal data and 
when an RFID operator is a data controller. The following section discusses 
questions raised by the invisibility of RFID and in particular issues related to 
knowledge and consent. Naturally, and consistent with the Security Safeguards 
Principle of the Privacy Guidelines, the security safeguards discussed in the security 
section of this report are essential for the protection of privacy in RFID systems.  

2.2.2.1.1 When is RFID in the scope of the Privacy Guidelines? 

According to the OECD Privacy Guidelinesȟ ȰÐÅÒÓÏÎÁÌ ÄÁÔÁ ÍÅÁÎÓ ÁÎÙ ÉÎÆÏÒÍÁÔÉÏÎ 
ÒÅÌÁÔÉÎÇ ÔÏ ÁÎ ÉÄÅÎÔÉÆÉÅÄ ÏÒ ÉÄÅÎÔÉÆÉÁÂÌÅ ÉÎÄÉÖÉÄÕÁÌȱȢ  3ÉÎÃÅ ÔÈÅ Privacy Guidelines only 
apply to personal data, when RFID technologies are used in contexts where RFID 
data is not related to an identified or identifiable individual, privacy principles do 
not apply. However, as we will see below, there may be privacy risks if the RFID data 
is associated to an individual even when the possibility to identify that individual is 
low. In any case, as acknowledged by the explanatory memorandum of the OECD 
Privacy Guidelines ȰÔÈÅ ÐÒÅÃÉÓÅ ÄÉÖÉÄÉÎÇ ÌÉÎÅ ÂÅÔ×ÅÅÎ ÐÅÒÓÏÎÁÌ ÄÁÔÁ ÉÎ ÔÈÅ ÓÅÎÓÅ ÏÆ 
information relating to identified or identifiable individuals and anonymous data 
may be difficult to draw and must be left to the regulation of each Member 
ÃÏÕÎÔÒÙȢȱ75  

In some cases, RFID data is personal without ambiguity (e.g. in many access 
control applications). In other cases, RFID data may become personal data when it is 
possible to relate it to an identifiable individual. For example, when RFID is used in 
supply chain systems, the unique number stored on an RFID chip attached for 
example to a box of medicine to identify and track it, is not personal data. But the 
same RFID data can become personal data if it is collected or processed in such a 
manner as to enable a party to associate it with another set of information relating 
to an individual, i.e. by a nurse to track which patient has been provided with which 
medicine or by a drugstore to provide assistance services to patients.  

Therefore, while some data are personal by nature (e.g. a name), other data can 
become personal once related to an identified or identifiable individual, which 
depends on context. One consequence is that parties who implement RFID systems 
are not systematically subject to data protection frameworks. A careful analysis of 

                                                      
75. Explanatory memorandum of the OECD Guidelines on the Protection of Privacy and 

Transborder Flows of Personal Data, paragraph 41. 
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the nature and use of the RFID data at each step of its lifecycle is needed to help 
determine whether it should be considered personal and avoid turning it into 
personal data when it is not necessary for the purpose of the system.  

One grey area still being debated relates to the possibility to use RFID unique 
data to distinguish an individual from other members of a group. This type of usage 
is in fact very similar to an HTTP cookie, with the difference that a cookie can be 
read only by the server that sent it to the client machine while RFID interoperability 
could, if enabled, allow for store A to read the RFID tags of objects sold by store B. 
The customer could benefit from such recognition, but could also in some cases 
consider the data collection an invasion of privacy; a fortiori  where one of the stores 
would link the RFID data to the customer.  

The European Article 29 Data Protection Working Party takes the view that the 
collection of a unique set of data, included in one or several RFID tags, which could 
be related to a specific individual, makes the information personal data within the 
scope of European data protection law. This view has been challenged by industry 
representatives who consider that data protection frameworks should apply only in 
cases where data processed through the use of RFID technology either contains 
personally identifiable information such as name, account or registration number or 
is combined with other personal data (e.g. personal data stored in a database or 
smart card).76   

Privacy advocates argue that the capacity to determine that a set of 
characteristics belongs to a unique person can lead in some cases to damaging that 
ÐÅÒÓÏÎȭÓ ÐÒÉÖÁÃÙ ÉÎÄÅÐÅÎÄÅÎÔÌÙ ÏÆ ×ÈÅÔÈÅÒ the person can be named or not. From 
ÔÈÅ ÉÎÄÉÖÉÄÕÁÌÓȭ ÐÅÒÓÐÅÃÔÉÖÅȟ ÉÎÆÅÒÅÎÃÅÓ ÃÁÎ ÌÅÁÄ ÔÈÅ ÏÐÅÒÁÔÏÒ ÏÆ 2&)$ ÓÙÓÔÅÍÓ ÔÏ Á 
sufficiently high level of identification probability to raise privacy issues, even when 
the person cannot be formally identified. The risks associated to techniques that 
enable picking individuals out in a crowd relate to potential discrimination, dynamic 
pricing schemes or criminal activities. However, some businesses stress that 
considering RFID data as personal data in such cases would make some obligations 
such as the right of individuals to access the data related to them impossible to 
fulfil. 77  

At this stage, and while the debate is still ongoing,78 one may consider that the 
ability to treat an individual uniquely is likely to raise privacy issues in some 
contexts, the level of privacy risk being proportional to several factors: i)  the 
uniqueness of tag data (e.g. EPC numbers are fully unique. Proprietary numbers may 
not be as unique. Encrypted unique numbers are still unique numbers) or the 

                                                      
76. International Chamber of Commerce et al., 2005, section 4.2; EPCglobal, 2005a, section 3.1; 

EPCglobal, 2007. 

77. If person A is requesting access to his/her personal data, how would the data controller 
decide which record in its database corresponds to him/her? Person A would need to 
provide the tag(s) that have been associated to that person by the controller in order for 
the controller to retrieve the data in its system and give access. But nothing would prove 
that the tag(s) really belong to person A and therefore that the profile that would be 
accessed would not in fact be disclosed to another individual impersonating Person A. 

78. ! ËÅÙ ÄÏÃÕÍÅÎÔ ÉÎ ÔÈÉÓ ÄÅÂÁÔÅ ÉÓ ÔÈÅ ÒÅÃÅÎÔ !ÒÔÉÃÌÅ ςω 7ÏÒËÉÎÇ 0ÁÒÔÙ Ȱ/ÐÉÎÉÏÎ τȾςππχ ÏÎ 
ÔÈÅ ÃÏÎÃÅÐÔ ÏÆ ÐÅÒÓÏÎÁÌ ÄÁÔÁȱ ɉ*ÕÎÅ ςππχɊȢ 
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number of tags carried by an individual (the more tags, the higher the probability of 
uniqueness), ii)  the probability that the tag(s) will or will not be shared with other 
persons and iii)  the capacity to read the tag at a sufficient distance without the 
actual participation and knowledge of the individual.  

Another key question is whether any RFID operator is a data controller. 

The effectiveness of privacy and data protection frameworks relies to a great 
extent on the ability to assign responsibility to an entity for complying with data 
protection rules and being held accountable for failures in compliance. The notion of 
data controller was defined with this objective in mind and, in particular, to avoid 
imposing liability on organisations and individuals acting as agents for others. It is 
therefore, as mentioned in the /%#$ 0ÒÉÖÁÃÙ 'ÕÉÄÅÌÉÎÅÓȭ explanatory memorandum, 
ȰÏÆ ÖÉÔÁÌ ÉÍÐÏÒÔÁÎÃÅȱȢ  

According to the OECD Privacy Guidelines, a data controller is someone who is 
ȰÃÏÍÐÅÔÅÎÔ ÔÏ ÄÅÃÉÄÅ ÁÂÏÕÔ ÔÈÅ ÃÏÎÔÅÎÔÓ ÁÎÄ ÕÓÅ ÏÆ ÐÅÒÓÏÎÁÌ ÄÁÔÁȱȢ79 As stated 
above, whether RFID data is related to an identified or identifiable individual 
depends on the context: the identification number of a box of medicine is not 
personal data. But it becomes personal data if it is collected with the purpose of 
associating it with other information relating to an identified or identifiable 
individual.  

A narrow interpretation of the definition of data controller is likely to lead to 
difficulties in the RFID context because deciding about the content of the RFID data 
is not the same as deciding about the content of personal data. In most cases, the 
manufacturer of a good will be competent to decide about the content of the RFID 
data but will not know whether it will ever be associated with individuals. 
Conversely, a store that implements RFID can decide to use the tag data on the 
goods to profile its customers. Therefore, in the context of RFID, the notion of data 
controller could be interpreted keeping in mind that deciding about the content of 
personal data will most often be closely related to deciding about the association of 
the tag data with individuals. To some extent, it is the use of the tag data that makes 
the data personal or not.  

As a result, when a party reads an RFID tag and associates its data with an 
individual buying, carrying or wearing the tag, this party may be viewed as a data 
controller, taking over all the corresponding responsibilities derived from the 
Privacy Guidelines. But when a party provides an individual with a functional (not 
deactivated) tag and does not collect or store any RFID data associated with that 
individual, that party may be viewed as not subject to any obligation under the 
existing privacy protection frameworks. It would not be considered as a data 
controller, although providing functional tags to individuals would possibly enable a 
third party to track the individual in real time, potentially in a covert or illegal 
manner.  

                                                      
79.  Ȱ$ÁÔÁ ÃÏÎÔÒÏÌÌÅÒȱ ÍÅÁÎÓ Á ÐÁÒÔÙ ×ÈÏȟ ÁÃÃÏÒÄÉÎÇ ÔÏ ÄÏÍÅÓÔÉÃ ÌÁ×ȟ ÉÓ ÃÏÍÐÅÔÅÎÔ ÔÏ ÄÅÃÉÄÅ 

about the contents and use of personal data regardless of whether or not such data are 
collected, stored, processed or disseminated by that party or by an agent on its behalf in 
Guidelines Governing the Protection of Privacy and Transborder Flows of Personal Data, 
paragraph 1. 
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This case raises the question of whether or not this party would nevertheless 
have a responsibility to remove or deactivate the tag before passing the item to the 
individual or i)  inform the individual that the good includes a functional tag that may 
be read by a third party at a distance and ii)  provide him or her with information on 
the content of the tag, and how to prevent distance reading, or other intrusions. This 
ÉÓ ÎÏÔ ÔÏ ÓÕÇÇÅÓÔ ÔÈÁÔ ÓÕÃÈ ÐÁÒÔÉÅÓ ÓÈÏÕÌÄ ÂÅ ÃÏÎÓÉÄÅÒÅÄ ȰÄÁÔÁ ÃÏÎÔÒÏÌÌÅÒÓȱ ÁÎÄ ÂÅ 
responsible for other duties assigned by the Guidelines to data controllers such as 
individual participation or purpose specification. 

One approach to solving this question is that taken by the Ontario Privacy 
#ÏÍÍÉÓÓÉÏÎÅÒ ×ÈÏ ÓÔÁÔÅÓ ÔÈÁÔ ȰÏÒÇÁÎÉÓÁÔÉÏÎÓ ÔÈÁÔ ÔÙÐÉÃÁÌÌÙ ÈÁÖÅ ÔÈÅ ÍÏÓÔ ÄÉÒÅÃÔ 
contact and primary relationship with the individual should bear the strongest 
responsibility for ensuring privacy and security, regardless of where the RFID-
tagged items originate or end-up in the product life-ÃÙÃÌÅȢȱ -ÅÁÓÕÒÅÓ ÓÕÃÈ ÁÓ ÔÈÅ 
ÁÐÐÏÉÎÔÍÅÎÔ ÏÆ ÁÎ ȰÉÎÆÏÒÍÁÔÉÏÎ ÁÄÍÉÎÉÓÔÒÁÔÏÒȱ ÂÙ ÒÅÔÁÉÌÅÒs, from whom individuals 
can seek information, advice, assistance and remedies, have also been proposed. The 
Ȱ0ÒÉÖÁÃÙ "ÅÓÔ 0ÒÁÃÔÉÃÅÓ ÆÏÒ $ÅÐÌÏÙÍÅÎÔ ÏÆ 2&)$ 4ÅÃÈÎÏÌÏÇÙȱ ÄÅÖÅÌÏÐÅÄ ÂÙ ÔÈÅ 53-
ÂÁÓÅÄ #ÅÎÔÅÒ ÆÏÒ $ÅÍÏÃÒÁÃÙ ÁÎÄ 4ÅÃÈÎÏÌÏÇÙ ɉ#$4Ɋ ÓÔÁÔÅ ÔÈÁÔ ȰÒÅÓÐÏÎÓÉbility for 
providing notice lies with the company having the direct relationship with the 
ÃÏÎÓÕÍÅÒȢȱ )ÎÔÅÒÅÓÔÉÎÇÌÙȟ ÔÈÅ ÄÏÃÕÍÅÎÔ ÎÏÔÅÓ ÔÈÁÔ ÔÈÅ ÃÏÍÐÁÎÙ ÈÁÖÉÎÇ ÔÈÅ ÃÌÏÓÅÓÔ 
relationship with the individual may not know that the products they receive 
contain 2&)$ ÔÁÇÓȢ 4ÈÅÒÅÆÏÒÅȟ ÉÔ ÒÅÃÏÍÍÅÎÄÓ ÔÈÁÔ ȰÁ ÃÏÍÍÅÒÃÉÁÌ ÅÎÔÉÔÙ 
incorporating RFID systems within its products should give notice to its direct 
purchasers of that fact, and to the extent practicable encourage its direct purchasers 
to give similar notice to their purchasers, and so on, with the objective of enabling 
the company having the direct relationship with consumers to give proper notice of 
ÔÈÅ ÕÓÅ ÏÆ 2&)$ ÔÅÃÈÎÏÌÏÇÙȱȢ80  

In considering the disclosure responsibilities of parties providing tags to 
individ uals, examination of other policy frameworks may be instructive. For 
ÅØÁÍÐÌÅȟ ÔÈÅ /%#$ȭÓ ρωωω Guidelines on Consumer Protection in the Context of 
Electronic Commerce provide guidance on disclosure to consumers, calling on 
ÂÕÓÉÎÅÓÓÅÓ ÔÏ ÐÒÏÖÉÄÅ ȰÁÃÃÕÒÁÔÅ ÁÎd easily accessible information describing the 
goods or services offered; sufficient to enable consumers to make an informed 
ÄÅÃÉÓÉÏÎ ÁÂÏÕÔ ×ÈÅÔÈÅÒ ÔÏ ÅÎÔÅÒ ÉÎÔÏ ÔÈÅ ÔÒÁÎÓÁÃÔÉÏÎȢȱ 4ÈÅÓÅ ÇÕÉÄÅÌÉÎÅÓ ÁÒÅ ÌÉÍÉÔÅÄ 
in scope to transactions occurring electronically. However they are based on 
established consumer laws and policies governing fair commercial conduct applying 
both online and offline. It may therefore be useful to adapt this general information 
disclosure principle to all parties involved in the provision of RFID tags to 
individuals.81 Another parallel could be drawn with the example of product safety 
and consumer information on risks.  

                                                      
80. See CDT, 2006. The Best Practices have been developed by a group of representatives from 

software and hardware vendors, organisations that use the technology, and industry and 
consumer organisations.  

81. Although organisations that do not collect personal data from individuals do not have a 
disclosure obligation, many consider that informing individuals that they do not collect 
their personal data creates a trustworthy climate with potential benefits for the 
individuals, the company, and the general perception of the information technology 
involved, thus facilitating the adoption of the technology. 
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2.2.2.1.3. Knowledge and consent 

 The invisibility of the technology discussed above is a key characteristic of RFID and 
also acts as a risk multiplier for other potential privacy challenges such as profiling and 
tracking. For example, RFID-enabled profiling might be a less acute problem if deployed 
in a fair and transparent manner where individuals would have been informed and have 
agreed to it. 

When RFID data is related to an identified or identifiable individual, several privacy 
principles reinforce each other to address the invisibility problem as well as most of the 
challenges mentioned in the previous section, such as tracking and profiling. In the 
Privacy Guidelinesȟ ÔÈÅ ȰÃÏÌÌÅÃÔÉÏÎ ÌÉÍÉÔÁÔÉÏÎȱ ÐÒÉÎÃÉÐÌÅ ÒÅÑÕÉÒÅÓ ȰÔÈÅ ËÎÏ×ÌÅÄÇÅ ÏÒ 
ÃÏÎÓÅÎÔ ÏÆ ÔÈÅ ÄÁÔÁ ÓÕÂÊÅÃÔ ×ÈÅÒÅ ÁÐÐÒÏÐÒÉÁÔÅȢȱ 4ÈÉÓ ÐÒÉÎÃÉÐÌÅ ÉÓ ÒÅÉÎÆÏÒÃÅÄ ÂÙ ÔÈÅ 
requirement to specify the purpose of the collection by the time data is collected 
ɉȰÐÕÒÐÏÓÅ ÓÐÅÃÉÆÉÃÁÔÉÏÎȱ ÐÒÉÎÃÉÐÌÅɊȢ 4ÈÅ ÄÁÔÁ ÃÏÌÌÅÃÔÅÄ ÍÕÓÔ ÔÈÅÎ ÂÅ ÕÓÅÄ ÁÎÄ ÄÉÓÃÌÏÓÅÄ 
only for that purpose and compatible purposes except with the consent of the individual 
ÏÒ ÂÙ ÔÈÅ ÁÕÔÈÏÒÉÔÙ ÏÆ ÌÁ×Ȣ !ÃÃÏÒÄÉÎÇ ÔÏ ÔÈÅ ȰÏÐÅÎÎÅÓÓ ÐÒÉÎÃÉÐÌÅȱȟ ÔÈÅÒÅ ÓÈÏÕÌÄ ÂÅ ÎÏ 
secret data processing on individuals and this approach is strongly supported by the 
ȰÉÎÄÉÖÉÄÕÁÌ ÐÁÒÔÉÃÉÐÁÔÉÏÎȱ ÐÒÉÎÃÉÐÌÅȟ ×ÈÉÃÈ ÐÒÏÖÉÄÅÓ ÉÎÄÉÖÉÄÕÁÌÓ ×ÉÔÈ ÔÈÅ ÍÅÁÎÓ ÔÏ 
ȰÁÃÃÅÓÓ ÁÎÄ ÃÈÁÌÌÅÎÇÅ ÐÅÒÓÏÎÁÌ ÄÁÔÁȱȢ  

While the need for knowledge or consent is reflected in most stakeholders' RFID 
guidance, the interpretations vary regarding what and how information should be 
provided, and when consent is appropriate. 

There appears to be an emerging consensus among several consumer and privacy 
bodies as well as some industry stakeholders82 that the provision of information to 
individuals is a fundamental requirement83 and helps address the psychological 
challenge related to the invisibility of the technology by making it more visible.  

While there may also be a consensus with regards to the necessity to inform 
individuals about the existence of data collection using RFID technologies, the issue of 
the content and effectiveness of information is a matter for discussion. A number of 
informat ion elements might be included in RFID notices, beyond information about the 
purpose of the collection and the right of access. They include further information such 
as i) the existence of the tags, ii)  their content, use and control, iii)  the existence of an 
RFID environment; iv) the reading activity, v) the ability to disable tags and vi) where to 
obtain assistance.   

The importance of privacy notices has long been recognised by the OECD, in 
particular in the online context.84 However, research suggests that the efficacy of online 
notices is inversely proportional to the quantity and complexity of the information to be 

                                                      
82.  Including the International Chamber of Commerce and EPCglobal Guidelines on EPC for 

#ÏÎÓÕÍÅÒ 0ÒÏÄÕÃÔÓȢ %0#ÇÌÏÂÁÌ 'ÕÉÄÅÌÉÎÅÓ ÓÔÁÔÅ Ȱ#ÏÎÓÕÍÅÒÓ ×ÉÌÌ ÂÅ ÇÉÖÅÎ ÃÌÅÁÒ ÎÏÔÉÃe of 
the presence of EPC on products or their packaging and will be informed of the use of EPC 
technology. This notice will be given through the use of an EPC logo or identifier on the 
ÐÒÏÄÕÃÔÓ ÏÒ ÐÁÃËÁÇÉÎÇȢȱ 

83.  Ȱ.ÏÔÉÃÅ ÉÓ ÁÎ ÅÓÓÅÎÔÉÁÌ ÅÌÅÍÅÎÔ ÏÆ ÒÅÓÐÏÎÓÉÂÌÅ %0# ÄÅÐÌÏÙÍÅÎÔ ÁÎÄ ÏÐÅÒÁÔÉÏÎȢȱ 

84. OECD work on online privacy recognises the need for online privacy notices and OECD 
guidance (2003, p.29) encouraged business and government to develop such notices and 
post them on their websites. 
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conveyed (OECD, 2006b). In the case of RFID, providing full notification to consumers 
may not be feasible when items do not have sufficient space to accommodate detailed 
text and when data collection and sharing may be happening in real time.85  One can 
expect that developing effective RFID privacy notices may be a greater challenge than in 
the case of online privacy notices that could take advantage of interactivity, hypertext 
links and the overall information driven nature of the web medium. Finally, it is unclear 
whether individuals would have the interest and capacity to understand and digest 
technical information related to RFID prior to making choices. 

More research may be necessary to address this challenge. Possible solutions 
include innovative means of notifying people, such as audio, video alerts and the use of a 
universal symbol.86 However, further work remains to be done to generate a consensus 
on the essential information to be delivered and effective means of conveying it.  

When RFID data is related to an identified or identifiable individual, the opportunity 
for the individual to consent to the collection of personal RFID data and to the 
association of RFID data to his/her personal data is an important parameter both from 
the privacy/data protection and from the psychological (or trust) perspectives. The 
difficulty of providing efficient notices in RFID contexts may make consent an even more 
important consideration.  

The explanatory memorandum of the OECD Privacy Guidelines suggests that, in 
general, knowledge should be the minimum requirement and recognises that consent is 
sometimes not practical or may be contrary to the public interest. The examples 
provided to illustrate cases where knowledge or consent cannot be considered 
necessary suggest, however, that they should remain a minority: routine updates and 
law enforcement.87  

For the Article 29 Working Party consent is almost always appropriate unless the 
RFID system is authorised by law or is in the vital interests of an individual, as is the 
case for some health applications. Some businesses, official privacy bodies, and 
representatives from civil society also agree that consent is sometimes not necessary, 
but their views diverge regarding the criteria for dropping the need for consent.88 
Further work upon the consent issue might be necessary to narrow this difference.  

                                                      
85. See CIPL (Center for Information Policy Leadership), 2007. 

86. The Center for Information Policy Leadership launched an initiative to develop such an 
RFID Transparency Symbol. See CIPL, 2007. 

87.  0ÁÒÁÇÒÁÐÈ υςȡ Ȱ4ÈÅ ËÎÏ×ÌÅÄÇÅ ÏÒ ÃÏÎÓÅÎÔ ÏÆ ÔÈÅ ÄÁÔÁ ÓÕÂÊÅÃÔ ÉÓ ÁÓ Á ÒÕÌÅ ÅÓÓÅÎtial, 
knowledge being the minimum requirement. On the other hand, consent cannot always be 
ÉÍÐÏÓÅÄȟ ÆÏÒ ÐÒÁÃÔÉÃÁÌ ÒÅÁÓÏÎÓȢ )Î ÁÄÄÉÔÉÏÎȟ ÐÁÒÁÇÒÁÐÈ χ ÃÏÎÔÁÉÎÓ Á ÒÅÍÉÎÄÅÒ ɉȰ×ÈÅÒÅ 
ÁÐÐÒÏÐÒÉÁÔÅȱɊ ÔÈÁÔ ÔÈÅÒÅ ÁÒÅ ÓÉÔÕÁÔÉÏÎÓ ×ÈÅÒÅ ÆÏÒ ÐÒÁÃÔÉÃÁÌ ÏÒ ÐÏÌÉÃÙ ÒÅÁÓÏÎÓ ÔÈe data 
subject's knowledge or consent cannot be considered necessary. Criminal investigation 
activities and the routing up-ÄÁÔÉÎÇ ÏÆ ÍÁÉÌÉÎÇ ÌÉÓÔÓ ÍÁÙ ÂÅ ÍÅÎÔÉÏÎÅÄ ÁÓ ÅØÁÍÐÌÅÓȱȢ  

88. !ÃÃÏÒÄÉÎÇ ÔÏ ÔÈÅ 4ÒÁÎÓ !ÔÌÁÎÔÉÃ #ÏÎÓÕÍÅÒ $ÉÁÌÏÇÕÅȟ Ȱ2&)$ ÍÕÓÔ ÂÅ ÕÓÅÄ ÔÒÁÎsparently, so 
ÔÈÁÔ ÃÏÎÓÕÍÅÒÓ ËÎÏ× ɉÁÎÄ ÃÁÎ ÃÈÏÏÓÅɊ ×ÈÅÎ 2&)$ ÉÓ ÂÅÉÎÇ ÕÓÅÄȱȢ 4ÈÅ 0ÒÉÖÁÃÙ 2ÉÇÈÔÓ 
Clearing House recognises that, for some applications, it would be sufficient to inform 
individuals but that individuals should be able to disable tags, and calls for the prohibition 
ÏÆ ÔÒÁÃËÉÎÇ ×ÉÔÈÏÕÔ ÃÏÎÓÅÎÔȢ &ÏÒ ÔÈÅ )ÎÔÅÒÎÁÔÉÏÎÁÌ #ÈÁÍÂÅÒ ÏÆ #ÏÍÍÅÒÃÅȟ ȰÃÏÎÓÕÍÅÒ 
choice, where possible and appropriate, is an essential element in developing consumer 
ÔÒÕÓÔ ÁÎÄ ÁÃÃÅÐÔÁÎÃÅȢȱ 4ÈÅ %0#ÇÌÏÂÁÌ 'ÕÉÄÅÌÉÎÅÓ ÆÏÒ #ÏÎÓÕÍÅÒ 0ÒÏducts (2005d) also 
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Overall, knowledge and consent may be interpreted as a condition for individuals to 
make appropriate choices. However, one may argue that, sometimes, the individual has 
no real choice but to accept the collection of data in order to benefit from an associated 
service. For example, it is likely that public transportation systems that have started to 
deploy RFID systems for controlling access will ultimately remove the infrastructure for 
delivering and processing paper tickets. Individuals' choice will then be reduced to 
either accepting the collection of personal data or not using the transportation system. 
When the alternative to consenting to the collection of personal data is extremely costly 
for the individual, then the value of consent can become meaningless. Knowledge and 
consent are not a panacea for privacy protection.  

2.2.2.2  Other safeguards 

The following measures are not explicitly part of the OECD Privacy Guidelines, but 
may be useful to support or facilitate their implementation.  

2.2.2.2.1. Technical measures  

 Generally, it may be worthwhile to consider using technical measures to prevent 
RFID information from being used in contexts where it could be linked to individuals. 
Privacy can be embedded in the design of RFID products and of RFID systems.  

For example, specific data minimisation or aggregation/anonymisation techniques 
may help remove risks of function creep. The collection of the serial number segment of 
EPC numbers could for example, be technically prevented when it is not necessary for 
the purpose of the application. Generally, removing the possibility of linkage between 
ÔÈÅ 2&)$ ÔÁÇ ÄÁÔÁ ÁÎÄ ÉÎÄÉÖÉÄÕÁÌÓ ÍÁÙ ÂÅ ÁÎ ÅÆÆÉÃÉÅÎÔ ×ÁÙ ÔÏ ËÅÅÐ 2&)$ ÄÁÔÁ ÉÎ ÔÈÅ ȰÎÏÎ 
ÐÅÒÓÏÎÁÌȱ ÄÁÔÁ ÃÁÔÅÇÏÒÙ ÁÎÄ ÔÈÕÓ ÔÏ ÐÒÏÔÅÃÔ ÐÒÉÖÁÃÙȢ -ÉÎÉÍÉÓÉÎÇȟ ÁÎÏÎÙÍÉÓÉÎÇ ÁÎÄ 
unlinking RFID data to individuals can also be performed at the back-end level.   

Technical measures that empower both operators of RFID systems and individuals 
to control the technology may also help prevent or mitigate the risks. A number of 
research programmes are exploring technical means to protect privacy89 but some 
mechanisms are already available. For example, the EPCglobal Class 1 Generation 2 
ÐÒÏÔÏÃÏÌ ȰËÉÌÌȱ ÃÏÍÍÁÎÄ ÃÁÎ ÂÅ ÉÎÉÔÉÁÔÅÄ ÁÔ ÔÈÅ ÐÏÉÎÔ ÏÆ ÓÁÌÅ ÔÏ ÄÅÁÃÔÉÖÁÔÅ ÔÈÅ ÔÁÇ 
permanently.90 The tag antenna of the IBM Clipped Tag can easily be removed by the 
customer or by the merchant thus turning a long distance (10 m) UHF tag into a short 
distance (2 cm) tag for warranty, traceability or other services (See Figure 8). Reducing 
the read range to a few centimetres can make participation by the individual to data 
collection a prerequisite and, in some cases, may mitigate ɀ if not eliminate ɀ the privacy 
risks in an innovative manner. However, as for security, given the complexity and 

                                                                                                                                                                          
recognise Choice as one core principle and calls for additional efficient, cost effective and 
reliable alternatives to further enable customer choice. 

89.  Ȱ)Î ÒÅÓÐÏÎÓÅ ÔÏ ÔÈÅ ÒÅÓÕÌÔÓ ÏÆ ÔÈÅ %ÕÒÏÐÅÁÎ #ÏÎÓÕÌÔÁÔÉÏÎȟ ÔÈÅ %ÕÒÏÐÅÁÎ #ÏÍÍÉÓÓÉÏÎ will 
support further development of privacy-enhancing technologies as one means to mitigate 
ÐÒÉÖÁÃÙ ÒÉÓËÓȢȱ ɉ%ÕÒÏÐÅÁÎ #ÏÍÍÉÓÓÉÏÎȟ ςππχÁɊȢ &ÏÒ ÅØÁÍÐÌÅÓ ÏÆ 2&)$ ÐÒÉÖÁÃÙ ÔÅÃÈÎÉÃÁÌ 
research, see Juels (2005a) and Gildas AvoineȭÓ Ȱ2&)$ȟ 3ÅÃÕÒÉÔÙ ÁÎÄ 0ÒÉÖÁÃÙȱ ×ÅÂÓÉÔÅȢ 

90. Consumer groups endorse the automatic deactivation of RFID tags at the point of sale, 
unless the consumer expressly agrees otherwise. See ANEC/BEUC, 2007. 

http://lasecwww.epfl.ch/~gavoine/rfid/
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variety of RFID technology and possible use scenarios, there is no one-size-fits-all 
perfect technical solution to protect privacy.  

Figure 8. IBM Clipped Tag 

      

Note: The UHF RFID tag can be read at a distance of 10 meters until the consumer tears it apart, 
removing the antenna. The RFID tag remains functional but can only be read at a distance of a few 
centimetres.  

Source: Markowitz, 2006.  

In addition, it should be noted that technical measures always have a cost that, in 
some cases, may discourage RFID manufacturers to embed privacy protection in the 
design of tags and RFID operators to include them in the design of their RFID 
systems. Moreover, in a competitive environment, it is unclear whether higher 
product prices (or a reduction in business profit margins per product) due to the use 
of privacy-friendly technologies can be easily converted into a market advantage for 
a given company and product. Strategies to provide incentives to businesses for 
designing and using RFID technologies that include sufficient privacy protections 
may be pursued.  

Minimisation of data collection, anonymisation and the use of technical 
measures embedding privacy in the design of a system should not however prevent 
data controllers from providing individuals with notice to seeking their consent or 
active participation. And reciprocally, providing notice and requiring consent should 
not prevent data controllers from using privacy friendly technologies.  

2.2.2.2.2. Privacy impact assessment 

Because of the wide variety of technical configurations and use scenarios, there 
ÉÓ ÎÏ ȰÏÎÅ-size-fits-ÁÌÌȱ ÔÅÃÈÎÉÃÁÌ ÓÏÌÕÔÉÏÎ ÔÈÁÔ ×ÏÕÌÄ ÃÏÍÐÅÎÓÁÔÅ ÆÏÒ ÔÈÅ ÌÁÃË ÏÆ 
consent in all situations and balance adequately privacy, cost, convenience and 
usability. In-depth examination of whether and to what extent the use of the 
technology actually gives rise to privacy concerns in a given system may be 
required. Such analysis would involve examining the RFID application, the kind of 
data collected, the nature and technical specification of the RFID technology used 
and the potential that the collected data will be related to an identified or 
identifiable individual.  

Approaches that include an assessment, at design stage, of the impact on privacy 
of an RFID system enable identifying and understanding privacy risks and best 


