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Copenhagen Privacy Principles Workshop 

In March 2011 The Confederation of Danish Industries, The Danish Board of Technology, The Danish 

Consumer Council and The European Commission's Representation in Denmark organized a workshop for 

decision makers and experts from organizations, institutions,  research, industry and civil society, inviting 

participants to discuss future principles and recommendations on privacy. The goal was to stimulate 

discussions and not necessarily to reach consensus among the various opinions. The result of these fruitful 

discussions is The Copenhagen Privacy Principles. These principles and recommendations will hopefully 

inspire political decision makers around the world to support, improve and enforce the privacy of citizens. 

The principles constitute a joint effort of the participants and do not preempt or constitute any official 

position of any participant or organization. For any inquiries concerning the principles, please contact 

Senior Adviser Henning Mortensen, DI ITEK, hem@di.dk. 

Copenhagen Privacy Principles 

The discussion from the workshops above can be summed up in a short form as The Copenhagen Privacy 

Principles: 

 Public sector should act as driver 

Public sector should take a leadership role in supporting and investing in the development of new 

innovative privacy improving strategies, practises and technologies. However, public sector 

initiatives should also be complemented by initiatives creating incentives for privacy improvements 

made by other stakeholders. 

o For public sector held data there should be a readily accessible portal for citizens to obtain 

precise information (including access logs) about the data stored in public sector systems, 

who can access these data and for what purpose. 

o Public sector could use its buyer power to drive forward new innovative solutions.  

 Public and private service providers handling personal information should be held responsible 

and accountable 

Service providers should be held responsible and accountable for data protection on the systems 

they operate. Several means should be introduced to reach this objective: 

o Risk assessments should be mandatory and include criteria to determine if a Privacy 

Impact Assessment should be performed 

A mandatory short pre-risk-assessment that determines the appropriate scope and depth 

of a the real risk assessment should be developed. Mandatory issues are for example to 

address whether or not citizens need to be identified. 

 The risk assessment should determine whether it is necessary to perform a Privacy 

Impact Assessment and if so, the scope and depth of the Privacy Impact 

Assessment should be decided. 

 Canonized Privacy Impact Assessment frameworks should be developed. Findings 

from the Privacy Impact Assessment should be made publicly available. 

o Privacy should be designed into systems 

Best practise guidelines on good privacy by design practise should be developed and used 

as a reference to: 



 ensure that privacy is designed into the system from the beginning 

 explain the use of different types of innovative technologies 

 give advice on architecture principles 

 provide recommendations on the use of categories of Privacy Enhancing 

Technologies (e.g. multiple (partial) identifiers, pseudonyms, anonymous 

transactions, private partial credentials (e.g. age>18 years) ) and Privacy Impact 

Assessment 

 limit access to citizens data according to relevance within the organizations of the 

service providers 

 ensure easy access on request to a summary of the personal data collected, stored, 

processed, etc 

 ensure that the strictest privacy settings are set as default 

 develop a user friendly independently issued label or seal supported by color codes 

or pictograms representing the privacy measures in place 

o A right to challenge existing technology with new technology could be introduced 

The right to challenge will stimulate innovation in the field of privacy improvement 

technologies and could take the form of a petition. 

o Citizens affected should be notified of data breaches 

Having regard to the significance of a the data breach, the affected citizens should be 

notified. Public announcements of the fact of a data breach could be considered.  

o Privacy information should always be transparent 

Information about an organizations' personal data practises should be visible and 

understandable and inform citizens about how data is used, stored, processed etc. All 

service providers should provide on request easy access to a summary of what data is 

stored about the citizen. 

o Companies of a certain size should have a Data Protection Officers 

The Data Protection Officer should be responsible for the company's privacy activities, 

should act as a contact point on privacy, performing Privacy Impact Assessments and keep 

track of the company's privacy activities. All businesses should give an account of how they 

comply with privacy law in the annual report. 

 Citizens' rights to privacy should be protected 

Citizens' rights should be respected and supported by new technologies. At the outset citizens 

should not be required to identify themselves, unless there legitimate reasons for doing so. This 

may be formulated as: 

o The right not to be identifiable 

o The right to use multiple (partial) identifiers (e.g. fit-for-purpose identity) 

In cases where citizens are identified, we can list some possible measures to enhance privacy 

protection: 

o Data minimization 

o The right not be tracked and traced without consent 

o The introduction of metadata when collecting data to aid data expiration and deletion 

o The right to have data deleted upon request (the right to be forgotten) 



 Data Protection Authorities must be strengthened  

Data Protection Authorities should be provided with adequate resources, including technical skills, 

and adequate powers in order to exercise their role as independent supervisors more effectively 

and to ensure a coherent European interpretation of the regulation. 

o Authorities most often have a role as supervisors. There is a need for an authority that can 

give advice - a possibly private sector or multi-stakeholder Data Protection Advisory Group.  

o Data Protection Authorities should have a sufficient degree of technical expertise. 

o Data Protection Authorities should also have adequate powers of enforcement to ensure 

compliance where needed and be able to exercise their role with complete independence. 

o It should be possible to appeal decisions made by a Data Protection Authority to an appeals 

board, similar body or a competent court. 

o Data Protection Authorities should cooperate more effectively at least at a regional level to 

ensure consistent approaches to new technologies and to ensure a harmonized 

interpretation of data protection legislation.  

 More awareness among political decision makers is necessary  

To achieve more awareness among political decision makers, citizens must be more aware and 

encourage politicians to take privacy seriously. 

o In cases where the political process affects privacy protection, it is important that an 

independent body can give advice about the effect on privacy. This could be an 

independent multi-stakeholder body, the Data Protection Authority or a Parliamentary 

Technology Assessment agency. Advice is necessary at both national and EU level. 

 Awareness campaigns 

Campaigns aimed at raising user awareness on the consequences of exposing data should be 

initiated. Also, campaigns should address the different privacy policies that service and software 

providers have. 

o As a result of the campaigns, citizens should learn about seals and labels indicating the level 

of privacy compliance with a service provider. Also, the citizens should be given easy access 

to Privacy Enhancing Technologies and advice on how to use Privacy Enhancing 

Technologies themselves. 

 


