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Executive Summary

The objective of The Initiative for Privacy Standardization in Europe (IPSE) is to analyse the
current status of privacy protection efforts and determine whether standardization actions in
the broadest sense could benefit the processes and implementation of the European Data
Protection Directive 95/46/EC. This report, prepared by an IPSE Project Team and approved
by the IPSE Steering Group, looks at the background and a broad representative sample of
the current work in progress on data protection. It is intended to stimulate comments about
the way forward from a wide constituency so that the final report and recommendations
provide the required information for reasoned decision making by the European Standards
organizations. The report concludes that there is sufficient basis for specific standardization
initiatives. Seven recommendations are proposed as follows.

Management Practices

- Identify a common European set of voluntary best practices for data protection
- Do not initiate management standards, monitor developments in ISO/COPOLCO
- Develop a generic set of contract clauses and terms for article 17

Assessment and Verification

- Prepare an inventory of data protection auditing practices
- Conduct a survey of web seals as a basis for considering further standardization work in

this area

Impact on Privacy of Technologies

- Report and process on impact of technologies on Data Protection, including Privacy
Enhancing Technologies (PETS)

Consumer Education

- Privacy standards education and promotion

This document is designed to be of manageable scope and length while providing a realistic
context for public debate and subsequent action. It is not intended to be an exhaustive and
fully documented analysis of the possible scope for standardization. CEN/ISSS held a first
Open Meeting on this subject on 23/24 March 2000, for which it commissioned a study by
Professor Jos Dumortier and Caroline Goemans of the University of Leuven. Readers of this
report are urged to read the Dumortier report1, as an important element of background
material. A preliminary draft of the present report was issued for public review in July 2001,
and comments were requested. The Project Team attempted to incorporate all contributions
into the body of a revised discussion draft, which was issued on September 19, 2001. An
Open Meeting was held in Paris on September 27, and further comments were invited. The
summary of the discussion at this Meeting is attached to this report, and has been taken into
consideration in the final report.

1

http://www.law.kuleuven.ac.be/icri/papers/doctrine/cen-paper.pdf Data privacy and Standardization: discussion paper
prepared for the CEN/ISSS Open Seminar on Data Protection, Brussels 23/24 March 2000; also accessible via
http://www.cenorm.be/isss/Projects/DataProtection/dp.default.htm.
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1. General Introduction

1.1 This report contains an analysis of current activities and developments with respect
to the protection of personal data, with a view to assessing the role of standards in
helping to achieve compliance with Directive 95/46/EC. It does not aim to serve any
constituency with predetermined viewpoints, but rather to reflect a few of the main
activities and viewpoints of the players. Our approach has been twofold. In
considering the legal aspects of the implementation of standards we have primarily
positioned our approach on a consideration of the requirements of the Directive.
Our first task is to consider whether standards can assist in the delivery of
compliance with the Directive, not the broader scope of privacy or consumer
protection. However in considering the possible standards tools we have been as
open as possible. Because of the inclusivity of our approach we have taken the
widest view of the term “standards”. Necessarily, this broad scope will include
consideration of standards activity that would impact on privacy, security and
consumer protection, because it is difficult, particularly in areas of e-commerce, to
separate data protection from other aspects of legal compliance and individual
protection.

1.2 Why Standards? Within Europe matters of data protection and informational
privacy have been handled through legislative means, and in some quarters it has
been broadly assumed that such legal measures were adequate to ensure effective
protection. Outside Europe, there is greater reliance on self-regulation, and on the
internal policies that such practices require. This situation is certainly changing, as
key players such as the United States move to introduce sectoral data protection
law, particularly in the areas of financial and medical information, but we do not
dwell on this in the report. Distinctions between self-regulatory and legal regimes
are not particularly meaningful as drivers for standardization. The law is not self-
executing, and requires management practices and other internal policy instruments
to achieve compliance.

1.3 The concept of using standards and the standardization process to facilitate
harmonization of practice, understanding and predictability of detailed or sectoral
practices, IT technical compliance issues, and fairness of assessment and
oversight, is often perceived as a relatively new innovation. However in Europe the
standardization organizations CEN, CENELEC and ETSI have for some time
provided open platforms for consensus-building on a far wider range of issues than
the traditional technical specification. With open participation of all interested
parties, the published deliverables can and do represent a full range including best
practice, guidance, informative material and work programmes. Outside Europe the
code published by the Canadian Standards Association in 1996 is the first example
of a national voluntary standard dealing with data protection2.

1.4 The purpose of this report is to explore the standards based responses and
standardization activities, which could contribute materially to better compliance
with the EU Directive. Three primary areas of activity were recommended in the
Dumortier report, namely a general data protection standard or management
standard, sector specific standards, and privacy tools, including privacy enhancing
technologies. In building on this earlier report, we have canvassed farther afield and
have aimed to examine most of the current activities in the informational privacy
field.

2 see Dumortier (2000) page 37
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1.5 The issues of privacy and data protection are controversial. There are strongly held
views on many sides, at times even diametrically opposed, as to the need or
wisdom of proceeding to set standards, legislate, or educate consumers. We have
received comments ranging from the assertion that the field is in its infancy to the
other extreme, that these issues were dealt with in the late 70s and we have made
little material progress in the protection of the individual since. We have not made
any attempts to reach compromise, but have sought to reflect fairly the varying
points of view.

1.6 The destruction of the World Trade Center in New York preceded the second Open
Meeting by little over two weeks, and the heightened awareness of security had an
impact on our discussions. Since that time, there has been a great deal of public
debate and discussion about the need for a new balance between privacy and
public safety, data retention, and law enforcement and intelligence needs for data.
We have not altered the report to reflect any of these developments for three
reasons: 1) the discussion tends to be US-centric, and EU member states have not
reacted to create new legislation; 2) the national security versus privacy debate is
largely outside the remit of this report; and 3) the issues for business remain largely
the same, data handling practices merely become more critically important if they
are retaining more data longer and permitting confidential agency access to it.

1.7 The Nature of the Public Discussion and Comment Process

As mentioned above, the topic of data protection is highly controversial. IPSE was
designed and sought to be inclusive in the composition of its steering committee, of
the expert group that was tasked to prepare this report, and in its attempts to gather
public input. The second Open Meeting of 27 September, 2001 was held in Paris in
an effort to get as much input as possible from a broad base of experts who would
be attending the World Data Commissioners’ Conference in Paris the same week.
The process was successful in gathering a broad range of views. We have
attempted to reflect the views expressed, but it would be impossible to incorporate
all suggestions in the body of the text, because the nature of the disagreement was
sufficient to make several recommendations mutually exclusive. We believe that in
the disposition of comments and the listing of contraindications to our
recommendations, we have caught the flavour of the differing views. In the
introduction to our recommendations, we have attempted to analyse some of the
reasons for the disparity in expressed opinion on this topic.

1.8 Scope and Definitions

The distinction made above between privacy and data protection is an important
one. The Directive is specific about its application to the protection of personal data,
so that is our remit. The concept of privacy is much broader than that of protection
of personal data, although it includes it. There can be no doubt that protection of
privacy in a broader sense is in keeping with the spirit of the Directive, however we
have consciously steered away from addressing the broader privacy issues. Many
of them tend to be political in nature and do not accommodate themselves to our
analysis. A number of the perceived threats to privacy and individual rights today
arise from government use of privacy invasive or surveillance technologies, usually
in the interests of promoting public safety, and these discussions fall outside the
bounds of our remit.

1.9 A second and related distinction to be made is that between security and data
protection. Data protection starts with the concept of limiting the collection, use and
disclosure of personal information, and includes the principle of finality – the
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principle that information is collected for a particular purpose and that information
should be used only for that purpose unless meaningful consent is obtained from
the data subject or the secondary use is a compatible one. It also encompasses the
concept of safeguarding the data, assuming that an organization has established
that it has the right to hold it or process it in the first place. The view from the
security perspective generally overlaps with these concepts, in that security
professionals seek to decrease the exposure and opportunity for abuse by keeping
data to a minimum and by seeking to reduce attacks, whether internal or external,
on the integrity of such data. However, those tasked with implementing security in
an organization also have a legitimate need and a desire for control over the data
and for knowing who is doing what at all times. The result may be the establishment
or configuration of infrastructures whose primary purpose runs counter to privacy.
Security officers also frequently need the data for investigative, law enforcement, or
litigation purposes, so tend to favor retention of data for longer periods. The
concepts of access, correction and informational self-determination frequently clash
with security aspirations in this environment. It is important to remember that
standards activities in support of these two differing goals will necessarily reflect
slightly different values.

1.10 The concept of privacy enhancing technologies has arisen partly in response to this
tension, to allow strong authentication and validation processes without the use or
release of personal information. This concept of anonymity, as well as
pseudonymity, has been accepted in the Common Criteria, a multi-part security
evaluation and assessment standard accepted by ISO as International Standard
15408 in December 1999. The term “privacy enhancing technologies” has been
used differently by various players to mean different things, prompting some
debate. We have considered the impact of privacy enhancing technologies in this
discussion, by applying a methodology that evaluates the technology in the light of
an analysis of the requirements of the Directive. Just as it is important that those
engaged in the practice of privacy or data protection become familiar with security
standards, such as the common criteria, it is equally important that those engaged
in security practice understand how to implement fair information practices based
on the Directive and do not simply equate privacy protection with confidentiality.

1.11 An early consideration was whether to include work on Directive 97/66/EC
concerning the processing of personal data and the protection of privacy in the
telecommunications sector (“the telecommunications Directive”). The Mandate is
somewhat ambiguous as to whether it was intended to extend to a consideration of
the requirements of Directive 97/66/EC in addition to Directive 95/46/EC on the
protection of individuals with regard to the processing of personal data and the free
movement of such data (Directive 95/46/EC). It is difficult to imagine dealing with
the current data protection environment without addressing the kinds of technical
issues which were addressed in the telecommunications Directive, because with the
advent of e-commerce and the rapidly expanding use of IT and networked
communications, technical standardization issues have a profound impact on data
protection. The telecommunications Directive refers to specific requirements,
moreover, such as requirements for caller line identification that may benefit from
standards consideration. Accordingly, we have dealt with this by including a short
section, which should be regarded as indicative only, on the scope of work that
could be envisaged here.

2. Background to the Directive

2.1 The spread of national data protection legislation in the 1980s was fuelled by
concerns for the informational privacy rights of individuals and the need to ensure
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the free flow of data for trade. The European Convention on Human Rights and
Fundamental Freedoms, adopted by the Council of Europe in 1950, includes a right
to respect for the private and family life of individuals, their home and
correspondence (Article 8). As computerisation developed there were concerns that
the growth of information technology, with its ability to produce extensive data files
on individuals and to transmit and match personal data, would undermine the
respect for the privacy of individuals upheld by Article 8. Laws protecting individual
rights in the face of the new technologies developed in Europe, their growth
accelerated by the passage of two international instruments. In 1980 the
Organisation for Economic Co-operation and Development (OECD) adopted
Guidelines Governing the Protection of Privacy and Transborder Flows of Personal
Data. In the following year the Council of Europe opened the Convention for the
Protection of Individuals with Regard to the Automatic Processing of Personal Data
(Treaty 108) for signature by national governments. Those countries that wished to
ratify Treaty 108 had to have in place national data protection legislation, which met
the standards of the Treaty. Many, but not all, of the Member States of the
European Community passed data protection legislation.

2.2 The differences between the various laws and the absence of legal protections in
some countries led to concerns that data protection would present trade barriers
and accordingly the European Commission took initiatives to achieve ratification of
Treaty 108 by Member States. These did not prove sufficient. The Commission
therefore moved to introduce harmonisation measures. Two data protection
Directives were passed. The first was a general directive, Directive 95/46/EC on the
protection of individuals with regard to the processing of personal data and on the
free movement of such data. The second was a sector specific Directive which
applies in addition to the general directive, Directive 97/66/EC on the processing of
personal data and the protection of privacy in the telecommunications sector. The
passage of the telecommunications Directive (discussed above) coincided with
work that was proceeding at the GATT on the services chapter, and with not only
the opening of the telecommunications market but the rapid deployment of new
technologies such as caller line identification which were raising significant privacy
issues.

2.3 Directive 95/46/EC has also been incorporated into the EEA Agreement3 and
implemented in the three EFTA4 States of Iceland, Norway and Liechtenstein
(partially).

3. Status of Implementation

3.1 From 24 October 1998 the harmonized data protection laws should have been in
place in the EU. This was the date on which Directive 95/46/EC entered into effect,
however, full compliance with the Directive was not achieved. In January 2001 the
European Commission started non-compliance actions in the European Court
against a number of States. Ireland, France, and Luxembourg, are being taken to
the European Court of Justice.

3.2 Despite being a harmonization instrument, Directive 95/46/EC leaves a degree of
leeway to Member States to decide how to implement particular aspects of the law
and at what level to provide particular protections. As a result the new laws passed
in Member States differ one from another depending on national sensitivities. Some
Member States have taken a more permissive approach to the extent of manual

3 Agreement on the European Economic Area, signed in Oporto in 1995. The EEA comprises the EU Member States
and the EFTA Member States less Switzerland.
4 European Free Trade Association – Iceland, Liechtenstein, Norway and Switzerland.
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data covered than others, some have more stringent rules for the submission of
details of assessable processing requirements before permitting data controllers to
appear on the public register.

3.3 This has an impact on the discussion of the application of standards in this area.
Compliance with the Directive will not necessarily deliver compliance with national
law in every level of detail. Moreover in the absence of some national legislation it is
not possible to ascertain with complete certainty whether there might be particular
problems in applying standardized compliance tools throughout the European
Union.

3.4 Despite this reservation, we have no doubt that the more consistent the approaches
to data protection compliance are across Europe the better it will be for business.
While the national differences in approach to regulation may be wholly
understandable that does not make them any easier to deal with for organizations
whose data applications operate in two or more of the EU and EFTA countries, let
alone a global arena. The differences between rules in different countries can cause
extra work, loss of management time, costs for external advisers and possibly more
damagingly, uncertainty and reluctance to commit to new developments.
Organizations need regulation to be clear, simple, predictable and consistent.
Consumers have similar requirements, and the global inconsistencies raise
concerns5.

3.5 The remit of this group was to concentrate on the potential role of standards work in
implementing the Directive in Europe. As has been indicated already, this is not as
simple as it sounds. Many large companies in Europe are global companies, and
their privacy policies and practices tend to be developed as global company policies
with regional variations. Secondly, electronic commerce and rapidly plunging
telecommunications costs have made global databases and sourcing systems a
reality, where companies may have one centralized human resources system, an
integrated IT capability where the software support and development resides in
India or somewhere similar where costs are low, or one public interface with
customers through the internet. These practices, closely integrated with the
technological infrastructure, are difficult to manage in a manner that respects
regional variations, not to mention national (and in some cases local) law. At the
same time, the growing complexity of the Internet and high bandwidth demands
have resulted in a global network of mirror sites, often run by intermediaries6. For
this reason, a number of the influences on the analysis of the merits of
standardization come from outside Europe itself, and we have not ignored that
context in this analysis. Furthermore European standardization consistently seeks
to ensure that the European specifics are correctly dealt with and, as appropriate,
fed into global standards processes.

5 Much ink was spilled recently over a Consumers International study that evaluated privacy policy disclosures on
websites. While such disclosures are necessary to achieve proper notification in Europe, they are more highly rated
in the relatively un-regulated climate of North America than in Europe, where practices are often only constrained by
the commitments made by such notices and policies, and the individual’s ability to sue for deceptive trade practices if
the website policies are not adhered to. It is not surprising that EU countries had fewer notices on their websites; the
first actions taken by the Federal Trade Commission in the US were to check for website policies, and they gave US
companies a year to get their policies in shape before they audited a second time. In Europe, the Data Protection
Working Party has adopted recommendation 2/2001 on May 12 of 2001, providing the minimum requirements for
collecting personal data online in the European Union. This example shows the difficulties for consumers of judging
the privacy protection on the world wide web: Europe has started with the law and is moving now to enforce better
practices in giving notice on the web, while the United States started with enforcement action to get policies stated
on websites, although it has not been clear what the real requirements of those policies ought to be.
6 For a useful layman’s explanation of these practices and the resultant impacts on jurisdictional confusion, see the
cover article of the Economist, August 11, pp. 9-10, 18-20
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4. The current state of play

4.1 While the focus of this report is on standardization in Europe, there is now a global
focus on privacy issues. There are a number of factors for this. The most often cited
is the increasingly rapid development and deployment of powerful and potentially
privacy-invasive technologies, such as web profiling and tracking, face recognition
and video surveillance systems, and the advent of targeted marketing, location-
based services and geo-tracking systems in the new 3G wireless technologies.
These developments may serve to increase public concerns where they appear to
be deployed without proper assessment in terms of the application of data
protection law. Because the US is most often the leader in Internet developments
and there is no comprehensive data protection law in the United States, the
increasing press coverage of these issues is unlikely to reassure consumers that
data protection authorities and the Courts are protecting their interests.

The Experience of Consumers and Civil Society

4.2 Privacy is recognised as a fundamental human right which is protected by various
instruments within Europe, notably the European Convention on Human Rights.
The protection of privacy is a matter of concern to individuals, consumer
associations, civil libertarians and legislators. As we move forward with electronic
commerce and government online, the issue of protection of personal information
comes into sharper focus, both with respect to individuals’ commercial transactions
online, in their roles as consumers, and as citizens relating to their governments. In
both cases, the right of privacy, for example the right to be let alone and to freely
browse the internet without fear of surveillance, and the need to have information
well protected in this publicly accessible networked world, have sparked major
consumer concerns.

4.3 As outlined in Clause 1.6 “Scope and Definitions” a number of the perceived threats
to privacy and individual rights today arise from government use of privacy invasive
or surveillance technologies, usually in the interests of promoting public safety. At
the same time there is a move towards increased openness in public administration
with “Freedom of Information” legislation being adopted in more jurisdictions. This
will impact upon the availability of information about individuals and their conduct of
public service roles. Discussions on these aspects are outside the bounds of our
remit. However all transactions between the citizen and the state or local
administrations fall squarely under the Data Protection Directive.

4.4 A great deal of opinion polling has been done to see whether consumers are ready
to embrace electronic commerce or indeed e-government services. The public has
responded consistently that they are not prepared to trust the internet or business
with their personal information and their credit card numbers…this despite the fact
that the security of credit card numbers, at least in transit on the internet, has been
well protected through the Secure Socket Layer (SSL) protocol for several years.
Nevertheless, the nervousness about e-commerce and e-government persists, and
is exacerbated with every press story about the release of credit card information,
or of businesses spamming consumers with advertising.7

4.5 Consumer confidence is expected to increase if consumers know that their interests
are protected by businesses and administrations adhering to the requirements of an

7 For example, it was reported on December 12, 2000 (http://www.zdnet.com/zdnn/stories/news/0,4586,2664008,00.htm) that a
hacker had obtained 55,000 credit card numbers by hacking into Creditcards.com, and online credit purchase agent. He released a
number of the cars onto the net when the company refused to respond to his threats of extortion. It is worth noting that he obtained
these numbers by getting into the company database through their own insecure internet interfaces. Many such hackers have alleged
that they perform a public service by publicising these security weaknesses.
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international standard8. Standards can be used to improve consumers’ access to
and choice of goods and services. Standards are needed to facilitate the
development of common approaches across jurisdictions where divergent national
laws exist between countries. Finally, standards would help towards the expansion
of e-commerce on a global level and e-government on the political administrative
levels by providing the consumers with an agreed minimum level of protection and,
thus, increasing trust and confidence.

4.6 Various consumer organizations have expressed their support of standards activity
over a number of years. The consumer policy committee of ISO, COPOLCO, has
passed several unanimous recommendations to the ISO Council that they develop
an international management standard for the protection of privacy. The idea was
first introduced in 1994, during the final development of the Canadian Standard for
Protection of Personal Information, CSA-Q-830, which is in essence a model code
of practice based on the OECD Guidelines for the protection of personal
information, informed by a few of the concepts introduced in the more recent
thinking of the Data Protection Directive. In May 2001, COPOLCO issued another
recommendation that the Council address the need for work on an international
standard for consumer protection in electronic commerce, which would include
requirements for the protection of personal data.

4.7 Despite this support, previous efforts in ISO itself to address this issue have met
with opposition from some members, taking their cue from industry pressure. The
ISO reaction to the latest COPOLCO recommendation is awaited.

4.8 It is worth noting here that formal standards bodies are one of the few arenas where
consumers are invited to participate in a matrixed committee, and can have a
meaningful role in contributing to standards development. In industry-developed
standards, rarely is consumer input sought in a way that is described by consumer
advocates as meaningful. The whole issue of the legitimacy of the players in the
privacy debate is occasionally raised, particularly as businesses feel the economic
impact of consumer complaints and resultant press attention, This phenomenon is
similar to experiences in the environmental movement, and is likely to evolve and
become more of an issue as more formal avenues for consumer involvement in
privacy discussions become available. The merits of standardization activities
through formal standards bodies were well discussed in the second chapter of the
Dumortier report, pp. 26-33, so we are not repeating them here.

4.9 Small and medium sized enterprises (SMEs) experience many of the same
problems that consumers face. They are under-resourced, and have difficulty
devoting the time to participate in standards activity, let alone consortia activity
where the price of entry usually precludes their joining. They are consumers of both
government services and the products and services of much larger players, where
they are usually in a disadvantageous position relative to power and market force.
They also face steep hurdles in trying to keep up with the pace of change, both
regulatory and technological.

4.10 Various consumer representatives have made the point during the discussions
surrounding this text, that it is impossible for consumers and consumer advocates
to keep up with the rapid developments in technology, and that the efforts of
business to inform consumers and empower them to make their own choices, while
valuable, were not as effective a method of consumer protection as defined rules

8 http://www.iso.ch/iso/en/commcentre/pdf/CascoServices0108.pdf. Conformity assessment: Products and services: the
added value of consumer participation in standards development – a personal view / by Joyce Blow, Former Chairman of the BSI
Consumer Policy Committee in ISO Bulletin Volume 32 No. 8 August 2001 p15-18.
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and standards with enforcement. The problem of the growing complexities of our
global environment, the convergence of formerly separate sectoral activity, and the
accelerating pace of technological change is one faced across the spectrum of
societal endeavour, and the most frequently heard recommendations revolve
around better communications, education, and more dialogue. We have addressed
this issue in the context of possible standardization activities; it is a very real
problem, given limited resources.

The growing prominence of Privacy and Data Protection issues

4.11 Privacy advocates have given prominence to the internet security and privacy
issues such as described above, particularly in the United States, where there have
been some high profile complaints and investigations. When the internet advertising
company Doubleclick announced in February 2000 that it was going to merge the
enormous offline mailing list resources of Abacus, a direct marketing firm that it had
recently purchased, with its online behaviour patterning resources, there was a
huge outcry sparked by a very few advocates, who complained to the press and the
Federal Trade Commission. Seventeen state attorney generals joined the fray and
there was a steady feed of stories on the issue as the company struggled to handle
a major public relations disaster. Of most interest to business leaders around the
world, however, was the 50% loss of their market capitalization which Doubleclick
experienced that summer, and the fact it has not yet been able to utilize the
information resources of Abacus.

4.12 There have been many other privacy stories over the years, but this one is
important because of its size, because of the economic consequences, the extent of
involvement of normally hands-off US regulators and prosecutors, and the rather
arcane and high tech nature of the original complaint. Furthermore, it was not
apparent that the company was actually violating any laws when it was originally
attacked, and the court decisions thus far appear to be supporting this view.
Nevertheless, this case alone spawned a big effort in the online advertising industry
to draft a code of conduct to govern their use of personal information and the
provision of consent opportunities to the public, it has generated new jargon
(“robust” notice and choice), and it has prompted investment groups and auditors
performing due diligence on companies to start examining compliance with data
protection law and policy much more thoroughly. This is a new phenomenon in
North America, and has led to calls for more uniform standards to describe best
practice or the acceptable level of compliance.

4.13 An interesting aspect of this case is that Doubleclick announced in June 2001 a
new approach to privacy9. While it shows leadership in the industry, a complete
transformation from their practices eighteen months earlier, and a great deal of
transparency, this was still not good enough for some of the privacy advocates, who
were quoted again in the press disparaging the company10. Generally speaking,
business likes to set its own rules of conduct but a potential downside is that it can
be difficult to defend such independent rules if challenged. Standardization creates
a level playing field for essential requirements and where consumers are
adequately involved allows individual businesses to assert “please work with us to
change the standard if you are not happy”. The consumer benefits because their
needs will be met by all who adopt the consensus rules, and business has the
security of knowing that they will not be disadvantaged by investing in complying
with minimum standards.

9 http://www.doubleclick.net/us/corporate/presskit/press-releases.asp
10 http://www.atnewyork.com/news/article/0,1471,8471_777951,00.html, http://www.junkbusters.com/doubleclick.html
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4.14 Because much of this case turned on public relations, it has led to more
transparency among companies, to a point where it is often argued now that US
companies – which are largely unregulated in respect of comprehensive data
protection rules – are implementing more transparency and due diligence in the
matter of data protection than European companies – which are regulated and duly
registered with the relevant data protection commissioners. Whether this is true or
not is beyond the scope of this report, but the fact that it is frequently being asserted
does lead logically to the next question: how is compliance with data privacy and
with consumer protection being measured? Various technologies and standards
such as P3P from the World Wide Web Consortium (W3C) are also being adapted
to aid in transparency via the web. It is expected that these will have an important
role in demonstrating compliance in the future, but at this point in time it is not quite
clear to users what standards or sets of fair information practices organizations are
adhering to.

4.15 What does this controversy have to do with standardization in Europe? Along with
other less high profile cases, it has generated an awareness among global
corporations that there is a decided vulnerability in the area of privacy protection,
which cannot be mitigated by simple compliance with applicable law, with a low
profile public stance on privacy, and without resort to audit to verify compliance to
an acceptable standard of care. There are risks associated with inadequate data
protection practices. These risks must be understood in the context of the
responsibilities of consumers, industry and data protection administrations. Each
should take appropriate steps to minimise and control such risks. Anything less is
foolhardy and in some cases can lead to irreparable harm. Since the issue rises
above national law, it is best dealt with by company-wide policies, a stance which
necessitates formulation of codes of practice or standards within the company.
Many of the larger players have banded together through their trade associations or
through consortia to agree on common approaches, and in the case of marketing
organizations have agreed on sector wide codes of conduct, education campaigns,
and common messages. One example of such activity is the Privacy Leadership
Initiative, headed up by the CEOs of IBM, Procter and Gamble, and Kraft. These
companies have recognised that there is a need to reassure consumers that their
methods and practices with respect to personal information meet consumer
expectations, and have made a commitment at the most senior levels to improve
transparency and provide information materials about privacy11 to the public.

4.16 From the perspective of the consumer or those tasked with oversight of data
protection practices, such transparency and public education efforts can be a
double-edged sword. Differing and inconsistent approaches can lead to consumer
confusion. Unless all notices and explanations track a common set of requirements,
such as a national law, they may actually confuse the consumer and lead to more
anxiety or lack of trust. On the other hand, in the United States, the recently
enacted Gramm Leach Bliley legislation12 for financial privacy prompted a spate of
legally required notices to be sent to consumers, and the flood of mail may in fact
have raised more privacy concerns than existed before.13

4.17 Audit firms have seen a growth of business in this area, but it is not clear that they
are all auditing to the same standards or providing similar advice in terms of
concrete business practices necessary to implement acceptable levels of privacy

11 www.understandingprivacy.org
12 Financial legislation passed in the United States in November, 1999. The Act repealed the 66-year old Glass-
Steagall Act, which prohibited banks, securities firms and insurance companies from affiliating. In this context most
noted for its privacy provisions
13 For a discussion of the inadequacy of the notices from a consumer’s point of view, see www.privacyrights.org
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protection. Many audit firms are expanding the mandates of their IT consulting
practices to include privacy, and are grappling with the conflicting drives of security
and privacy at the management systems level. Legal firms throughout Europe, on
the other hand, have been auditing for compliance with data protection law both
domestically and across borders, and are having to grapple with the increasing role
that IT systems play in day to day compliance. Privacy professionals frequently hear
complaints that IT specialists are overly simplistic about legal requirements, and
lawyers are unconcerned about technological realities. It seems there may be a
need for a more articulated multi-disciplinary approach to audit for privacy
compliance, or a set of specific standards that force the use of the best relevant
expertise.

4.18 It has been pointed out by commentators that in order to address the varying
approaches which auditors have taken to the task of the privacy audit, and address
auditor training and accreditation, it is first necessary to agree on the standard to
which they are auditing. Both the UK Data Protection Commissioner and the
Netherlands Data Commissioner have done valuable work on audit guides, each to
the requirements of national law. The large audit firms have their own proprietary
instruments which they use in their global and strictly local practice, and the Safe
Harbour Agreement14 has its own requirements. From the perspective of SMEs and
consumers particularly, but probably other larger organizations as well, this
proliferation of practices amounts to more work for them to do in order to
understand what standards are being met, and what it means in practical terms.

4.19 Security standards are much more developed, but matters are not clearer when
security issues intersect with privacy issues. Many of the privacy cases which hit
the press, whether from hacking attempts or insider abuse, are directly related to
the lack of adequate care taken by companies in protecting the assets of personal
information. This is a clear violation of one of the fundamental principles in any
scheme of data protection, from the OECD Guidelines to the Directive. It is also not
surprising to security experts, who have argued for years for more resources to
harden their systems and staff to perform due diligence, but the fact that mistakes
can now result in high profile public embarrassment over violation of privacy, does
tend to change the dynamics. When this materializes into resources, more attention
will be paid to data protection, and the logical questions about what the acceptable
standard of care should be, are likely to be asked. There is some evidence that this
is already happening now, since some companies who mobilized to solve Y2K
problems have turned at least a part of that workforce onto the issue of privacy.
Security experts are used to the concept of standards, and are warmer to the idea
of standards being useful in the area of data protection than the lawyers who have
traditionally addressed the issue as a concept of law and fundamental human
rights.

4.20 A relevant North American development is that some insurance companies are
interested in underwriting electronic commerce business, but do not know what to
make of privacy and are therefore unwilling to take a risk they cannot quantify. This
may push companies sooner rather than later to take an interest in standards, in
order that they can establish that they are meeting expected management
practices. At the moment, the closest one might come to an approximation of these
management practices would be an opinion from one of the large audit firms, who
may suffer from conflict of interest charges/issues in that they are running

14 The U.S. Department of Commerce and the European Commission have developed a "safe harbour" framework
that allows U.S. organizations to satisfy the European Directive's requirements and ensure that personal data flows
to the United States are not interrupted. On July 27, 2000, the European Commission issued its decision in
accordance with Article 25.6 of the Directive that the Safe Harbor Privacy Principles provide adequate protection
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consulting practices to advise clients on security and privacy issues, and then
auditing them. An international standard of management practice would do much to
relieve this situation, as would agreed audit practices and training for the auditors.

4.21 These needs could be met if privacy protection were to be treated as a quality
scheme such as ISO 9000, but there appears to be significant reluctance in the
business community for such an approach to be taken. In 1997 the Standards
Council of Canada backed the earlier recommendation of COPOLCO to investigate
the merits of an international standard for privacy, but the resulting ad hoc technical
committee could not reach agreement because of the widely divergent views on the
issue, and the general aversion that business expressed for quality standards. (See
report of the ad hoc committee, www.scc.gc.ca) It is the view of some privacy
scholars, however, that a viable alternative for management standards has not yet
been proposed. (see Colin Bennett, Objections to the Objections, and his
comments on the first discussion draft of this document, as well as those of Charles
Raab)

4.22 One of the fastest growing areas in the area of data and consumer protection is that
of privacy or e-commerce seals. These first came into prominence in the context of
the B2C e-commerce explosion and the discussions between the United States and
Europe over the Safe Harbor Principles, during which time US privacy advocates
were calling for action in the US to protect US citizens. Several privacy seals were
developed, focused on websites, which would certify to a member of the public that
a website had a privacy policy and was a safe place with which to do business. It is
beyond the scope of this report to analyse the particular examples of this
phenomenon, furthermore this has already been done by a variety of data
protection experts and consumer advocates. (see
http://www.ipc.on.ca/english/pubpres/papers/summary.htm, “Web Seals: A Review
of Online Privacy Programs”.  This was a joint paper by Ontario's Information and
Privacy Commissioner and the Federal Privacy Commissioner of Australia, for
presentation to the 22nd International Conference on Privacy and Personal Data
Protection, Venice, Italy). We have analyzed one example in the next section, with a
view to illuminating its utility in terms of implementing the Directive 95/46/EC.
Suffice to say that there are several market leaders, notably, TRUSTe15, and BBB
Online. BBB Online, a product of the Better Business Bureau in North America, has
completed mutual recognition agreements with JIPDEC of Japan, and has now
announced a cooperative arrangement with FEDMA in Europe, to provide seamless
coverage for consumers and assist each other in dispute resolution issues. The
plan is that this exercise will develop into a broader scheme for e-commerce, which
is badly needed if e-commerce is to achieve its full potential for consumer
transactions.

4.23 The issue of consumer confidence in e-commerce has been addressed by the
OECD, during the preparations for the Ministerial Conference on Electronic
Commerce held in Ottawa in October 1998, and a set of voluntary Guidelines for
consumer protection were developed. COPOLCO has once again become active in
endorsing an international standard in this area, and Canada among other countries
has started work on a standard. There is some conflation in the minds of many of
the notion of an international code of consumer protection in e-commerce, which
would provide assurance of good business practices over a range of issues,
including returns, customer service, data protection, dispute resolution, etc, with a
“seal of seals” that provides assessment of seals. While there may be some benefit
for industry in having competitive proprietary seal programmes which are voluntary,

15 TRUSTe - An online seal program. Web sites which display this seal have agreed to abide with certain principles
regarding user privacy. A user can access the site's privacy policy by clicking on the seal.
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there is widespread agreement among consumers that this only creates confusion
for them16. The consumer does not want to have to research a logo or seal to
determine whether it guarantees adequate practices. It is important that we do not
reach the point where consumers trust none of the plethora of different schemes
that have emerged, and which are continuing to emerge.17

4.24 In our view a clear set of criteria for privacy seals programmes is a priority and,
although the issue is much wider than personal data protection, a standard set of
criteria for overall website good practices, would help considerably to ensure
confidence that sites meeting these criteria would protect personal data adequately,
and also respond to consumers stated preference for one seal as opposed to two.
CEN’s Swiss national member, SNV, proposed a CEN/ISSS Workshop entitled
“Regulatory and self-regulatory compliance and trust for e-business” (CEN/ISSS
WS/e-Trust), which addresses issues that seals programmes need to take account
of. We recommend support to these proposals at the European level. We believe
this initiative has the capacity to provide input towards a global standard, although
additional work would be needed to cover the seals issue fully.

Privacy Enhancing Technologies (PETs)

4.25 The issue of privacy enhancing technologies was first introduced to data protection
authorities through the 1995 release of the joint report of the Dutch and Ontario
Data Protection Authorities entitled Privacy-Enhancing Technologies: The Path to
Anonymity. (http://www.ipc.on.ca/english/pubpres/papers/summary.htm or
http://www.registratiekamer.nl/bis/top-1-1-9-5-2.html) Since that time many
technical solutions and tools for protecting privacy have emerged, each performing
certain functions necessary for data protection, but never all. Some parties
participating in this discussion have drawn a distinction between privacy enhancing
technologies, which actually improve privacy options by, for instance, providing
anonymity through strong encryption and secure authentication, and privacy
enabling technologies, which are management tools to facilitate the delivery of other
policy instruments, such as a privacy policy generator. The Project Team is not
convinced that this is a distinction which will assist in bringing clarity, particularly
since the acronym is the same, but we do note the difference in the deliverables.

The incorporation of PETs into strategies for privacy receives some encouragement
from Article 17 of Directive 95/46/EC, which requires data controllers to implement
‘appropriate technical and organisational measures’ to protect personal data,
especially in network transmissions. Recital 46, which augments the meaning of
Article 17, highlights the requirement that these measures should be taken ‘both at
the time of the design of the processing system and at the time of the processing
itself’, thus indicating that security cannot simply be bolted onto data systems, but
must be built into them.

Wherever technical measures are insufficient or unfeasible, organisational
measures can be taken, or organisational measures can enhance the technical
measures in a coherent package. Whenever there is a choice between

16 For example “There may be much confusion on trustmarks and an emerging danger of too many seals” in
Consumers in the Online Market Place: OECD Workshop on the Guidelines - One Year Later. Report of the
Workshop, 13-14 March 2001, Berlin, Germany, page 28 http://www.oecd.org/dsti/sti/it/secur/act/Berlin/berlin-ccp-
report.pdf.
17 Pundits may wonder why consumers are still reluctant to trust e-commerce, but it seems perfect common sense
when most of the Internet sites which popped up during the dotcom mania of 1999-2000 are dead and gone. Most of
us like consistency and persistence in our customer relations; just as we like to see a bricks and mortar store in the
same place we last visited it, we expect to be able to find an e-commerce site the same place we left it, in a
recognizable way. However change is a consistent factor on the Internet these days.
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organisational and technical facilities as part of a balanced processing policy, the
Dutch Data Protection Board for example, always prefers the latter. Technical
measures are usually more efficient, as it is more difficult to escape their effects.
While the definition of ‘organisational measures’ is left open, it is important to note
that it draws attention to managerial and other human systems through which
technical devices are put into effect, and therefore opens up a path towards shaping
the regimes of staff accountability and responsibility within business firms or
government agencies.

In applying PETs, the person responsible can choose two strategies: either focusing
on preventing or reducing identification; or focusing on preventing unlawful
processing of personal data, in accordance with the directive. A combination of both
is also possible18.

Whether, in all reasonableness, PETs can be required depends on the weighted
factors in the particular situation, such as technical status, cost and risk. PET
opportunities will increase if measurable and quantifiable experience shows that
PETs offer efficiency advantages for data processing policy, for instance by
simplifying procedures, avoiding red tape through better business processes, or
reinforcing security. However, the application of PETs in old, existing data systems
is not always feasible. For example, opening up existing data systems to introduce
an identity protector can be very expensive. In addition, the owner of the old data
system often lacks the courage and will to carry out such operations as the
‘spaghetti’ usually cannot be disentangled due to the many releases and patches.

The major opportunities for PETs are therefore in the design and implementation of
new data systems. The latest data systems do not necessarily completely comply
with the requirements set in the Directive or the related national legislation. To
implement efficiently the requirements formulated in the directive, it is important to
realise a proper system of general processing measures and procedures on the
basis of the protection of company processes and in connection with specific
protective measures for the processing of personal data. It has already been
indicated that PETs offer an excellent means to be applied effectively to enhance a
balanced policy for the processing of personal data. Organisational measures will
remain necessary besides the preventive technical measures provided by PETs,
although on grounds of reliability there are many reasons why PETs may be
preferred.

4.26 The range of tools includes the following:

� Encryption  For pure encryption of communications and documents, the most
well known is perhaps PGP, or pretty good privacy, but there are many
systems in common use, using both public key and symmetric key
cryptography.

� Anonymous and pseudonymous browsing, email, and remailing systems
There are many systems in use, from free “trust us “ solutions that assign
pseudonyms to identifiable clients, to practically unbreakable pseudonymous
email and browsing, achieved through a mix of strong public key encryption
and onion routing systems.

� Platform for privacy preferences or P3P  A protocol for coding websites in a
way that browsers can recognise, with the privacy choices of the individual or
consumer
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� Privacy policy generators  The Microsoft policy generator will generate a
policy based on questions posed to the website owner, and this policy should
then be readable by the P3P-enabled browser of the customer, once that
customer has designated his privacy preferences. The OECD has published a
policy generator with the cooperation of Microsoft and Oracle, but reflects a
more rigorous approach to the questions asked, in keeping with the European
emphasis on applicable law.

� Smart cards  There is a wide range of smart cards in use, some smarter than
others. Technical standards exist for them, and the Common Criteria address
some of the issues which security professionals need to consider when
deploying them.

� Biometric readers  There is a wide variety of biometric devices in use. Most
provide better authentication than would be available without them, depending
on the medium. However, they are being deployed widely as tools of public
surveillance, raising privacy anxieties19. While public opinion in Europe has
been predominantly on the side of “public safety”, and video surveillance and
face recognition systems have been accepted with equanimity, there has been
more controversy on the other side of the Atlantic, and it may be that public
opinion may change and tip the other way in Europe. Public opinion in the US
since the events of 11 September has tipped overwhelmingly towards public
safety and the merits of surveillance, but it might be wise to give this issue
some time before concluding that biometrics in public spaces are here to stay.

� A negative reaction to biometrics would have a negative impact on data
protection in general, because voice recognition systems and retinal scans are
generally thought to be more reliable as authenticators than some of the
password and important fact systems currently in use for online and telephone
authentication. E-commerce definitely demands stronger authentication if it is
to get off the ground.20

� Cookie managers and website analysis tools which detect web bugs or
clear GIFs 21 There are of course many security tools, which could be listed
here, such as firewalls, intrusion detection systems, and authentication
mechanisms, but we have limited ourselves to tools that are promoted for
predominantly privacy purposes. As discussed earlier, there is considerable
overlap between security and privacy. It goes without saying that you need
firewalls and detection systems to protect the personal information that bad
actors could retrieve from a website or from entry to networked computing
resources through a website. The Directive specifically requires in Article 17.1
that “The controller must implement appropriate technical and organisational
measures to protect against accidental or unlawful destruction, loss, alteration

                                                                                                                                                      
18 Borking J and Raab C, 'Laws, PETs and Other Technologies for Privacy Protection' (2001)
19 One famous recent case was the deployment in the Stadium hosting the Superbowl in Tampa, Florida, of face
recognition systems
20 The Open Meeting took place 16 days after the terrorist atrocities in New York, Washington and Pittsburgh; the
Project Team expects that the debate about increased surveillance will continue to be a prominent issue for some
time to come. Nevertheless, we believe the comments stand.
21 Web Bug / Clear GIF - A graphic on a Web page or in an email message that is designed to monitor who is
reading the Web page or email message. A Web Bug is often invisible because they are typically only 1-by-1 pixel in
size, with no colour. Among the information collected is the IP address of the computer that the Web Bug is sent to,
the URL of the page the Web Bug comes from and the time it was viewed. The Web Bug is also known as a 1-by-1
GIF, invisible GIF, tracker GIF, and web beacon.
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or disclosure, at a level of security appropriate to the risk posed by the
processing”. It is our view that these security tools are best dealt with in the
security standards area, although a management standard or code of best
practice might specify that security tools meet certain of the common criteria
suite of standards, or meet the International Standard of ISO/IEC 17799: 2000
(originally British Standard 7799). Having said that, if a tool is being relied on
and is not being addressed by security standards or protocols, then the
question must be asked as to whether it should be included in PETs
assessments.

4.27 The Ontario, Dutch, and German Data Protection Commissioners continue to be
actively involved in PETs activities. Together with industry and a number of other
privacy experts with similar expertise in technologies, they are meeting to discuss
the criteria of evaluation for PETs, among other things. This is important work that
could serve as the basis for a much clearer understanding of how such
technologies contribute to the implementation of the Data Protection Directive.

4.28 Formal standards organizations and a large number of the more than 350 ICT
industry standards consortia are working on technical standards in the area of
security devices, telecommunications protocols, networks and devices, terminal
equipment, and financial instruments such as stored value cards, electronic cash
and credit cards. Many of these standards potentially have impacts on data
protection and the implementation of the Directive but it is certain that very few of
these take any real account of either at present. The presence of CEN, CENELEC
and ETSI at the European level in collaboratively considering these issues, in
liaison with ISO, IEC and ITU-T respectively at the global level, should ensure
coherence in the products of the official standards bodies, but the real problem lies
in persuading the global consortia to address these issues also. The European
standards organizations should be encouraged to continue their bridge building with
the industry consortia and to mutually assist one another in adding value to their
own products by taking due account of the legal requirements as well as of end-
user needs. The question we need to ask in the context of our study is whether
there is additional standardization activity which could help ensure that data
protection principles are considered when technical standards are developed.

Education and Awareness

4.29 As mentioned earlier, the ever increasing complexity of working in a global
networked environment, coupled with the pace of technological change and its
almost immediate implementation at the global level make it very hard for national
data protection authorities and consumer groups to keep up with developments,
educate consumers, and provide useful input on privacy impacts or legal
requirements to technical standards making bodies. The unfortunate result is that
privacy requirements are often not built in at the design phase, where the cost
would be least. Once a technology or system is deployed, very often the privacy
issues emerge and interfere with the deployment or use of the technology, but
change is extremely expensive at that stage. Data commissioners have done very
useful work in this area and continue to do so through the Article 29 Working Party
on Data Protection, but generally they do not have either the resources or the
expertise to examine all of these issues, nor an appropriate mechanism for
providing their views to technical players, resulting in a poor dialogue between
industry and the oversight bodies. Industry for their part have not always been
proactive in initiating a dialogue with the appropriate authorities, and in a pan-
European context, it is not always clear which authorities would be the most
appropriate to contact.
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4.30 Consumer advocates, particularly in North America, have been addressing these
problems by dividing the work up and using the campaign approach, where many
organizations sign on to a letter, campaign, or complaint which they feel needs to
be addressed but which likely most of the groups signing on would be unable to
analyse from a technical point of view. A recent example is the complaint to the
Federal Trade Commission against Microsoft, led by the Electronic Privacy
Information Centre, but signed by a wide range of consumer organizations ranging
from Consumers International to the Privacy Rights Clearinghouse and the Centre
for Media Education. It alleges that the new Microsoft XP operating system is a
system of services incorporating “Passport”, “Wallet” and “Hailstorm” which “are
designed to obtain personal information from consumers in the United States
unfairly and deceptively. The public interest requires the Commission to investigate
these practices and to enjoin Microsoft from violating Section 5 of the Federal Trade
Commission Act, as alleged herein.”

4.31 This complaint is a highly technical document, but in order to make allegations
about the information practices of operating systems, browsers, and data
management programs, it is necessary to understand how the systems work and
interoperate, what happens to the personal data and how that meshes with
applicable law, how the technical remedies suggested would or would not
ameliorate the situation, and what the capacity is for other players and competitors
to offer their products and services. For instance, in a supplemental materials
document presented August 15, 2001, the complainants allege that the Microsoft
Windows XP will disable privacy and security programs such as Black Ice and Zone
Alarm, as well as employing a feature known as “driver blocking” which disables
programs that do not use compatible device drivers. Our point is not to comment on
the merit of any of these allegations, but merely to stress that the average
consumer organization, which is trying to keep up with everything from fireproof
pyjamas, hormones in the drinking water, to genetically modified foods, is ill
equipped to make meaningful comment on such a technological development, in a
timely way.

4.32 Similarly, technical experts who are struggling to keep up with developments and
market opportunities are unlikely to be able to track data protection developments.
They want a document that tells them what the privacy requirements are, and they
usually need help interpreting the informational ramifications of technologies and
network architectures. Two current examples of overripe problems are the wireless
LAN and Internet developments, and geo tracking systems in cars and other
smaller devices. The Data Commissioners, through the Article 29 Working Party on
Data Protection  and the annual Data Commissioners Conference, have done
valuable work, but an ongoing forum with a matrixed composition of participants
might be able to contribute valuable and timely insight into these developing
problem areas.

It is the view of the IPSE that there is a need for formal standards bodies to rise to
the challenge of bridging the gap between the technical standards process and the
players who operate there, the legislative environment and the lawyers and data
protection authorities, and the IT, security, and audit professionals who recommend
systems and audit for compliance with best practice. This could take place through
a series of roundtables, a regular surveillance of standards, which have an impact
on privacy and a report to all players, and/or a formal process of vetting standards
for privacy compliance. It is our view that this discussion is long overdue, and while
processes to improve communication may take a while to evolve, CEN, with its
national members, could provide a useful forum and leadership in helping improve
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dialogue and set up processes that would facilitate more timely intervention on all
sides.

Methodology

4.33 The EU/EFTA mandate for this study states specifically that the report should be on
“the identification of future requirements in support of the European legal framework
for data protection, taking account of the available work in this field”. In the
preceding sections we have attempted to outline some of the work going on in the
field, and some of the events and trends in privacy and data protection that are
influencing the environment. In this section, we examine the basic policy
requirements of the Directive, in the context of other European initiatives which
have a bearing on the interpretation of the Directive.

4.34 One of the criticisms of the first exposure draft of this document was that it was not
clear in what sense terms such as policy and codes of practice were being used.
This is certainly an area where confusion reigns, and we do not wish to add a
further contribution. Colin Bennett, author of “Regulating Privacy” and whose
scholarship has focused on standards and their contribution to assessment
methodologies, offered this useful analysis of the problem and of the policy
instruments in his response to the discussion draft of this report:

In conclusion, I would contend that the landscape for privacy protection is
littered with a number of quite confusing policy instruments. I think there
are four essential functions that any business needs to perform if it wishes
voluntarily to self-regulate and assure customers and clients that it
pursues privacy-friendly practices. The self-regulatory process should
involve: 1) An agreement and statement of organizational policy; 2) a
codification of that policy throughout the organization or sector; 3) a
verification of those practices through some external and independent
conformity assessment process; and 4) the assignment of a “seal of good
house-keeping”. There are four conceptually and procedurally different
policy instruments: privacy commitments, privacy codes, privacy
standards, and privacy seals. Ideally these four instruments should be
cumulative.

4.35 This is helpful, although it should be noted that Bennett is speaking from the
perspective of an advocate of management standards, and the instruments he lists
are the ingredients in a comprehensive regime such as an ISO Quality standard.
Another way of seeing the problem is as a hierarchy of instruments, particularly in
an environment where there may be a mix of legal requirements that set the policy,
whether industry cares to voluntarily self-regulate to match that policy or not. In this
schema, law, precedent, and industry self-regulatory best practices establish a set
of policy goals. The next level in the hierarchy would be the management practices
which provide for how organizations implement the policy. This would correspond to
a set of best practices or a management standard, depending on the view of what
the next desired level in the hierarchy might be.

4.36 From this level two practical problems arise. The first is how to ensure compliance
with the set of best practices. There follows a range of options, ranging from internal
self-auditing, to independent external audit, and in the European legislated
environment, to audit and investigation by the data protection authorities. All of this
oversight and audit activity, in our view, could benefit from standardized
procedures, a fifth policy instrument. The second is how to determine what is best
practice, or “industry best efforts”, with respect to the various different sectors of
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business activity, and with respect to the range of security, privacy, and IT tools.
The methodology of security audits and conformity assessment are still a topic of
debate at ISO, although ISO/IEC 17799 has been described as a useful tool or
code of practice. A broadbased security audit might best be described as a parallel
activity to the full privacy audit, of similar scale but with different goals and best
done by security professionals. Industry best practices could get down to the level
of detail that is necessary to describe the use of a tool in a given industry. For
instance, the Network Advertising Initiative has established detailed procedures for
opting out22 of profiling based on the use of cookies23, and has set standards for its
members. Compliance with this kind of specific set of practices could be assessed
by security professionals in a specific audit, but there are many other issues that
would have to be addressed in a comprehensive security audit. Another earlier
example would be the use of caller line identification. These specific codes of
practice regarding how to use a tool could be conceived as a subset of the fifth
policy instrument, or a sixth separate instrument.

4.37 It is at this juncture that the criteria for privacy enhancing technologies and other
tools such as P3P must somehow be evaluated for their contribution to achieving
the root policy goals, in this case principally those of the Directive. We must also
comment on the value of sectoral codes, an area of activity explicitly recognised as
valuable in the Directive, and one that the Dumortier report stresses as a key area
of activity. It seems logical that at the level of detailed areas of implementation,
specific sectoral advice is useful. Often, however, especially in the self-regulatory
environment, sectoral approaches to issues have preceded the settling of the
primary policy discussions. This was an issue when the original two Directives were
tabled. It is preferable to proceed in order, which is why we do not recommend
proceeding on work on specific sectoral codes until a basic set of best practices is
developed.

4.38 Why is the Directive not sufficient in this regard, as the set of primary best
practices? In some areas the Directive sets requirements that depend on
judgements in particular circumstances such as the requirement that processing
should be “fair”. In other aspects the Directive and implementing national laws
remain at a relatively high level of generality, for example in the requirements for
security or rules on data retention. In these cases the approaches to achieving
compliance may have to be different or at least serve a different role. Companies,
particularly small businesses which are relatively inexpert in matters of data
protection and do not have the resources to seek expensive outside help, are
perplexed when they face the issue of compliance to the Directive at first. This is
partly, because it focuses the mind to dwell on detail and the Directive tends to
remain at a high level, leaving detail to national law.

22 A policy under which the user's permission is implied unless the user explicitly requests that his/her information not
be collected, used and/or shared when such use or disclosure to third parties is unrelated to the purpose for which
the information was collected. Contrast with opt-in - a policy for giving permission under which the user explicitly
permits the data controller to either collect the information, use it in a specified manner and/or share it with others
when such use or disclosure to third parties is unrelated to the purpose for which the information was collected.
23 Small text files that are placed on a user’s hard drive - with or without their consent - by the Web site that the user
is visiting, as well as by third-party ad servers. These files record preferences and other data about the user's visit to
that particular site. Cookies also allow servers to monitor a user's browsing habits, including how many times the site
is visited, as well as which files are viewed. Web sites that require user registration use cookies to store your name
and password to accelerate future accesses to the site. Information written to a cookie can thus be read and modified
by the originating server during the online session and any subsequent visits. This is most evident when a user
returns to a site and is greeted by name. Cookies are often used for long term data collection, and may or may not
be matched to personally identifiable information. Information written to a cookie can be encrypted. A Third Party
Cookie is a cookie that is placed by a party other than the user or the Web site being viewed. Typically advertising or
marketing groups who are trying to gather data on general consumer use place these third party cookies.
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4.39 For instance, with respect to “fair processing”, the reasonable expectations of the
individual must be taken in to account, and those reasonable expectations will be
profoundly affected by the knowledge that the individual has about the technologies
involved and the information management practices of all those concerned. This
leads us into the areas of transparency and public education. While we have tried
not to stray too far into the area of consumer education, it is clear that it will be a
vital part of any holistic approach to data protection.

Core functional requirements of the Directive

4.40 Our methodology initially sets out the core functionality required by the Directive
and then addresses the options available and foreseen to provide the necessary
capabilities. For purposes of illustration, we have taken six types of instrument with
potential for standards activity in this area and progressed them through the matrix
of core functionality.

4.41 In considering core functionality we have drawn on the work of the Data Protection
Working Party dated 24 July 1998. “Transfers of personal data to third countries:
applying Articles 25 and 26 of the EU data protection directive”
www.europa.eu.int/comm/internal_market/en/media/dataprot/wpdocs/wp12en.htm

This document sets out the Data Protection Working Party’s views on the
assessment of “adequacy” for the purposes of the Directive. This analysis, which
has now been applied in other work, does not look narrowly at the requirements of
the Directive.

4.42 They have looked at the core standards for data protection. The Data Protection
Working Party study, listed these as purpose limitation; quality and proportionality;
transparency; security; rights of access, rectification and opposition; restrictions on
transfer, and in procedural terms as compliance, support and redress. Our initial
thoughts were that we would consider each of those and review how standards
work, in the broadest sense, could contribute to the achievement of that aspect of
data protection. Then we would amplify those comments in relation to each
standards tool by considering to which aspects of data protection the tool under
review relates and any surrounding issues. It has not been possible to complete this
task in as much detail as we might have wished due to time constraints, however,
we have sought to follow this pattern in a general sense.

4.43 Our starting assumptions were that no one tool or policy instrument would be
equally useful in delivering compliance with all data protection requirements. For
example Privacy Enhancing Technologies (PETs) or encryption may well be useful
in delivering security solutions or data collection limitation but not in delivering
redress. We saw our role as being to comment on which tools appeared to match
well with which objectives, to help in assessing whether or not some further work
could usefully be done on particular areas. Some confusion exists in the minds of
the public and of those experts grappling with the issues of standardization as to
what functionality a tool has; this approach should at the very least provide an
analytical framework to assess this. The IPSE experts have found in their work that
it is unwise to assume a common understanding, even amongst those working in
the fields of data protection and security.

We have assessed the following tools:
- P3P
- Privacy Enhancing technologies: Smart cards
- Contractual clauses
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- Codes of practice: the Global Business Dialogue (GBDe) Personal Information
Protection Guidelines

- Seal schemes and validation methods: BBB Online
- Privacy statement generators: The OECD policy generator

5. Matrix: Considering how to approach requirements “in support of

the European Directive ”

5.1 The first task facing us was to consider what is meant by standardization work
realising compliance with the Directive. It may mean developing broad tools which
deliver a certain level of compliance with the entire Directive or focussed tools
which deliver total compliance with specific provisions of the Directive. We
considered whether we should adopt the approach taken in the Data Protection
Working Party paper to the current task. We recognise that the Directive operates at
2 levels; a higher level which encapsulates the core aims and values of data
protection law and a more detailed level which sets out specific rules for different
forms of processing e.g. collection notices. The Data Protection Working Party have
assessed adequacy in relation to the achievement of the higher level aims. These
are also referred to in the Dumortier study and have now been incorporated into the
European Commission’s clauses for data export contracts. Standards that
incorporate the OECD Guidelines may also deliver a level of adequate compliance
with the core values, however they would not deliver compliance with the detailed
rules in the Directive. We seriously considered whether we should take this
approach as we recognise that the Directive is due to be reviewed and this is a
changing area of law. On the other hand we recognised that a significant reason for
carrying out standards work is to assist with detailed legal compliance in this area
and if the standards proposed do not achieve that they may not be seen as useful
to business. We also recognise the intersection of these issues with the questions
raised above in relation to national implementation. It is important, given the amount
of deep discussion flowing about these issues, to make a clear distinction between
what is useful for meeting a general level of compliance with universally accepted
fair information practices, and that which is necessary to change behaviour and
practices within an organization, in order to bring it into compliance with national
law.

5.2 Bearing all these needs in mind we have taken the Data Protection Working Party
paper headings as a starting point and sought to relate it to those articles of the
directive which cover the same ground. For the most part these are administrative
and scope provisions. An equivalent exercise has been carried out for the OECD
Guidelines, Treaty 108 and Directive 97/66/EC. It should however be taken into
account that these are sometimes overlapping requirements. This analysis is a first
presentation for discussion and further consideration.

5.3 We have excluded from the matrix below those parts of the directive that are not
covered in the Data Protection Working Party Framework analysis approach. For
the most part these are administrative and scope provisions. They include for
example Articles 1 to 4 (Scope and coverage), Article 6.1a (General requirements),
Article 7 (Criteria for making processing legitimate), Article 13 (Exemptions). These
provisions and others (extent and applicability of definitions, lawfulness criteria etc.,)
must be dealt with in any proposed standardization mechanisms.

5.4 It may be productive to work towards a more detailed matrix approach where
different types of standardization work will be seen to support different aspects of
compliance.
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5.5 In effect the result of our approach has been to explore the role of standards at two
levels. Reviewing the scope for and existing Japanese and Canadian standards at a
high level would be a useful standardization activity in the area of a global
management standard. However from an auditing point of view, it is useful to have
specific standards for some of the detailed areas. Our view is that to be useful our
recommendations should deal with the scope for action in a hierarchical way, as
indicated above, but that we must not only focus at a high level. Specific detailed
areas must be addressed because that is where industry associations and informal
standards bodies are already setting the rules, particularly in the e-commerce world.
Examples are the Personalization Consortium, the Network Advertising Initiative
and W3C’s P3P24.

5.6 Before moving on we have to flag that, although our remit is to consider compliance
with the Directive on personal data protection, privacy standardization action may
also require to take due account of other legal requirements, for example those
relating to banking, employment or consumer protection. Global corporations are
developing internal policies and database tools in an effort to cope with the realities
of global data flows and a myriad of applicable laws. Standards, to the extent that
they achieve common agreed values, specificity, and interoperability, would
contribute to these efforts.

5.7 The Data Protection Working Party considered that data protection rules only
contribute to the protection of individuals if they are followed in practice. Therefore
the Data Protection Working Party considered not only the content of data
protection rules but also the system in place to ensure the effectiveness of the
system. They analyzed the adequacy considerations under a number of headings.
The first was substantive or content principles of data protection; the second was
those additional principles, which apply to specific types of processing and the third
related to procedural and enforcement mechanisms. In the section below we have
followed that pattern.

________________________

24 Some implementations of P3P, albeit not complete exist today. For example Microsoft has implemented parts of
P3P already in IE6 Beta and has other activities around P3P.
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High level Aims DP Directive Treaty 108 OECD Guidelines Telecoms Directive

Purpose limitation

“Data should be processed
for a specific purpose and
subsequently used or
further communicated only
insofar as this is not
incompatible with the
purposes of the transfer.
The only exemptions to this
rule would be those
necessary in a democratic
society on one of the
grounds listed in Article 13
of the Directive”.

Article 6.1.b

Personal data should be
collected for specified
explicit and legitimate
purposes and not
processed in a way
incompatible with those
purposes.

Article 13 setting out
exemptions.

Article 6.1a fair and lawful
processing may also be
relevant here.

Article 5 b

Personal data shall be
stored for specified and
legitimate purposes and not
used in a way incompatible
with those purposes

9. The purposes for which
personal data are collected
should be specified not later
than at the time of collection
and the subsequent use
limited to the fulfillment of
those purposes or such
others as are not
incompatible with those
purposes and as are
specified on each occasion
of change of purpose.

10. Personal data should
not be disclosed, made
available or otherwise used
for purposes other than
those specified in
accordance with paragraph
9 except with the consent of
the data subject or by the
authority of law

Article 6

Traffic data must be erased
on termination of the call
except for a limited number
of uses being: billing and
interconnection uses; the
service providers own
marketing with consent;
service provision and fraud
prevention under the
authority of the provider;
legal rules for dealing with
disputes.
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Data quality and
proportionality

“Data should be accurate
and where necessary kept
up to date. The data should
be adequate, relevant and
not excessive in relation to
the purposes for which they
are transferred or further
processed”.

Article 6.1c

Personal Data shall be
adequate, relevant and not
excessive in relation to the
purposes for which they are
collected and/or further
processed.

Article 6.1d

Personal data shall be
accurate and where
necessary kept up to date,
having regard to the
purposes for which they
were collected or further
processed.

Article 6.1e

Data shall be kept in a form
which permits identification
for no longer than is
necessary for the purpose.

Article 5c

Personal data undergoing
automatic processing shall
be adequate, relevant and
not excessive in relation to
the purposes for which they
are stored.

Article 5d

Personal data shall be
accurate and where
necessary kept up to date.

Article 5e

Personal data shall be
preserved in an identifiable
form for no longer than is
required for the purpose for
which they are stored.

8. Personal data should be
relevant to the purposes for
which they are to be used
and to the extent necessary
for those purpose should be
accurate, complete and kept
up to date.

“Data should be accurate
and where necessary kept
up to date. The data should
be adequate, relevant and
not excessive in relation to
the purposes for which they
are transferred or further
processed”.

Article 11

Directory information shall
be limited to that necessary
to identify the subscriber
unless the subscriber has
consented.
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Transparency

“Individuals should be
provided with information
as to the processing and
the identity of the data
controller … and others
insofar as this is necessary
to ensure fairness. The
only exemptions permitted
should fall within Article
11(2) and 13 of the
Directive.”

Article 7a

Personal data may be
processed (among other
justifications) if the data
subject has unambiguously
consented.

Article 8a

Sensitive personal data may
be processed if (among
other possibilities) the data
subject has given explicit
consent.

Article 10

In the case of information
collected from the data
subject he must be provided
with information as to the
identity of the controller, the
purposes of the processing
and other relevant
information when the data
are collected from him.

Article 11

Where information is
collected from third parties

Article 5a

Personal data undergoing
automated processing shall
be obtained fairly and
lawfully.

Article 8

Any person shall be able to
establish the existence of a
personal data file, its main
purposes as well as the
identity and habitual
residence of the controller

7. There should be limits to
the collection of personal
data and any such data
should be obtained by
lawful and fair means and
where appropriate with the
knowledge or consent of the
data subject.

12. There should be a
general policy of openness
about development,
practices and policies with
respect to personal data.
Means should be readily
available of establishing the
existence and nature of
personal data and the main
purposes of their use as
well as the identity and
usual residence of the data
controller.

“Individuals should be
provided with information as
to the processing and the
identity of the data controller
… and others insofar as this
is necessary to ensure
fairness. The only
exemptions permitted
should fall within Article
11(2) and 13 of the
Directive.”

Article 9

The procedures to override
calling line identification
blocks shall be transparent.
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the data subject shall be
informed of the identify of
the controller, the purposes
of the processing and any
other relevant information
before the data is first
processed or disclosed.

Articles 18 to 21

There are obligations to
notify supervisory
authorities of the processing
of data and provisions for
the prior checking of
sensitive processing
operations together with the
requirement that processing
operations should be made
public.
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Security Principle

“Technical and
organisational security
measures should be taken
by the data controller that
are appropriate to the risks
presented by the
processing. Any processing
under the authority of the
data controller including
that carried out by a
processor must not process
data save on instructions
from the controller”.

Article 16

Any person acting under the
authority of the controller or
of the processor who has
access to personal data
must not process them
except on instructions from
the controller unless he is
required to do so by law.

Article 17.1

The controller must
implement appropriate
technical and organisational
measures to protect against
accidental or unlawful
destruction, loss, alteration
or disclosure, at a level of
security appropriate to the
risk posed by the
processing.

Article 17.2

Where a controller uses a
processor to carry out
processing on his behalf he
must choose a processor
who provides sufficient

Article 7

Appropriate security
measures shall be taken for
the protection of personal
data stored in automated
files against accidental or
unauthorised destruction or
accidental loss as well as
against unauthorised
access, alteration or
dissemination.

11. Personal data shall be
protected by reasonable
security safeguards against
such risks as loss or
unauthorised access,
destruction, use,
modification, disclosure of
data.

Security Principle

“Technical and
organisational security
measures should be taken
by the data controller that
are appropriate to the risks
presented by the
processing. Any processing
under the authority of the
data controller including that
carried out by a processor
must not process data save
on instructions from the
controller”.

Article 4

The provider of a publicly
available
telecommunications service
must take appropriate
technical and organisational
measures to safeguard
security of service
appropriate to the risk
presented. In the case of a
particular risk of a breach of
security of the network the
subscriber must inform
subscribers and of any
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guarantees of security and
must ensure compliance
with those guarantees.

Article 17.3 and 17.4

There must be a contract or
legal act between processor
and controller binding the
processor to act only on
instructions from the
controller and to reach the
necessary security
standards. This contract
must be evidenced in
writing.

possible remedies.

Article 5

Confidentiality of
communications by public
telecommunications
networks shall be assured
and tapping, listening,
storage or other interception
or surveillance except
where legally authorised or
with the consent of users,
shall be prohibited, save for
lawful business practices to
provide evidence of
business communications.

Article 7

Subscribers have the right
not to have itemised bills

Article 8

Subscribers must be able to
disable calling line
identification on outgoing
and incoming calls and
refuse calls that fail to
present calling line
identification
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Rights of access,
rectification and
opposition

“The data subject should
have a right to obtain a
copy of all data relating to
him/her that are processed
and a right to rectification of
inaccuracy where they are
shown to be inaccurate. In
certain situations, he/she
should also be able to
object to the processing of
the data relating to him/her,
the only exemptions to
these rights should be
those in line with Article 13
of the Directive”.

Article 12a

Data subjects must be able
to obtain confirmation as to
whether data about them is
being processed, access to
such data and information
about the logic involved in
any automated decision
making.

Article 12b

Data subjects must be able
to obtain rectification or
erasure of data which does
not meet the standards of
the directive.

Article 12c

Where data has been
corrected or removed third
parties who had received
the data must be notified of
that.

Article 14

Data subjects have rights to
object to processing on
justified grounds and in the
case of processing for the

Article 8b

Data subjects must be able
to obtain access to personal
data relating to them and
communication of such data
in an intelligible form.

Article 8c

Data subjects must be able
to obtain rectification or
erasure of data which has
been processed contrary to
the provisions of domestic
law.

13. An individual should
have the right to obtain
confirmation from a data
controller as to whether the
controller has data relating
to him, to have such data
communicated to him in a
form that is intelligible and
to challenge data relating to
him and have such data
erased, rectified, completed
or amended.

Rights of access,
rectification and opposition

“The data subject should
have a right to obtain a copy
of all data relating to
him/her that are processed
and a right to rectification of
inaccuracy where they are
shown to be inaccurate. In
certain situations, he/she
should also be able to
object to the processing of
the data relating to him/her,
the only exemptions to
these rights should be those
in line with Article 13 of the
Directive”.

Article 10

Subscribers must be able to
stop automatic call
forwarding to their terminals
simply and freely.

Article 11

Subscribers are entitled to
be omitted from directories
and to register a right of
objection to the processing
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purpose of direct marketing,
an absolute right to object.

of personal data in the
directory

Restrictions on
outward transfers

“Further transfers of the
personal data by the
recipient of the original data
transfer should be
permitted only where the
second recipient … is also
subject to rules affording an
adequate level of
protection. Exemptions
permitted should be in line
with Article 26(1) of the
Directive”.

Article 25

Personal data shall not be
transferred to a country
outside the EEA unless the
country ensures an
adequate level of protection
which is to be assessed
considering the data,
purposes of the processing,
the relevant countries and
the laws involved.

Article 26

The prohibition on transfer
of personal data does not
apply where one of a
number of grounds can be
relied upon.

Article 12

Personal data should not be
blocked from its transfer to
a State which has signed
the convention but may
block the transfer to another
state if, because of the
nature of the data, the
protection is not equivalent
in that other State.

Article 2 in Additional
protocol of 8 November
2001

Personal data must not be
transferred to a state which
has not signed the
Convention and which does
not have adequate
protection, subject to
derogations

Guidelines 15, 16, 17 and
18

Member States should
ensure that the transborder
flow of personal data are
uninterrupted and secure
and should only restrict
transborder flows where the
country to which the data
are to be sent does not
substantially observe the
guidelines or where the data
requires specific protection
and the other country does
not provide appropriate
protection.

“Further transfers of the
personal data by the
recipient of the original data
transfer should be permitted
only where the second
recipient … is also subject
to rules affording an
adequate level of protection.
Exemptions permitted
should be in line with Article
26(1) of the Directive”.

Additional Principles
Specific issues

Article 8.1

This defines the special

Article 6 No relevant provisions

“Where sensitive categories
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Sensitive data

“Where sensitive
categories of data are
involved … additional
safeguards should be in
place such as the
requirement that the data
subject gives his/her
explicit consent for the
processing”.

categories of sensitive data.

Article 8.2

The grounds on which
sensitive data may be
processed are set out.

Article 8.3

Additional rules relating to
sensitive data

Personal data

Personal data revealing
[sensitive data] may not be
processed automatically
unless domestic law
provides appropriate
safeguards.

of data are involved …
additional safeguards
should be in place such as
the requirement that the
data subject gives his/her
explicit consent for the
processing”

Direct marketing

“Where data are
transferred for the
purposes of direct
marketing, the data subject
should be able to opt-out
from having his/her data
used for such purposes at
any time.

Article 14b

Data subjects have the right
to object to the processing
of personal data for direct
marketing.

No specific provisions. No specific provisions.

“Where data are transferred
for the purposes of direct
marketing, the data subject
should be able to opt-out
from having his/her data
used for such purposes at
any time.

Automated individual
decision

“Where the purpose of the
transfer is the taking of a
decision in the sense of
Article 15 of the Directive,
the individual would have

Article 15.1

Data subjects are entitled
not to be subject to
decisions which produce
legal effects based solely on
automated processing,
where such decisions are

No specific provisions. No specific provisions. Article 12

The use of automated
calling systems or fax
machines for direct
marketing to individual
subscribers must not take
place without the consent of
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the right to see the logic
involved in this decision
and other measures should
be taken to safeguard the
individuals legitimate
interest.”

intended to evaluate
personal aspects relating to
the individual. There are
exemptions from this
prohibition.

the subscribers.
Subscribers shall either be
enabled to opt-out of
marketing telephone calls or
such calls shall not be
allowed without consent.

Procedural/Enforcement
Mechanisms

Delivery of compliance

“The existence of effective
and dissuasive sanctions
can be important in
ensuring respect for rules
as of course can systems
of direct verification by
authorities, auditors or
independent data
protection officials.

Article 27

Codes of conduct are to be
encouraged both nationally
and at European level by
the Commission supervisory
authorities and trade
associations.

Article 24

There must be appropriate
sanctions imposed in case
of infringement of the
provisions adopted by the
Directive.

Article 10

There shall be appropriate
sanctions and remedies for
violation of the domestic
law.

OECD Guidelines

19. There should be legal
administrative or other
procedures for the
protection of privacy and
individual liberties and in
particular legislation, self-
regulation and provision for
adequate sanctions and
remedies.

The existence of effective
and dissuasive sanctions
can be important in
ensuring respect for rules
as of course can systems of
direct verification by
authorities, auditors or
independent data protection
officials.

Support and help to
data subjects

“In the exercise of their
rights, individuals must be
able to enforce his/her

Article 28

The supervisory authorities
must hear claims lodged by
persons affected by
processing and may check

Article 14 – provision of
assistance to data subjects
resident abroad.

Article 1 in Additional
protocol of 8 November

19. There should be
reasonable means for
individuals to exercise their
rights and no unfair
discrimination against data

“In the exercise of their
rights, individuals must be
able to enforce his/her
rights rapidly and effectively
and without cost. To do so
there must be some sort of
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rights rapidly and
effectively and without cost.
To do so there must be
some sort of institutional
mechanism allowing for the
investigation of
complaints”.

the lawfulness of data
processing. Data subjects
shall be informed of the
outcome of such claims.

2001

Parties shall provide for the
appointment of supervisory
authorities with appropriate
powers.

subjects. institutional mechanism
allowing for the investigation
of complaints”.

Provision of
appropriate redress

“Appropriate redress to the
injured party where rules
are not complied with is a
key element and must
involve a system of
independent adjudication or
arbitration with
compensation to be paid
and sanctions imposed
where appropriate.”

Article 22

Without prejudice to any
administrative remedies
there shall be judicial
remedies for breach of
individual rights.

Article 23

Anyone who has suffered
damage as a result of
unlawful processing shall be
entitled to receive
compensation.

No equivalent provision. No equivalent provision. “Appropriate redress to the
injured party where rules
are not complied with is a
key element and must
involve a system of
independent adjudication or
arbitration with
compensation to be paid
and sanctions imposed
where appropriate.”
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6. Application of the Matrix high-level aims to particular
standardization activities

We believe that there is a great deal of confusion surrounding privacy issues, and
that a methodology of sorting out the claims of the various tools would be helpful.
The above matrix is purely a preliminary one for the purposes of discussion, but we
feel that assessing tools against the above criteria helps to establish the weight that
can be given the techniques, and clarifies, particularly to the privacy neophyte, the
work that still needs to be done to assess compliance with the Directive or with
national data protection law. We have assessed six tools, two of which are classed
as privacy enhancing technologies, namely P3P and smart cards. The OECD
privacy policy generator is a management tool, which some might describe as a
privacy enabling technology (the same might be said of P3P). The GBDe Personal
Information Protection Guidelines is a code of conduct, which we would describe as
a management tool. The contractual clauses are a management tool. The BBB
Online webseal program is an assessment mechanism. We do not pretend for a
moment that our analysis is exhaustive, but we hope it illustrates the variety of
policy instruments available to assist in the implementation of the Directive, and the
utility of assessing them against the requirements of the Directive.

We would draw attention to the fact that we chose the GBDe code partly because it
was widely endorsed, and partly because some other codes of practice which have
been mentioned are proprietary. These tools will vary enormously depending on
whether they have been developed with a view to addressing all of the issues in a
core document such as the Directive.

6.1 P3P: the Platform for Privacy Preferences

P3P was developed by the private sector in consultation with the World Wide Web
Consortium (W3C), to meet the challenges of providing users with an internet
experience that matched their privacy preferences. It was felt that if individuals were
able to select the level of privacy they preferred, and could automatically be
informed when a website was not likely to offer policies in congruence with their
preferences, and offered the choice of entering at their own risk or choosing to not
enter, confidence in the internet would increase. This required a standardized
language for the selection of privacy preferences, and the coding of websites so
that the browser was able to interpret the offering for the individual automatically.
This turned out to be not a trivial exercise in terms of complexity, but the product
was released in spring of 2001 and Microsoft has announced that its next browser
will be P3P enabled and will offer new levels of privacy selection that will map all
through its .net suite of products.

The scheme has its detractors, having been dubbed “Pretty Poor Privacy” by the
Electronic Privacy Information Centre (www.epic.org), but it must be acknowledged
that a lot of the criticism was generated by the fact that some P3P enthusiasts were
touting the system as a silver bullet solution to “solve” the privacy problem. The
W3C and Microsoft acknowledge that the tool will not do everything to protect your
privacy. In the following section we consider what it does, according to the
categories of the matrix.
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Purpose Limitation

To the extent that the website has expressed what the purpose of its data collection
is in its policy, and confirms that it will not use information for other purposes, this
tool will meet this clause although it must be emphasized that it only enforces (or
believes) what the website tells it. Unfortunately at this point in the development of
website policies, most of them do not limit the purpose of collection, use and
disclosure to that which is necessary for the primary action or function. The most
common other purposes listed will likely be marketing or further customer service,
but there are many other potential uses of the information, including access by
investigative authorities, sale at bankruptcy to outside interests, and re-use by the
company for new corporate interests in the event that they acquire a new company
in a new line of business who might find the data of interest.

Data Quality and proportionality

Again, to the extent that the website policy limits the extent of data gathering and
commits to collect quality data and make defensible extrapolations, this condition
may be met. On the other hand, there is no check on the extrapolations made from
data inherent in the product.

Transparency

Clearly one of the core functionalities of P3P is its ability to make the website
policies transparent to the browser and present them to the user in a timely,
predictable and concise way. Given that very few people actually read privacy
policies, this is a very strong feature. A glorified opt out box perhaps, but a very
useful and time saving one.

Security

The platform itself is not a security device, but its ability to assist the user in making
informed choices and declining to share data with sites which do not meet the
user’s privacy preferences, has a net effect on security which is positive.

Rights of Access and Rectification

Again, the tool itself does not facilitate access and rectification, but it can tip the
user off to the availability of these functions and facilitate the selection of sites
which do offer access to data and correction.

Restrictions on Onward Transfers

Once again, P3P will enable the browser to tell the user when there is likely to be
onward transfer of data, and allow him to prevent the initial collection of such data if
he does not wish it to be transferred. It does not prevent the transfer, however, we
are still dealing with a transparency feature. A smart card, by contrast, could be set
up to refuse to transfer sensitive data on it but allow access as read only.

6.2 Smart Cards

Smart cards are used for an enormous variety of applications including
communications, healthcare, transport, epayments, identity and authentication, and
vary greatly in their functionality. Colloquially the term may be applied to any card
which may be read by a computer, but for the purposes of this discussion, we are
restricting the term to a plastic card with an imbedded computer chip which is
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capable of data processing. This would rule out cards with magnetic stripes, and
simple stored value cards. A useful analysis of how to assess the privacy of smart
cards has been published by the Office of the Ontario Information and Privacy
commissioner and the Advanced Card Technology Association of Canada in August
2000, and is available at http://www.ipc.on.ca.

Data Quality and proportionality

Smart cards, because of their independent data processing capabilities and their
ability to link to network databases can perform validation and quality control of the
stored data elements and their content. Areas of the card can be secured and
independently accessed ensuring required levels of proportionality tailored to
specific applications.

Purpose Limitation

The smart card is capable of acting as a mini-database itself, collecting, using and
disclosing the information, and as a secure token which identifies the individual and
facilitates the collection use and disclosure of information from a distant database.
The purposes on both sides must be identified and be transparent to the user. If
limits to the functionality of the card are programmed into the card, the card will then
have some functionality with respect to this principle. If not, the reverse may be
true.

Transparency

Smart cards are rarely fully transparent to their users. It is possible to program the
cards so that their contents may be readable by the owner. This would be a helpful
step but it is rarely taken. In the programming of the functionality of the card,
statements could be programmed in that would guide the user to the actions of the
card as it is being used. Alternatively, documentation could be provided with the
card that explains how it works. Again, this rarely happens. Security and tamper
proofing concerns may at one time have been a motivator behind this lack of
transparency, but there is certainly no reason for it at this stage of the technological
development.

Security

The security of smart cards themselves has always been a major concern and
intense efforts have and are being exerted to ensure potential compromises to their
information security are minimised. If we compare them to a common magnetic
stripe bank card with pin, it is clear that the relevant card in each case, by providing
secure identification and a token interface, enables a secure transaction with for
example a bank machine in the wall of a building. The consumer trusts the card, the
bank trusts the card, and the devices are able to provide an adequate level of fraud
protection. However, there are many security attack points in such a system. Some
are operational relating to when and where a card is used e.g. cards enable people
to go to a machine on a wall in a dark deserted street at midnight and remove 200
euros, the security risk has been enabled by the card but has nothing to do with the
card specifications. Others are technical e.g. 4 character pin codes are relatively
easy to crack and hence there is usually a low limit restriction on the number of
failed attempts permitted before the system assumes there is a break-in in progress
and takes appropriate action. In general smart cards have more need for tamper
proofing than for example magnetic stripe cards because they have enhanced
functionality and have more secrets or valuables to offer. To protect against this,
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information on the card can be encrypted, access controls can be set to limit the
availability of the information to users, whether authorized or not. To the extent that
this is properly done, a smart card can deliver a high level of security.

Rights of Access and Rectification

Rarely does an individual actually view and access the information on his or her
card in its entirety, although some features and information may be shared with the
user when the card is used. Access and rectification capabilities can be
programmed in subject to technical and content safeguards appropriate to the level
of risk to be assumed. In general depending on the reader and input devices used
the smart cards and network system can be configured to accept changes from the
user and provide notice if the requested data change is denied.

Restrictions on Onward Transfers

The card can be programmed to refuse or accept requests for onward transfers of
data both via its functionality as a token authorizing actions at a remote database,
or by making decisions about the data that it holds itself. In situations where the
individual is given autonomous functional control and gives consent for onward data
transfer, the authority required to do this could be built in and prompts provided.
Where there is an absolute prohibition on onward transfers (e.g. transfer of
sensitive data to a jurisdiction without adequate data protection) the card can be
programmed to refuse to part with the data.

6.3 Standard Form / Precedent contract clauses for contracts with
processors

Recommendation 3 of this report proposes development of a set of contract clauses
reflecting the requirements of Article 17 for use within the EEA. In the responses to
the draft report there has been widespread misunderstanding of this
recommendation with several commentators suggesting it duplicates ICC or
Commission work. As the recommendation refers only to contracts for EEA use it
does not duplicate other work; on the contrary, it should be seen as complementary.
This section analyses how such processor contracts can contribute.

Purpose limitation

The organization to whom the data has been transferred has a responsibility to
ensure that no use or disclosure of the data is made without the consent of the
controller, beyond the specified purposes. Standard contractual clauses could
specify this, reflecting the purposes originally cited in collecting the information.

Data Quality and Proportionality

There is no immediately apparent application for contracts in support of this value.

Transparency

There is no immediately apparent application for contracts in support of this value.
As with access rights, the allocation of which party would be responsible for
maintaining public information and notice provisions might be determined through
contract.
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Security

This requirement is detailed in the Directive. In particular Article 17.3 and 17.4
incorporate requirements that the mandatory agreements between processors and
controllers be in writing or evidenced in writing. These agreements will have to be
entered into by every data controller who uses a data processor and each
agreement must reach a minimum standard to achieve compliance with the
Directive.

The appropriate method of ensuring by contract that the processor meets the
required standard is not set out in the Directive. Data controllers throughout the EU
are having contracts drafted or drafting their own and they vary considerably. For
organisations which process for many controllers the position is one of some
difficulty. Not only are they having to review many different forms of contract, with
the attendant management time and legal costs involved, but some of the clauses
included can be a source of real difficulty. As an example there is a requirement
that the controller must be able to be satisfied that the processor is abiding by the
terms. Some contracts include a clause requiring the processor to allow the
controller to inspect the security arrangements or inspect the data. For processors
who process for many controllers such inspection may be in itself a threat to the
security of their other customers.

Potentially the development of a range of standard terms dealing with the areas of
possible conflict with guidance on where particular terms might be appropriate
would be a useful exercise.

Rights of access, rectification and opposition

Contractual terms could be developed to deal with the allocation of these.

Restrictions on outward transfers

Contractual terms have already been developed to deal with outward transfers (see
earlier references).

6.4 Privacy Codes and Guidelines

A number of privacy guidelines, codes and good practice advice documents have
been produced by private sector organizations. Some are restricted to membership
organisations and some have been made publicly available. Several have been
mentioned elsewhere in the text. Such instruments may have a variety of features.
Some are more detailed than others. Some are aimed at specific sectors or
industries. Some are more ambitious in their aims or claims than others. The choice
of title, whether the instrument is called a code or a set of guidelines or a guide to
best practice, is not always decisive of the scope of the instrument: some guidelines
can be quite detailed, some codes can be quite broad in scope. The common
features are:

� the inclusion of statements describing privacy standards to be attained by
adherents to the instrument; and

� some practical advice on how to achieve those standards.

One of the comments made on the first drafts of this report was that we had
focussed on technological tools to the exclusion of management tools such as
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these in our analysis. In further drafts, we therefore undertook a consideration of
one set of management guidelines which are publicly available against the matrix.

GBDe Privacy Working Group Guidelines

This set of guidelines is available at www.gbde.org. The guidelines were developed
by a working group of industry representatives in September 2000.

They do not purport to be a comprehensive code or to meet standards set out in
legislation. To quote from the introduction to the guidelines itself,

“These personal data protection guidelines are not intended to be a
substitute for law or to summarise the laws that may apply.”

We recognise and take account of that. In conducting the evaluation we have
considered how far the topics covered by the guidelines map with the headings in
the matrix, that is with the matters accepted by the international instruments as
necessary components of the data protection regime, and, for those areas where
there is a mapping, noted any divergence between standards in the code and in the
Directive.

Purpose Limitation

A purpose limitation is contained in clause 1.5 of the Guidelines, however, it is not
effective to meet a finality principle, as a further clause 4.2 provides that new
purposes may be undertaken subject to notice to the consumer and an opportunity
to opt out.

Data Quality and Proportionality

Clause 9.1 provides for the correction of inaccurate information at the request of the
individual but otherwise there are no provisions covering issues of adequacy,
relevance or data quality matters.

Transparency

Clause 3 requires notice of relevant information to be given to consumers. The
standards dealing with the giving of notice are not dissimilar to those in the Directive
and in this area there is a higher level of commonality with the various international
instruments than in other areas. The provision deals only with collection from the
data subject directly not with collection from third parties. Moreover, the provisions
deal only with notice. There is no concept of requiring justification for processing.

Security

Clause 8.1 provides that the data controller shall take reasonable measures to
ensure security and 4.5 requires guarantees of security where an external
processor is used. In this respect the provisions are not as detailed as those in
other instruments but there is a coverage of the same broad area.

Rights of Access, Rectification and Opposition

Clause 9.1 as noted above provides for rectification for inaccuracy. A commitment
to answer queries from individuals is included in 12.1 and essentially similar
provisions are included in 3.2(iv)and (v). However, there is no specific right of
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access and although at the point of collection notice, clause 3.1(ii), there is a
provision for the individual to opt out of some uses, there are no rights of opposition.

Restrictions on Outward Transfer

There are no such restrictions specifically imposed.

Comment

It is in the areas of enforcement mechanisms and redress, data quality and purpose
limitations that the code has least correlation with the matrix and in some areas
topics are not covered at all.

In this respect we have also noted the following observations:

� Sensitive Data

Clause 10.1 deals with information about children. Clause 4.3 deals with
the collection of medical records and possibly other sensitive data which it
advises should require unambiguous consent. It is not completely clear
how this fits with clause 4.1 and the level of protection given by this
section is somewhat ambiguous.

� Direct Marketing

There are no specific provisions dealing with direct marketing.

� Automated Individual Decisions

There are no provisions dealing with such decisions.

� Procedural/Enforcement Mechanisms

There are no provisions dealing with enforcement or redress other than
the obligation to provide a contact point for individuals.

6.5 BBB Online Webseal Program

Let us say at the outset that in choosing one of the seal programmes we did not
wish to indicate any preferences for one or the other. We find BBB an interesting
offering from a standards perspective, because the work of harmonization with
JIPDEC, and the Japanese privacy seal has been completed, and they have a
parallel code of online business practices. We have recommended that criteria for
seals be developed, and serious consideration be given to a seal which covers both
business practices (consumer protection) and data protection.

We have evaluated the BBB Online Privacy Seal Program, without actually applying
for a seal and going through the questionnaire and compliance assessment
process. We therefore make no comment on the thoroughness of the assessment
process, we are simply assessing the scope of the instrument to achieve
compliance with the Directive. The following description on the website
(www.bbbonline.org/privacy/apply.asp) gives a useful summary of the Program:

How the BBBOnline Privacy Program Works
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A BBBOnline privacy seal signifies that the online merchant has met BBBonline
Privacy Program requirements in regards to notice, choice, access and security
regarding personally identifiable information collected online. Companies that
qualify must post privacy notices telling consumers what personal information is
being collected, how it will be used, choices they have in terms of use, and they
must verify security measures taken to protect the information, Qualifying websites
commit to abide by their posted privacy policies, and agree to a comprehensive
independent verification by BBBOnline. Companies are also required to participate
in the programs’ [sic] dispute resolution service.

Purpose Limitation

This is not one of the core principles, so our comments are similar to those made on
P3P. To the extent that the website has expressed what the purpose of its data
collection is in its policy, and confirms that it will not use information for other
purposes, this tool will meet this clause. The questionnaire itself does probe into
uses other than those stated in the policy, the grey area arises with consideration of
whether or not BBB will accept in its compliance assessment process, vague
statements of purpose or use. Unfortunately at this point in the development of
website policies, most of them do not limit the purpose of collection, use and
disclosure to that which is necessary for the primary action or function. The most
common other purposes listed will likely be marketing or further customer service,
but there are many other potential uses of the information, including access by
investigative authorities, sale at bankruptcy to outside interests, and re-use by the
company for new corporate interests in the event that they acquire a new company
in a new line of business who might find the data of interest, or the reverse.

Data Quality and proportionality

Again, not a core principle. To the extent that the website policy limits the extent of
data gathering and commits to collect quality data and make defensible
extrapolations, this condition may be met. There is a great deal of detail in the
questionnaire about active and passive collection, most of it tied to notice and
choice. The requirements may well be addressed.

Transparency

This is a core requirement, namely notice. The questionnaire is quite rigorous about
notice and the opportunity to opt out. It is also rigorous about how transparent the
policy is, how many links there are to it and from where, and how far it reaches in to
related websites, affiliates and partners. This is a level of detail that should provide
very good transparency. The seal itself links the individual who is examining the site
to the redress mechanism, namely a complaint to the BBB and the opportunity for
dispute resolution.

Security

Again, a core requirement. There is attention in the questionnaire to internal access
control, encryption of data, especially sensitive data, and proper authentication of
individuals seeking access to their own data. This is not an exhaustive list, but the
tool has the potential to verify compliance to security standards, accompanied of
course by audit.
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Rights of Access and Rectification

A core requirement. The tool itself does not facilitate access and rectification, but it
assesses the site’s ability to comply, and provides a useful check on costs and
frequency. As with other headings, we cannot assess whether in fact the program
will allow a seal without adequate access provisions (ie. If you answer the
questionnaire in the negative, that you cannot provide access because the data is
not stored in a retrievable way, does the matter end there?) The seal does not
deliver access, but it can alert the user to the parameters of access because of the
transparency requirements at a minimum.

Restrictions on Onward Transfers

There are many questions relating to onward transfers in the document, focussed
on obtaining the consent of the individual, passing on security requirements and
use restrictions to the third parties. It should be noted here that the annual audit of
the policy and its compliance to it is similar to the registration process for data
controllers in the EU regimes.

An extremely important feature of this seal programme is that it has a very easy and
well known consumer complaint process, handled through BBBOnline, and
companies are required to participate in the programme’s dispute resolution
service. There is considerable scope for this tool to deliver independent assessment
of compliance, resolution of complaints and disputes, and sanctions for non-
compliance in the form of seal withdrawal, bad publicity, and referral to government
enforcement agencies. Some weaknesses of the scheme, namely uncertainty of the
ground rules, what constitutes a breach serious enough to deny a company a seal
stem from the fact that it has arisen in a voluntary compliance environment where
the rules may be set without reference to legal data protection requirements, for the
most part. Standardization activity focussed on compliance with the Directive could
rectify some of this uncertainty and set a minimum standard for the seal
programmes. This would be of great comfort to consumers.

6.6 OECD Privacy Policy Generator

The OECD privacy policy generator was developed during 1998-2000 with the
cooperation of the private sector. The tool was modified to reflect some of the
requirements of European law, and is based on the OECD Guidelines. It is available
on the OECD website at http://cs3-hq.oecd.org/scripts/pwv3/pwhome.htm. The
following description on the website gives a useful summary of the tool:

WHAT IS THE OECD PRIVACY POLICY STATEMENT GENERATOR?

The Generator is first and foremost an educational tool.

It provides guidance on conducting an internal review of existing personal data
practices and on developing a privacy policy statement. It gives links to private
sector organisations with expertise in developing a privacy policy. It offers links to
governmental agencies, non-governmental organisations and private bodies that
give information on applicable regulations.

The Generator makes use of a questionnaire to learn about your personal data
practices. A Help Section provides explanatory notes and practical guidance.
Warning flags appear where appropriate. Your answers are then fed into a pre-
formatted draft policy statement. You must assess this statement: is it an accurate
reflection of your personal data practices and policy?
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Note that the OECD does not guarantee that such a draft privacy policy statement
meets applicable legal or self-regulatory requirements. The statement merely
reflects the answers given to the Generator’s questions. However, the draft
statement will furnish an indication of the extent to which your privacy practices are
consistent with the OECD Privacy Guidelines .

The Generator is a useful example of a tool which helps to generate a policy, a
management practices document which corresponds to what Colin Bennett has
described in his analysis of policy instruments as an agreement and statement of
organizational policy (level 1 in our hierarchy). Since it is indexed interactively to
information resources, national laws and authorities, it is a useful educational tool.
However, it is worth noting here, that like the BBBOnline seal, it has been designed
as a web tool only. This demarcation between online and offline remains somewhat
problematic in any context, but particularly so in the context of compliance to the
Directive, which makes no such distinction.

Purpose Limitation

The Generator tracks the Guidelines so is quite good in addressing the issue of
purpose limitation. It is not an enforcement mechanism, but it will challenge the
author if he or she attempts to ignore questions which arise because of a positive or
negative response to a question. It produces an impressive table of the information
collected, sorted by primary purpose. To the extent that the controller answers the
questions fully and completely, a good policy will emerge which expresses what the
purpose of the data collection is in its policy, and confirms that it will not use
information for other purposes. This inventory of information is useful to the
controller for ongoing compliance monitoring.

Data Quality and proportionality

This is not stressed as a core principle. Proportionality is not a factor in the OECD
Guidelines to the extent it is in the Directive. To the extent that the website policy
limits the extent of data gathering and commits to collect quality data and make
defensible extrapolations, this condition may be met. Like the BBBOnline
questionnaire, there is a focus on active and passive collection. The requirements
may well be addressed.

Transparency

The policy as created by the Generator is itself a powerful instrument to deliver
transparency, particularly if all questions are answered in detail. The questionnaire
is quite rigorous about notice, choice and the opportunity to opt out.

Security

There are many questions concerning security, including a challenge at the
beginning of the Generator as to whether or not the controller allows anonymous
access to the site. There is attention in the questionnaire to internal access control,
encryption of data, especially sensitive data, and proper authentication of
individuals seeking access to their own data. This is not an exhaustive list, but the
tool has the potential to assist in the verification of compliance to security
standards, accompanied of course by audit.

Rights of Access and Rectification
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This is treated exhaustively. The tool itself does not facilitate access and
rectification, but it will create a policy that is fully transparent and provides all the
information necessary to the individual to exercise his rights. As with other
headings, we have not experimented with the Generator enough to assess whether
in fact the program will allow a policy that is not compliant to the OECD Guidelines
to pop out, but the policy will at least alert the user to the practices of access and
notification.

Restrictions on Onward Transfers

Onward transfers are not dealt with explicitly, although the table of data collected
has a column for trading in personal data, which touches the most controversial of
onward transfers.

This Generator is a very useful policy instrument, and the description and caveats
on the website help to situate it realistically in the range of tools. It does not do
everything, it is not a lie detector, but when properly used would reduce the work in
assembling a base privacy policy. It does not achieve enforcement but it alerts the
individual to the regulatory regime under which he may exercise his rights, and the
appropriate authorities in that regime.

7. Technical standardization and Directive 97/66/EC

7.1 In this section we briefly touch on the question of Directive 97/66/EC referred to
earlier. We do this largely for the sake of completeness in reviewing the field, as it
seems to us that it should be considered in this context. In the section we also
comment on the role of technical standardization under this Directive, and make
some general comments on the possible role of standards work in relation to
Directive 97/66/EC. We make no specific recommendations. However we make a
number of general recommendations.

7.2 It should be noted in this context that Directive 97/66/EC includes a specific
provision on standardization. Article 13 requires Member States to ensure that no
mandatory requirements for specific technical features are imposed on terminal or
other telecommunications equipment which could impede the placing of equipment
on the market or its circulation among Member States. Where technical regulations
are being brought in that apply specific requirements to such equipment, the
procedure in Directive 98/34/EC (replacing 83/189/EEC (7)) to inform the
Commission must be followed. The Commission could ask for the subsequent
setting of common standards by the European Standardization Organizations in
accordance with Council Decision 87/95/EEC on standardization in the field of
information technology and communications. However this does not operate as a
bar on the development of other non-technical standardization tools, such as risk
assessment standards, which might be useful in this area.

Comment on standards and Directive 97/66/EC

7.3 There is scope for guidance concerning Best Practice for telecommunications
service providers in a range of areas relevant to the Directive, notably guidance on
retention times for traffic and billing data, and the methods of secure retention.
There is also scope for the provision of information to subscribers, and possibly
practices to be adopted on the provision of data to third parties under the provisions
relating to interception or disclosure of communications content and data. The G8
Cybercrime working group recently met with industry to develop guidance on some
of these issues, including data preservation and how law enforcement officials



IPSE Report Final
Date: 13 February 2002

ought to be serving orders on telecommunications service providers. Retention
times for data are currently under discussion in other fora, and the interception and
communications data issues will involve national regimes as well. It should also be
noted that the Council of Europe and the Data Protection Working Party have
issued detailed recommendations in this area which would give a useful basis to
any approach to further work on such a Code.

7.4 It should be added here that there has been controversy surrounding the issue of
mandatory data retention and preservation, because of the costs and security risks
to industry involved in the retention of the data, and the intrusion into privacy rights
and civil liberties inherent in the notion of retaining data traffic patterns solely for law
enforcement access or surveillance purposes. The environment following 11
September  has given this issue more prominence, but nothing has changed for
industry in terms of the burden of the administrative and security risk, except that
the frequency of use will undoubtedly increase, exacerbating the problem, and the
economic downturn has made budgets very tight.

7.5 The proportionality of the data collected is a difficult issue as we proceed with
electronic and mobile commerce. There is virtually no limit to the amount of data
that can be collected as we move to accepting internet transactions over mobile
phones and palm pilots. It is important that the issue of proportionality be
understood in this context. For instance, it is entirely appropriate that data be
gathered about an individual’s location in order to connect the call. It is not
appropriate that such data be retained and used without the individual’s clear and
unambiguous consent; the traffic data gathered is out of proportion to the needs for
subsequent use, it is a consequence of the way the infrastructure is built. It is
important to note here also, that while personal information has traditionally
functioned as a free rider in the economy, its importance in terms of the profitability
of the new G3 services is coming into sharp focus. Without the income from
advertising and targeted location based services, the new cellular services simply
may not be profitable.

7.6 There is scope for risk assessment standards to be developed and employed in
relation to the security requirements. These have aspects in common with security
standards under Directive 95/46/EC and should be considered in any security
development.

7.7 There is scope for a seal scheme for telecommunication service providers to
indicate their level of privacy protection but there would need to be agreed
standards in some of the other areas flagged above before a seal programme could
be successfully introduced. It is the impression of the expert group that the current
enthusiasm for seals is rather premature; we are rushing to certify activities and
standards of conduct, in the loosest sense, before we have agreed the acceptable
protocols and conformity. Nevertheless, seal schemes do appear to assist with
transparency. There are many areas of telecom privacy which are still remarkably
non-transparent: practices with regards to voicemail, for instance, as provided on
public networks and as provided by service organizations, such as hotels.

General recommendations

� In any further work on standards, Directive 97/66/EC should be included
as part of the matters to be considered.
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� In considering the development of any Guide to Best Practice, account
should be taken of the work carried out by the Council of Europe and its
Recommendation number R (95) 4 in this field.
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8. Conclusions and Recommendations

� We have made our best efforts to arrive at a set of recommendations for useful standards
work, using the broadest definition of standards activities as described earlier, and as well
examined in the Dumortier report. The structural arrangements suggested in the
recommendations have been a point of some contention in the comments received, and we
would like to underscore here that our suggestions as to the precise location of and
arrangements for each item of continued work were for the purposes of discussion and
debate at the Open Meeting. Our goal is to provide recommendations to the European
Commission’s DG Enterprise and to the European Standardization Organizations in a broad
sense. Pinpointing the precise forum and the scope of the activity would be part of the
normal standardization process to adopt new work – for example, in a business plan which
would include a much more detailed rationale and stakeholder analysis. We would like to
stress the following points, however:

� Where work has been done previously, it has rarely been done with a matrixed
committee of stakeholders. Consumers and civil society representatives are not
usually well represented in these situations, whereas in standards fora there are
provisions for their participation.

� The global nature of the information society dictates that initiatives must take into
consideration the needs and views of more players, including other jurisdictions,
however complex, difficult, and unyielding of consensus this exercise may be.

� Data protection practices and technologies which impact them either positively or
negatively have competitive and trade implications, and standards bodies are well
equipped to help to harmonize and minimize disruptions to trade and to
technological development.

� There is a marked area of difficulty, which has been agreed by a number of different
commentators who don’t seem to agree on much else: there is need for greater
dialogue between the disciplines of law and policy, technology, security and
engineering, and audit and control. Standards bodies have a need to get over this
problem themselves, in order to ensure that technical and security standards, for
instance, reflect the legal requirements of the Directive and national laws. They are
well placed to show leadership in furthering this dialogue.

� As mentioned earlier in the report, there has been some lack of consensus among the
stakeholders on the recommendations. Broadly speaking, the various stakeholders have
different perspectives on quite fundamental issues: whether there is a need to do anything
about privacy, whether the status quo is adequate, whether standards are useful as
compared to law and legal remedies for non-compliance, whether technology is going to rise
to the challenge and solve outstanding issues, etc etc. This is quite easy to understand,
given the different motives of the players; one would be surprised to find that consumer
representatives and business representatives were in complete accord on one of the highest
priorities for consumers. If everyone agreed that nothing need be done, we could all go
home. However, the wide divergence of views on what should be done, should be borne in
mind by standards organizations and regulators as they approach the recommendations.

The divergence centres on all the key issues: what, who, how, when and where. Tinkering
with each of these elements in some cases could yield more support

The particularly difficult discussions surrounding best practices vs management standards
focus on some of the pivotal points. Many companies are working on or have already
developed global policies or best practices. They aim to meet 80% of the requirements of the
entire basket of data protection laws, a practice commonly known as the 80/20 rule. Several
aim to exceed the efforts of their competitors, knowing what a crucial issue privacy is to
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consumers, and how devastating negative publicity can be. Such a company has an incentive
to find out whether their practices are in fact meeting at least the generally accepted industry
standards, but they can probably do this by consulting an audit firm and getting an
assessment. They have little incentive to help other companies comply. They might have
some incentive in ensuring that any management standard developed is congruent to their
own, but this would not incent them to support work in the area, only to join it once it starts.
Early adapters are inclined to want to enjoy the market advantage that good behaviour brings
them, not harmonize with the competition. Other companies who have done less to
implement data protection requirements would be less likely to support work in this area,
because it would raise the bar that they already don’t meet, accelerate expenditures for them
on compliance efforts, and increase the risk that non-compliance would be detected or less
tolerable. All business players would be loathe to take on significant new cost, and it cannot
be denied that audit is a significant cost. It is therefore not surprising that there is no support
for management standards from industry, even without examining in detail the particular
complaints that have been raised about historical issues with ISO management standards.

Consumers on the other hand have everything to gain from management standards, because
of the expected improvement they would see in business practice. They do not expect to see
a direct cost reflected to them, but in reality of course consumers inevitably pay for what they
get. Data Protection Commissioners would benefit, as they would have a far easier job of
assessing compliance and investigating complaints if there were widespread accepted
practices that were audited in a consistent way. Given this broad disparity of benefits and
risks, it is unlikely that consensus could be reached on this item. However, the same players
will likely have common areas of benefit with some of the other recommendations. Given that
this is an entirely new endeavour, it would be wise to start with an area of greatest possible
mutual interest.

Having said that, it is worth noting here that included in the stakeholders in this process are
the regulators and the Data Protection Authorities, who have an entirely different stake in the
matter, namely to provide the best possible tools to implement the agreed law and policy.

Recommendation 1 – Voluntary Best Practices

Identify a common European set of voluntary Best Practices for data protection and make this
available freely or at low cost to help businesses and data managers ensure that they are
compliant with the Directive and, where possible and appropriate, the diverse European
national laws and additional requirements. This guide would be applicable generally across
all sectors, but may need to be supplemented by sector specific advice at a later stage, such
as for human resources information, or for online advertising.

Rationale
It was recognised in the Directive itself that there was a need for more detailed advice on how
to implement the general principles at a more specific level, and this was provided for in
Article 27.

Many European organizations – large and small, commercial and not-for-profit, have
expressed their need for answers to specific questions and implementation issues. To some
extent the Article 29 Working Party on Data Protection has provided guidance in their
opinions, and the Council of Europe working group has also made valuable contributions in
the area of guidance on data protection issues more generally. There is a need to pull this
material together in a way that provides basic guidance to organizations, and to have this
proposed by market players. They would then not have to expend scarce resources on legal
opinion and analysis. Measurability and auditability should be addressed in the development
of the best practices.
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Benefits
� small and medium sized enterprises, recognised as the engines of growth in the new

economy, will have access to affordable assistance in implementation
� sector specific associations and technical fora, such as the wireless internet and

mobile carriers, will have a document that explains in some detail what compliance to
European data protection requirements really means

� the disparate sources of advice and precedent can be pulled together in a plain
language document

� best practices from around the world can be pooled to assist in creating what
industry, data protection authorities, and consumers want

� an open standards setting enables input from all points of view, industry, consumer
representatives, data protection authorities, and government, increasing the
likelihood of buy-in to the final product.

� A European approach to the problem of harmonization of national law, produced in
Europe where there is a long history of data protection, will do much to inform the
current international debate which rages on over the merits of the different
approaches to compliance.

� Best practices developed in this way and put forward by industry will do much to
alleviate consumer anxiety and promote trust

� A document such as this will be extremely useful for the purposes of public education
and staff training.

Contra-Indications
� There is a great fear of management standards on the part of industry, and they will

want assurance that any guide not be turned in to an ISO 9000 type of standard once
it is developed. In particular, the ICT industry is not supportive of management
standards in general if they advocate third party auditing, since there is no clear
evidence that the benefits of this outweigh the costs.

� Consumer organizations such as PIAC (Public Interest Advocacy Centre) have
emphatically and repeatedly demanded not best practices, but management
standards which implement their legal rights and set minimum requirements, not best
practices which are merely aspired to25.

� It will not be easy to pull all of the material together and create a document which is
useful across many sectors and the member states

� The document would be of tremendous use to smaller organizations, but they will not
likely have the resources to participate in a lengthy development process. Developing
a balanced team to draft the document will be challenging. Competitive issues may
also arise, because currently in the global environment issues of trust are very much
in focus and businesses are trying to differentiate themselves in the marketplace as
the ones to trust with your personal data.

� Directive97/§§/EC is up for review, and there is an argument that the next layer of
documentation should wait for the next version. The counter argument is that it
should get out ahead and inform the redrafting process which in any case may be
protracted.

� user requirements are not well known
� technology supports are in their infancy

Input Documents
� Data Protection Working Party opinions
� Existing management guides and codes of practice
� PISA Consortium outputs

25 PIAC input to IPSE PT following the issue of first public draft of this report
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� Sectoral guides and codes of practice, including the OECD policy generator

Where should this work take place
Our recommendation is that formal standards development route to EN is premature at
present. But we do propose that the activity take place in the open consensus environment
provided by European standardization, for instance in a CEN/ISSS Workshop or equivalent
forum, where all points of view may be heard and taken due account of. It may require
development or enhancement and ratification of existing schemes. This proposal is meant to
complement the work of the Article 29 Working Party and assist them in their responsibilities.
It is recommended that the European regulatory authorities, who are the members of the
Working Party, participate fully in the work.

Timescale for the proposed work
As soon as possible.

Recommendation 2 – Management Standard

Do not initiate management standards, especially in the sense of those involving a formal
certification which large parts of the market do not appear ready to accept. Any steering
group established to implement recommendations resulting from this study should also
monitor continuing developments in this area in ISO/COPOLCO.

Rationale
There is no evident immediate industry demand at the European level for a management type
standard for Privacy. In fact there is a strong pressure by EICTA and others against any such
type of initiative. COPOLCO however continues to push for a management standard at ISO,
and their most recent resolution has been submitted to the ISO Council. Some data
protection authorities have expressed interest in independent conformity assessment, aware
that they rarely have the resources to do that job and that the complexity of global information
systems demands thorough audit to get to the bottom of what is happening to personal data
during an investigation. It is noted that the Data Protection Working Party issued Opinion 1/97
on May 29 1997, expressing its support for such initiatives as “significantly contributing to the
protection of fundamental rights and privacy on a world-wide basis”.
(http://europa.eu.int/comm/internal_market/en/dataprot/wpdocs/wp2en.htm)

It is the opinion of the Project Team that any work on a European management standard is
premature at this time, and that individual European privacy interests have an avenue to
pursue these objectives through the ISO route, building on the COPOLCO resolutions, if
desired. No standardization action is therefore recommended at the European level at this
time; it is worth noting that while consumer groups and privacy experts who commented on
this recommendation did not support it, the support from industry groups was unanimous.

Benefits of not having a management standard
� Audit costs are considered an unfair burden on business.
� Doubts in some quarters of industry as to whether the benefits of third party audit

outweigh the costs.
� The process of developing such a standard could be long and difficult.
� There is considerable resistance to the notion of a management standard, based on

the cost of compliance, the perceived weakness of the original analysis in existing
quality standards, and the inflexibility of the systems set up to monitor compliance.

� Within Europe, the question is raised, is it really necessary to have the Directives,
and their national implementations into law, and -a management standard?
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Contra-indications
� Consumers would have greater trust in the level of data protection if there were

independent measurement of compliance
� International standards provide consistency across borders and assist in trade

disputes
� Management standards such as ISO 9000 allow for independent audit, and allow

smaller countries to provide trusted services to the more developed market. This
benefits the economies of both the developing country and the purchasing country,
as well as provides cheaper services in a competitive global economy.

� Services may have special needs which could possibly be met by means of a
management standard

� The Safe Harbour Agreement has set up a parallel system involving audit, with
respect to transborder dataflow out of Europe. The argument has been raised that
not only does data being exported from Europe have to meet a higher level of day to
day compliance inspection because of its coverage in the agreement, than data
which remains in Europe, but the exposure to litigation and consumer complaint
when exported to the United States will actually result in more due diligence in the
less regulated importing country than in Europe. A management standard could
address common expectations of best practice and required diligence.

Input Documents
� We note that the issue has been studied extensively at ISO, and the documents are

listed in the bibliography.

Timescale
� The issue should be re-visited in two years; to ensure that consumer concerns are

being addressed in other ways. It is likely that if no other code of practice emerges, if
some of the much touted technological solutions to privacy online fail in a spectacular
way, or serious public education campaigns do not appear soon, the uncertainty that
consumers feel in e-commerce will cause continued pressure for such a standard.

� Data protection authorities are seen to be under some pressure to show that their
compliance audits are fair and even-handed. Further pressure in this area may cause
them to join consumers in expressing support for a management standard, because
they do not typically have the resources to do the kind of audit deemed necessary in
a global information society. Alternatively, business may decide that they wish to
have a voice in the setting of the standards by which their practices are judged, in the
event that the data protection authorities come up with their own alternative policy
instrument.

Recommendation 3 – Generic Contract Clauses and Terms

Develop a generic set of contract clauses reflecting the requirements of Article 17 of Directive
95/46/EC for use within the EEA.

Rationale
There is a requirement on all data controllers who employ or use third party processors to
use such contracts. The development of standard form contracts or agreed industry
precedents for contractual relations is common in areas of professional and other services.
Contracts have to work in national law so European precedents or standard forms have to
allow for national variations over matters such as legal formalities but they are still capable of
achieving a high level of commonality. Contracts have long been considered as useful tools
in achieving data protection compliance.
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The achievement of a form of contract accepted by all sides of an industry, containing generic
phraseology that can be adapted according to the individual circumstances, is a most
valuable form of business standard for trade. A good example is the agreement on
INCOTERMS standardization of business trading terms, which has practically eliminated
contractual disputes over misunderstandings in traded goods. In this study we have decided
to take a broad view of what “standardization” means. In other words, it would be helpful to
have a wide consensus agreement on the generic phraseology that can be used in contracts;
this would be a very valuable and indeed essential area to be addressed.

A contract allows some or all of the obligations of a data controller to be transferred in an
accountable way to the recipients of personal data, whether they are processors, agents,
affiliates, business partners, or other organizations. Depending on applicable law, many
different types of provisions may be relevant here. There is clearly no need to re-invent the
wheel every time a contract is drafted, and indeed there are standard contracts for a variety
of purposes. There is often a need to transmit responsibility (and in some cases liability) for
security and data protection to the contractee. This can be quite complex in areas involving
technology, e-commerce and the Internet, and in our estimation some further work here could
be very useful.

The Commission and the International Chamber of Commerce have put a great deal of work
into the development of standard form contractual clauses to deal with overseas transfers.
On 27 March 2001 the Commission published a revised draft decision titled Pursuant to
Directive 95/46/EC of the European Parliament and of the Council on Standard
Contractual Clauses for the transfer of personal data to third countries under article
26(4) of Directive 95/46/EC. To quote briefly from its preamble,

”The scope of this decision is limited to establishing that clauses in the Annex may
be used by a controller established in the European Community in order to adduce
sufficient safeguards within the meaning of Article 26(2) of Directive 95/46/EC”
Preamble paragraph 8

There is a need to broaden the scope of this work.

Benefits
� Consistency for business and other controllers

� A fair allocation of risk agreed between industry players, clarity and cheapness.

� Establishment of the rights of the individual across partners and boundaries.

� Greater detail in expected standards of behaviour, particularly in the area of
technological issues

� Lower legal costs for business

Contra-indications
� Potential difficulty in gathering sufficient representatives of processors and users.
� The case for and legal basis for this recommendation are not accepted by all
� Solid initiatives have already been taken by the Commission in the area of

“controllers to controllers” and “controllers to processors” overseas transfers
� the provisions of Article 17, which deals with security measures, are expressed in

very general terms

Input documents
� This report, others to be sourced
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Where should this work take place
A CEN/ISSS Workshop approach is recommended but it is recognised that further
investigation is necessary to determine the appropriate forum. If the proposal is adequately
endorsed and supported, this question could be investigated as an initial item of activity.

Timescale for the proposed work
� within 1 – 2 years

Benefits
� Consistency for business and other controllers

Recommendation 4 – Inventory of Data Protection Auditing
Practice
Prepare an inventory of data protection auditing practice to record best practice in this area,
and to assess the extent to which the practice of data protection audit could benefit from
standardization. The study should consider current auditing practices and draw input from all
stakeholders, including Data Protection Commissioners, those currently offering data
protection audit services, representatives of auditing organisations, security and legal
experts, and organisations which have used audit.

Rationale
The Expert Group found that there is a significant amount of audit activity going on in the
privacy arena. Some Commissioners/Supervisory Authorities have audit powers or may carry
out audits as part of investigation into allegations of non-compliance. Some have developed
audit methodologies in their jurisdictions. Most of the large accountancy audit firms have
developed or are developing a privacy practice which offers audit services. These may be
developed from existing security or consulting practices and thus approach the privacy issues
from a particular, and possibly sometimes limited, perspective. Legal firms with privacy
practices have also developed data protection audit services. They may audit against the
national law or the Directive, or to Safe Harbour. Such audits may be part of a wider project
to achieve legal compliance. An audit may be a useful tool to raise the level of data protection
awareness in a business.

Audit is a flexible tool. It can be used as a mechanism to assure compliance internally,
whether the audit is carried out by a third party or in-house; it can be used as a mechanism to
offer external assurances of compliance, in which case an audit will often be conducted by a
separate body.

Auditing can assess compliance with internal policies; national laws or EU Directives; codes
of conduct, or contractual obligations.

The Expert Group have not found any one centre of expertise in this area. The field is
growing but is still in its infancy. The Group consider that a study of this developing area
would help focus on the developments. In particular it would enable an assessment of the
extent to which a similar methodology could be applied to the different types of audit with a
view to considering standard audit techniques. It could act as a focus for disseminating
information. There is a need to explore how privacy audits might differ from traditional audits
or security audits; consider what qualifications, experience or expertise might be required in
auditors and review which parts of an audit would benefit from standardization.  It would also
be useful to clarify issues such as terminology.

Benefits
Such an inventory would
� Provide information on how audits can raise levels of awareness within a business
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� Help businesses considering external or internal audit understand the potential
benefits and choose an appropriate audit approach

� Illuminate the issues arising in audit where cross jurisdictional compliance is a
question

� Explore the training needs for auditors
� Assess how assurance of compliance with the chosen standard e.g. code, national

law, can be provided by the audit process
� Explore the areas of difficulty which may arise for auditors or firms involved in

auditing e.g. conflicts of interest, gaps in areas of specialist expertise e.g. in relation
to security

Contra-indications

� The perspective that the specialist role should be left to professionals e.g.
accountants, lawyers, data commissioners

� Concern at the difficulties of dealing with audit in a cross jurisdictional arena
� Lack of clarity in the extent of demand for audit services
� Need to avoid “standardization” of audit practice duplicating legal requirements

Inputs

� Those currently involved in audit, particularly data protection audit: including
Commissioners; professional firms; those utilising internal audits

� Company and published audit methodologies and products
� Other documents to be sourced

Where should the work take place

A forum which provides for extensive collaboration and discussion is recommended but no
specific one advocated over another. The European standardization groups and auditing
bodies should be involved.

Timescale for the proposed work

A high priority should be given to this activity, which should be concluded within 12 to 18
months

Recommendation 5 – Conduct a survey of web seals as a
basis for considering further standardization work in this area

The survey would ascertain the role played by seals, how the different web seal programmes
work and how seals contribute to the development of consumer trust. The survey will be used
as a basis for deciding whether common standards could be developed for seals, possibly to
guarantee the delivery of minimum standards in seal programmes.

Rationale

In the last few years there has been a growth of web seal programmes related to privacy
protection levels, many offered globally. This has occurred despite the fact that there is no
one global standard for privacy, either at general or sectoral level, and no generally accepted
set of audit standards against which seals can be tested. Consumers cannot be expected to
appreciate the differences between the varying seal programmes or understand exactly what
level of assurances they offer. The extent of programmes may be unclear to consumers as
they may only apply to online activity while consumers may not fully appreciate the borders
between on line and off line activity. It is desirable to achieve clarity of understanding in the
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way that web seals communicate. Eventual possibilities include the development of a set of
common criteria for web seals, which could be verified initially by the organisation seeking
seal approval, with external verification reserved for cases where non-compliance with the
seal standard was alleged. It should be noted that on 17 May 2001 the Article 29 Data
Protection Working Party adopted Recommendation 2/2001 on “minimum requirements for
collecting personal data in the European Union” The possible establishment of common
criteria for web seals is part of the follow up to R 2/2001.

Benefits

� Achieve an understanding of the different mechanisms being utilised in seal
programmes and their appropriateness to particular tasks

� Provide a EU Directive-based analysis against which European-based businesses
can evaluate seals originating outside the EU and EFTA

� Contribute to the aim of achieving high standards of clarity and consistency for
consumers

Contra indications

� There are difficulties in scoping the survey as seals currently cover other areas than
privacy, some are online only and others cover off line activity, others are
government sponsored

� Seal programmes are competitive and may not wish to co-operate on work of this
nature

Input documents

Article 29 Working Party Recommendation referred to above. Seal programmes and e
commerce confidence organisations

Where should this work take place

No specific recommendation, other to ensure involvement of the standardization group(s)
referred to in this Report, and that the work should be carried out in co-operation with other
relevant self-regulatory initiatives, rather than as yet another parallel activity.

Timescale for the proposed work

 The work should be carried out within 12 months

Recommendation 6 – Analysis of the impact of technologies
on data protection, coordination and the initiation of longer-
term processes

Develop a coherent approach to the assessment of the impact of ongoing technological
development on the implementation of the Directives, with a view to ensuring a better
dialogue between the standards developers and the technical community, and the oversight
authorities and consumers,  This approach is seen as having three components:
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1. The initial requirement here is to develop a technical report, based on stakeholder
requirements and an analytical framework26, which can be used to understand and give
context to the impact of technologies and standards, and the potential for improvement of
outcomes through the use of PETS.

The framework will be a valuable tool to educate and assist stakeholders in their practical
understanding of the potential and expected impact of new and emerging technologies and
PETs, including systems and related standards, and provide a snapshot to assist data
protection commissioners and others to keep up to date on technological developments.

2. We propose also that the report make recommendations concerning the establishment of
a longer-term coordination system for the main involved players of new developments in
technology, and ensure that there is an “early warning system” in place. This would assist
data protection commissioners and others to keep up to date on technology
developments, it would assist them in their oversight roles, and would ensure
independent data protection expertise and analysis for the technology.

3. An additional aspect concerns the standardization process itself.  The report would help
advise standards groups of the “state of the art”, but it is also for consideration whether
an agreed process should be put into place, at least within the European Standardization
Organizations, to ensure that future standardization is better able to take account of
these issues, given the legal requirements.  We therefore recommend that the
reportoutline such a process, that could provide the capability for an ongoing analysis of
new developments in the technologies, and for an “early warning system” to ensure
standards groups in such key areas as cookies, wireless, geolocation tracking and
location-based services, can take account of these developments and better reflect the
legal and policy concerns identified by data protection authorities.

Rationale
The first aspect to this recommendation – and the easiest to provide - is educational, to
ensure a broad overview of the current state of the art in technologies in this field.  This will
help many distinct communities. e.g.
A fundamental disconnect needs to be addressed between the legal regulatory community,
society and that of business and innovation. As the brief demonstration of the matrix in this
report indicates, there is wide scope in terms of the utility of tools in implementing data
protection requirements. It is essential that functionality of a tool be understood. It may be
useful to start with an assessment of what tools (solutions) are needed for specific problems
i.e. transparency tools for detecting and evaluating the activities of single pixel gifs, scripting
in HTML mail etc., as opposed to enabling tools such as secure anonymous browsing
technologies, which render the various web bugs less dangerous to privacy. Furthermore, it
may be useful to distinguish between enabling and enhancing functions; it is certainly
necessary to clarify what this means.

Specifically and urgently, the need for a common P3P policy reflecting (within the limits of
actual practical possibilities) the values of the Directive 95/46/EC seems obvious. This could
readily lead to an automatic assessment against European “preferences”, which are in fact
mandated by law.

The second aspect to this recommendation is the question of facilitation of understanding
between other groups that are not in contact with one another on privacy issues, for example,
lawyers and data protection experts, technologists and consumer representatives.  Early

26 As an example, the International Security, Trust & Privacy Alliance’s (ISTPA) Privacy Framework represents a joint
industry and academic research institute effort to construct an analytical framework to guide the development,
advancement and understanding of privacy tools, technologies and systems designed to address information privacy
related issues in the context of security and trust. URL: www.istpa.org
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warning and insightful intelligence capability is needed regarding the potential and
possibilities of technologies as they are developed, come to market and evolve.

In the longer-term, individuals, business, data protection authorities, and law-enforcement
agencies, could benefit from an informed oversight of the impact of technologies on data
protection, and of PETs on other technologies. Individuals need to understand and assess
how their lives as citizens and consumers can be impacted by technological threats and
solutions that are currently extant and are likely to emerge within the next few years.
Technologists need to understand data protection requirements and how they can be built at
a systemic level into the technology infrastructure. Data protection authorities need a concise
way of keeping up with technological developments, and a voice in the design stage of the
process. Law enforcement agencies can be helped to understand the role and contribution of
standardization and provide input to discussions on the impact of technologies on data
protection.  These different needs can be met in a number of different ways, including the use
of an open standards forum, but what is needed is an arrangement for all points of view to be
heard, where anti-competitive activities can be limited and all stakeholders can share
knowledge and reach a common understanding and consensus.

We propose that the report address ways in which this long-term requirement can be met,
and make appropriate recommendations.

A third aspect that needs to be covered by the report is the standardization process itself.
There is evidence that conventional technology-related standardization activities do not take
sufficient – or any – account of data protection considerations.  Standards bodies are
developing standards of all kinds with committees that are relatively deficient in privacy
expertise. The report would describe ongoing activity and flag current standards setting
activities that have a real / potential impact on privacy and could benefit from informed review
and comment by data protection experts. It should contain clear proposals for a mechanism
that could subsequently be put in place to ensure a regular process for dialoguing the
standardization context.

One way such a mechanism could be provided – at least in European standardization - would
be for CEN/ISSS and ETSI to provide an ongoing function of data protection review, much as
they do at present to ensure compatibility between draft standards and the provisions of the
essential requirements laid down in New Approach Directives. This function would ensure as
far as possible that groups within the European Standardization Organizations are able to
take due account of the available data protection technologies and the legal requirements.
The function could also be provided on an advisory basis towards global standards consortia,
whose output needs to take account of these requirements.

Benefits
- Cost effective coordination of the many different activities now going on within various

European organizations to address some of these issues
- Pan-European information and vitally necessary dialogue between users, technology

developers, regulators, and oversight bodies about the implementation of data protection
requirements in technologies in the community. Better coordination of legal and
technological realities.

- Clarity about what a privacy-enhancing technology is, necessary if there is to be fairness
in advertising and the fairness provisions of the directive are to be regarded.

- Uncovering and tackling areas where current versions of standards and tools lack
features required by the Directive 95/46/EC e.g. European localized assessments of
technologies such as P3P, geolocation devices etc.

- Provision of a framework which can be given to the various fora where these tools are
being built, evaluated, and in some cases mandated without proper review.

- A holistic tool that would address data protection as the complex issue that it is, and
render it comprehensible to stakeholders (including technologists!) taking into account
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the four elements, law, codes and practices, public education or awareness, and potential
of privacy enhancing technologies.

- 
- Greater awareness and more clarity, thus decreasing citizen and consumer fears and

facilitating trust in the technologies and in the administrations and businesses using
them.

Contra-indications
- Much excellent work has already gone on, particularly with P3P, and stakeholders may

be reluctant to move to a different Directive-based approach
- This is an innovation, it may take time for this process to evolve into something of mutual

benefit given the tensions of national law and independent authority
- Consumers need to have the resources to participate and to do the research necessary

to have an informed view
- Some PETs are already covered by specific technical standards. (smart cards, encryption

standards, digital signatures). A separate risk assessment is likely to require re-
consideration of the respective standards. A counter-argument is that often legal privacy
requirements may not have been taken into consideration at the standards development
stage.

- Scope is potentially enormous, because PETs features can be built into everything (eg.
new intelligent refrigerators and microwave ovens). Perhaps the real challenge here is to
integrate privacy as a feature within standards such as GSM, http, XML etc. A large part
of such work relates to improving coordination between different standards organizations

- The marketplace is volatile at present and PETs are still in their infancy. Care must be
taken not to stifle creativity by moving to standardization too rapidly. Dealing with privacy
interests and legal realities may slow the pace of technological change

Input Documents
- Data Protection Working Party opinions, Council of Europe documents
- Proceedings and outputs of Workshops organised by numerous parties on this topic
- Papers and standards relating to PETs e.g. agents, P3P, PGP
- Mobile developments relevant to privacy, data protection and location information
- Joint Research Centre Study Report, Ispra (“The role of technology in facilitating online

privacy…”)
- Work of the Dutch and Ontario privacy commissions
- Ongoing work of the Virtual Privacy Office (www.privacyservice.org)

Where should this work take place
The report and recommendations should be developed as a separate work item in the same
open consensus group (CEN/ISSS Workshop or similar) suggested in Recommendation 1.
The location of subsequent activities will depend on the recommendations.

Timescale for the proposed work

After or simultaneously with the development of the best practices documents outlined in
Recommendation 1.

Recommendation 7 – Privacy standards education and
promotion
Compile and deliver through multiple-channels, including the internet, a targeted range of
educational and guidance material on privacy-related standardization issues.  This would
establish a focal point for consumer education, assessing, and promulgating the usefulness
of standards activity in addressing the trust and privacy concerns of individuals in their
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various roles as citizens, consumers etc. Whether staffed by an individual or through some
collective endeavour, the job would be to promote and ensure that information materials are
accessible and relevant to consumer needs, that can be used by local and national training
programmes organized by schools, third level institutions, adult education institutes, national
standards organizations, privacy advocacy associations, data protection offices, consumer
associations etc.

Note: This recommendation would use as raw material the deliverables from
standardization initiatives, including those resulting from the other recommendations
in this report. It is important however to have representation from the targeted
stakeholders including citizens, consumers, educators, industry, service providers,
public administrations, data protection authorities and legislators participating in the
promotion activities recommended here.

Rationale
Standardization initiatives on privacy protection can make an important contribution to
implementation of the Directive. However, it is not sufficient to have only a top-down
approach of developing standards and leaving it to the unattended market to take them or
leave them. As has been noted in many places, privacy requires a systemic approach in
which data protection is designed into systems and operations from the outset. It is also a
complex and often contradictory set of issues, where buy-in to final outcomes increases
directly with the degree of participation in the process.  Realization of consumer trust and
confidence at this level can only be effectively built on a solid information base among
citizens and consumers, which promotes greater participation in the process of standards
development and deployment.  Action is necessary to improve awareness and understanding
of standardization initiatives relative to privacy. It will address specific citizen and consumer
needs posed by for example the following questions:

- what are the issues resolved by privacy standardization?
- how is trust and confidence assured?
- what standards and guidance are available?
- what standards and guidance material are being widely used?

Benefits
- This recommendation addresses a need expressed by a variety of participants at the

IPSE Open Meeting on 27 September. As highlighted on that occasion, this need for
information is not already being adequately addressed by any organization

- Many existing and excellent organizations would benefit greatly by having access to
the proposed body of privacy standardization knowledge. This list of organizations
includes national data commissioners’ offices, the Virtual Privacy Office
(http://www.privacyservice.org), other Commission activities, consumer associations,
public bodies and educational institutions.

- Can be designed to complement the ongoing work of the Commission and the Data
Protection Authorities

- Can be an important part of the ancillary services provided via national
standardization organizations

- Can be used to complement consumer education provided by individual companies
and to inform and accompany company product marketing campaigns

- Can assist in developing the informed consumer representatives needed to
participate in the other standardization activities mentioned in this report

- Increased consumer awareness of technology reduces risk of major privacy scandals
in the press and resultant market instability

Contra-indications
- Consumer education is not traditionally viewed as a task for standardization

organizations
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- May be perceived by some as an unnecessary interference in the open market
processes

- May be perceived as unnecessary by those who believe that this consumer
information need is already met by individual companies as part of their product
marketing and development

- Some forums already exist for answering consumer questions regarding privacy e.g.
Data Protection Authorities, Virtual Privacy Office, various civil society groups.  The
Commission is already very active in this area.

- Some standardization issues are highly controversial (e.g. P3P) and it may be
challenging to represent all views fairly; on the other hand, this is a compelling
reason to staff this activity neutrally, for example at CEN/ISSS.

Input documents
- Many relevant documents on standardization and on privacy are available. This

presents a challenge – how to be selective, unbiased, and compile understandable
and attractive messages from the wide range of background and evolving information

- In particular, standardization documents generated by any initiative whether in
European Standardization organizations, international standardization, consortia or
other representative forums

Where this work should take place
This work could be done through a staff person at CEN/ISSS.  Alternatively, a group including
representatives of the consumer community could be formed to either do the work or advise a
staff person.  It is recommended that any standardization be accompanied by activities to
educate the end-users of the outcomes. Action on this recommendation should reach down
into the respective standardization initiatives, but to achieve a good balance it is necessary to
have some central coordination and bring this information together in a structured and
useable format. The open European standardization organizations are able to help and
should be encouraged to adopt a cross-functional and cross-organizational organization,
similar to the IPSE management approach, to compile and promote the required materials.

Timescale for the proposed work

First deliverables should be available in the same timeframe as the first standardization
products produced following the other recommendations in this report i.e. within 8-12 months.
Other deliverables should be phased to be available at 4-6 monthly intervals thereafter until
the major privacy standardization initiatives are covered.  A coordinator role could be staffed
for 18 months to assess the situation, set up mechanisms to meet the above goals, and make
recommendations for continuing action and processes.
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APPENDIX A : STATE OF IMPLEMENTATION OF DIRECTIVE 95/46/EC

Directives do not automatically become law in Member States. Each State has to pass its
own national law to implement a directive. This means that there can be variations between
the national laws and variations in the time of implementation. Directive 95/46/EC and
97/66EC should have been in force in Member States by October 1998, save for one
provision of Directive 97/66/EC in respect of which implementation was deferred until October
2000, however this deadline has not been met in all States and in some legislation is still
pending or legislation which is not compliant with Directive 95/46/EC still applies.

For each Member State the following information is provided:

� the name and commencement date of the data protection law in force;
� a statement of whether the law has been passed to implement Directive 95/46/EC or is

stated by the country to do so;
� if the Directive has not yet been implemented a statement of the current position on

implementation;

The information is as up-to-date as possible. However this is an area of considerable change,
A good source of current information for EU countries is maintained at
http://europa.eu.int/comm/internal_market/en/dataprot/law/impl.htm.

Note:

Following the fulfilment of constitutional requirements in all three EFTA States, the Directive
95/46/EC was incorporated into the EEA Agreement in July 2000. The Directive was notified
as fully implemented by Iceland and Norway in August, followed by notification of partial
implementation from Liechtenstein in September.

Austria

The Directive has been implemented by the Federal Act Concerning the Protection of
Personal Data (Data Protection Act 2000 – DSG 2000) that entered into force on 1 January
2000.

Web: http://www.austria.gv.at/regierung/VD/V3.htm

Belgium

A law to implement the Directive was passed by the Parliament and published in the Official
Journal of 3 February 1999. It entered into force in September 2001 following adoption of
secondary legislation in February 2001.

An unofficial English translation of the Belgian law is available free on line at
www.law.kuleuven.ac.be.

Web: www.privacy.fgov.be/
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Denmark

The Directive has been implemented by the Act on Processing of Personal Data (Act No. 429
of 31 May 2000) that entered into force on 1 July 2000.

An unofficial translation of the Danish Act is available from the website of the Danish Data
Protection Agency.

Web: www.datatilsynet.dk/eng

Finland

A law to implement the Directive was enacted by the Finnish Parliament on 10 February 1999
and entered into force on June 1 1999.

An unofficial translation of the Finnish Personal Data Act (523/1999) of February 1999 is
available from the website of the Commissioner.

Web: www.tietosuoja.fi

France

The French law on Data Processing, Data Files and Individual Liberties became fully
operational in 1980. It covers automated and manual records and provides for a central
registration system [via standard forms or norms simplif]. The right of access in French law
was extended to legal persons by an administrative decision of the French data protection
authority, la Commission nationale de l’informatique et des libertes (“the CNIL”) in July 1984.

A report on implementation of the Directive was issued in March 1998. In August 1999, the
Prime Minister announced that the Directive would be implemented by amending the current
law. This was followed by further consultation and the outline of a bill was set out by the
Ministry of Justice in October 1999. The Government consulted the CNIL on the pre-draft of
the bill in July 2000.

A bill implementing the Directive has yet to be enacted. The legislation which still governs this
area is the Data Processing, Data Files and Individual Liberties Act 78-17 enacted on the 6
January 1978.

Web: www.cnil.fr

Germany

Germany has notified the national measures implementing the Directive, that have been
adopted on 23 May 2001 and published in the Federal Law Gazette (Bundesgesetzblatt) 1,
page 904.

Each Land also has obligations to supervise elements of the federal law. Six Länder have
adopted new data protection legislation pursuant to the Directive covering the private sector
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as well as some public sector matters. These laws are supervised by the Länder data
protection authorities.

For the addresses of the Länder data protection authorities see www.datenschutz-
berlin.de/sonstige/

Greece

A law implementing the Directive was passed on 10 April 1997. The Act, entitled the
Protection of the Individual with Respect to the Processing of Personal Data, covers
computerised and manual personal data and applies to both the public and private sector.
Under the Act the registration system is run by an independent data protection authority, the
Authority for the Protection of Personal Data (“the Authority”).

Web: www.dpa.gr

Ireland

A draft bill to implement the Directive was submitted to the government in 1998 but a bill has
not yet gone to Parliament. Publication of a bill is still awaited. The legislation currently in
force is the Data Protection Act 1988 (“the Act”). The law covers automated data only and
only applies to a limited range of data users.

Italy

The Directive has been implemented by the Protection of Individuals and Other Subjects with
Regard to the Processing of Personal Data Act (no. 675) of 31 December 1996. This Act
came into force on 8 May 2000.

Web: www.privacy.it

Luxembourg

The Directive has not yet been implemented by Luxembourg. A new data protection law
implementing the Directive was submitted to Parliament at the beginning of October 2000.
This law has not yet been enacted. The legislation which currently governs this area is the
Regulating the Use of Nominal Data in Data Processing Act of 31 March 1979.
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Netherlands

On 6 July 2000 the Senate for the Netherlands approved the Personal Data Protection Act
(Wet bescherming persoonsgegevens), (“the Act”). The Act implements the Directive and
entered into force on 1 September 2001.

Web: http://registratiekamer.nl

Portugal

The Directive was implemented by Act 67/98 on the Protection of Personal Data on 26
October 1998, which came into force on 27 October 1998. An English translation of the Act is
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below.

Web: http://www.cnpd.pt

Spain

The Directive was implemented by LO 15/1999 of 13 December Protección de datos de
Carácter Personal, (Organic Law). This Act was passed on 13 December 1999 and came into
force on 14 January 2000.

Web: www.ag-proteccionadatos.es

Sweden

A law to implement the directive was issued on 29 April 1998, entitled the Personal Data Act
(1998:204). The Swedish Government also issued supplementary regulations concerning the
processing of personal data in the Personal Data Ordinance (1998:1191) on 3 September
1998. Both the Act and the Regulations came into force on 24 October 1998, and repealed
the Data Act (1973:289).

The Act applies to processing of personal data that is wholly or partly automated. It also
applies to other processing of personal data, if the data is included in or is intended to form
part of a structured collection of personal data that is available for searching or compilation
according to specific criteria. The Supervisory Authority under the Act is the Data Inspection
Board.

Web: www.din.se
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United Kingdom

Directive 95/46/EC has been implemented by the Data Protection Act 1998 which was given
Royal Assent on 16 July 1998. The Act came into force on 1 March 2000. The legislation
covers England, Scotland, Wales and Northern Ireland but does not cover the Channel
Islands (Jersey, Guernsey) or the Isle of Man which have their own data protection
legislation.

Web: http://www.dataprotection.gov.uk
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 APPENDIX B: SOGITS N1136 and Associated BT/TCMG Resolution

RESOLUTION BT 50/2000 (9TCMG: item 2.2.1)
Subject: Approval of Mandate M/289 on Data Protection

BT/TCMG, on behalf of BT, accepts the Mandate M/289 on the protection of individuals with
regard to the processing of personal data and the free movement of such data, on the
understanding that it is solely a study mandate and that it does not impose any requirement
to undertake standardization activities in the area of data protection in advance of the results
of the study. This Resolution is applicable as from: 2000-09-19

Mandate addressed to CEN, CENELEC and ETSI in the field of
Information Society Standardization

1.        Title

Mandate addressed to CEN, CENELEC and ETSI in support of the European Directive on the
protection of individuals with regard to the processing of personal data and the free
movement of such data (Directive 95/46/EC of the European Parliament and of the Council of
24 October 1995).

2.        Rationale

The rapid and effective development of information society services is seen as a major
element in global business and for job creation. Users and consumers will be able to search
globally for goods and services they want at the price they are prepared to pay; there will be
an almost unlimited choice. The provision of tailor- made services will be facilitated by
technology that allows to gather information about the customer in an unprecedented way.
However, users and consumers may not be ready to engage easily in this new electronic
form of commerce if their right to privacy would be put at risk by undesired collection and
further use of personal data. It is thus essential to ensure trust and confidence in the way
personal data is dealt with by all actors including the use of specific electronic tools. A
balance has been established by the European data protection Directives between
commercial interest and the fundamental rights of individuals to privacy, in particular with
respect to the undesired collection of personal data and the protection against abuses from
the processing of personal data.

Until now, differences between national data protection laws have created potential risks of
impeding on the exchange of personal data between Member States. The Directive on the
protection of individuals with regard to the processing of personal data and the free
movement of such data (Directive 95/46) establishes a clear and predictable regulatory
framework intended to provide both a high level of protection for the privacy of individuals in
the Member States and as the free movement of personal data within the European Union.
By fostering consumer confidence and harmonizing between Member States’ data protection
rules, the Directive will facilitate the further development of electronic commerce. The
Directive lays down common rules to be observed by those who collect, hold, communicate
or otherwise process personal data as a part of their economic or administrative activities or
in the course of the related activities of their association. A potential role for the standards
community in support of the implementation of the Directive can be seen at the following
levels:

� Article 27 of the Directive invites the Commission and Member States to encourage the
drawing up of codes of conduct both at national and European level. The objective is to
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complement and specify the provisions implementing the Directive in specific sectors and
thus contributing to the harmonised implementation of the Directive. The Working Party
set up by Article 29 of the Directive has the task to determine whether such codes of
conduct are acceptable with regard to the requirements of national law implementing the
Directive, in particular whether they provide added value and can be used in order to
proof compliance. Guidance material prepared within the open consensus environment
offered by European Standardization Organisations could be used as a “point of
reference” for the elaboration of sector-specific codes of conduct and organisational
schemes, and such specific codes of conduct could also be drawn up within that
environment.

 
� The Directive is technology neutral, and applies to any form of personal data processing,

be it manual or automated. However, the principle of data minimisation expressed in
Article 6 of the Directive is the basis for the concept of “privacy enhancing technologies”
which aims at organising the design of ICT technologies, systems and applications with a
view to minimising the use of personal data in the functioning of technologies, systems
and applications as such as well as in the provision of services using them. The
standardization environment could play a role in testing and validating the conformity of
such privacy enhancing technologies with the legal requirements of the Directive.

 
� Chapter IV of the Directive 95/46 allows for third countries with an adequate level of

protection to receive personal data from the EU without further guarantees; a range of
activities has been initiated both bilaterally and multilaterally, aiming at establishing a
level playing field for business on a global scale. International standards could minimize
differences between different countries and approaches, thus reducing potential conflicts
and facilitating the implementation of the Directive.

Standardization in support of the legal framework

The Directive provides the necessary flexibility, in relation to the three levels identified in §
2.2, for self-regulation mechanisms, which include standardization, to draw the appropriate
codes of conduct in support of the implementation and to implement the Directive effectively
with a minimum of costs and organisational frictions. For self-regulatory instruments to be
considered as appropriate in the context of “adequate protection” defined by the Directive,
they must ensure a binding effect and provide adequate safeguards if data are transferred to
third countries. In addition, the self-regulation instrument must be transparent and include the
basic content of core data-protection principles. Mechanisms have to be provided to ensure a
good level of compliance. The instrument should provide support to the individual data
subject faced with a problem involving the processing of its personal data and appropriate
redress in cases of non-compliance must be foreseen.

The consensus platforms offered by European Standardization Organisations could provide
an adequate basis for self-regulation as their activities are by definition a broad, transparent
and voluntary consensus- building process, bringing together all the relevant players. This,
however, requires an intense dialogue between industry, users, consumers and public
authorities which still needs to be established at the European level and beyond.

In the specific case of protection of individuals with regard to processing their personal data
and the free flow of such data, the role of the standards community in support of the
implementation of the Directive can be considered at following levels:

� Codes of conduct: the Directive establishes a legal European framework, which defines
also the scope for self-regulatory mechanisms. Whilst respecting the role of the Data
protection Working Party regarding the acceptance of Community codes of conduct,
standardization in an open Workshop environment could provide the sectors with a
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platform to draw up the codes. It could also assist the sectors in reaching a broader
European consensus for codes established within a specific sector and it could assist the
Working Party in identifying a coherent set of European codes of conduct with the view to
avoid duplication and incompatibility amongst sectors at European and national level.

� Privacy-enhancing technologies: The role of European standardization in support of the
development of such technologies should be evaluated. European standardization could
provide a common understanding of the concept of privacy enhancing technologies to be
used in support of the implementation of the Directive. While evaluating the role of
standardization, due account should be taken of the requirements of concerned parties
such as users, consumers, industry, data protection representatives for the design
technologies, systems and applications as well as the services relying on them.

� International standards: The Directive has a clear rationale on the adequacy of protection
for data sent outside the Union. Not all countries have legislation in place for this purpose
nor will national or sectoral self–regulation or contractual clauses provide a solution in
every case. There is, however, a global commitment to implementing the OECD
guidelines on this issue and related industry-led discussions are currently ongoing at a
global level.

Japan and Canada have already published standards implementing the OECD
guidelines. In this case, European standardization initiatives should consider the
suitability of preparing a European contribution, taking into account the Japanese and
Canadian work, with the view to further enhance international consensus building and to
prepare a co-ordinated input towards ISO. Internationally agreed implementation
guidelines complementing the OECD guidelines would provide a good basis for
“adequacy of protection” in support of data flow outside the Union.

3.        Scope of the Mandate

The first step is to provide an analysis and evaluation of the potential role of the European
Standardization Organisations in support of the Directive 95/46/EC. In particular European
consensus platforms may contribute to a smooth implementation of the Directive in the
Member States and improving the level of “data protection” in third countries, by supporting
the development of codes of conduct and foster the development of privacy-enhancing
technologies while responding to the need for a coherent system providing an adequate level
of interoperability. The purpose of the Mandate is to support the implementation of Directive
95/46/EC, both within the EU as at international level. With respect to international initiatives
the need arises to co-ordinate the European position in order to avoid frictions with the legal
requirements as laid down by the Directive.

For this purpose, European Standardization organisations are invited to assess their role in
support of the implementation of the Directive and to coordinate action in this field.

It should be clear that in assessing the role of standardization, organisations should be
aware, as pointed out earlier in the Mandate, of the fast changing nature of global networks
and the need to develop flexible, technologically neutral and competition enhancing solutions.
As a consequence, it might well be the case that acceptable consensus products would be in
the nature of guidance, codes of practice or other documents less then a formal standard,
such as the examples on implementing the UK Data protection Act 1998 or similar NL codes
of conduct.
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4.        Description of the mandated work

In preparation of a European standardization initiatives in support of Directive 95/76/EC
efficient working methods are to be established with the view to include all relevant players
and to provide close links with international related activities. Activities should be initiated in
co-operation with industry, users and consumers, public authorities and representatives from
other regions.

� First, CEN, CENELEC and ETSI are invited to establish, in close co-operation with all
relevant players and as a basis for international co-operation, an open consensus-
building platform on issues related to data protection and privacy.

� Secondly, CEN, CENELEC and ETSI, in co-operation with all relevant players, are
requested to identify the potential role of their organisations in support of the
requirements set by the Directive as described in the Mandate

� Thirdly, the European Standardization Organisations in co-operation with all relevant
players, should identify and assess relevant work at international and European level,
whether performed by formal standardization organisations or within other consensus
platforms such as IETF and the WWW Forum, with the view to integrate these activities
within a coherent strategy. Identification of further needs should result in the definition of
a work programme, identifying further initiatives such as specifications, Workshops, or
any other need for consensus.

5.        Execution of the mandate

5.1 Within three months of the date of acceptance of this mandate, CEN, CENELEC and
ETSI shall present to the Commission a report setting out the arrangements they have
made for execution of this mandate. Particular attention shall be given to the
involvement of all relevant parties and to the international dimension.

5.2 CEN, CENELEC and ETSI are invited to create as soon as possible, an open
European platform for data protection related standardization to promote consensus
building in support of the three levels identified by the Directive.

.
5.3 Within nine months of the acceptance of this mandate, CEN, CENELEC and ETSI shall

present a report on the identification of future requirements in support of the European
legal framework for data protection, taking into account the available work in this field.
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APPENDIX C:  Links to various studies/reports and trustmark 29 programs
dealing directly or peripherally with privacy and data protection.

OECD ICCP A Proposal for work on codes of conduct for electronic commerce
DSTI/ICCP/RD (2001) 1 (7 March 2001) Codes of Conduct: Data DSTI/ICCP (2001) 8 (06
February 2001) Australian/Ontario Privacy Commissioner Study / Report on Web Seals
http://www.ipc.on.ca/english/pubpres/sum_pap/papers/seals.htm

A Review of Online Privacy Programs (Sept 2000)
http://www.privacy.gov.au/publications/seals.html
http://www.privacy.gov.au/publications/seals.html
http://www.ipc.on.ca/english/pubpres/sum_pap/papers/seals.htm
http://www.ipc.on.ca/english/pubpres/sum_pap/papers/seals.htm

GBDe Review of Trustmarks (Sept 2001) Inventory of trustmarks:
http://consumerconfidence.gbde.org/t_inventory.html
http://consumerconfidence.gbde.org/t_inventory.html

and Recommendations (2001)
http://consumerconfidence.gbde.org/documents/trustmarksmiami.doc
http://consumerconfidence.gbde.org/documents/trustmarksmiami.doc

March 2000 - PIAC Comparative Analysis of BBBOnline Draft Code of Online
Business Practices with other Consumer E-Commerce Codes and Standards URL:
http://www.piac.ca/bbb.htm
http://www.piac.ca/bbb.html

Internet Seal / Trustmarks Programs AOL Certified Merchant - AOL Merchant Criteria cover
fulfillment, privacy and security
http://shopping.aol.com/custserv/merchants.adp#standards
http://shopping.aol.com/custserv/merchants.adp#standards
http://webcenter.shop.aol.com/shoppinghelp/promise/standards.adp
http://webcenter.shop.aol.com/shoppinghelp/promise/standards.adp

BBBOnline Privacy Program / Reliability seal – features verification, monitoring and review,
consumer dispute resolution, a compliance seal, enforcement mechanisms, and an
educational component.
http://www.bbbonline.org
www.bbbonline.org
http://www.bbbonline.org/businesses/privacy/index.html
http://www.bbbonline.org/businesses/privacy/index.html

PricewaterhouseCoopers BetterWeb Program - sets online standards for site disclosure of
internet sales terms, privacy, security, and customer complaint policies.
http://www.pwcbetterweb.com
www.pwcbetterweb.com

Brightmail certifies companies that adhere to anti spam policies and agree to continually
honor these policies. Once certified, a company can display the Brightmail Certified logo on
their Web site, advertising their commitment to legitimate email communication and helping to
gain and retain the trust of their site visitors, customers, and clients.
www.brightmail.com/certification
29 Trustmark - An online seal awarded by TRUSTe to Web sites that agree to post privacy statements which describe
their policies toward user privacy, and to adhere to procedures that enforce their compliance with the published
privacy policy. A user can access the privacy statement by clicking on the TRUSTe trustmark.
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http://www.brightmail.com/certification

CAUCE, The Coalition Against Unsolicited Commercial Email is an ad hoc, all volunteer
organization, created by Netizens to advocate for a legislative solution to the problem of UCE
(a/k/a "spam").
www.cauce.org
http://www.cauce.org

Casetrust - Joint project of Consumers Association of Singapore (CASE), CommerceNet
Singapore (CNSG) and Retail Promotion Centre (RPC). Code of conduct covers privacy, fair
business practices, etc.
http://www.casetrust.com.sg
www.casetrust.com.sg

Clicksure - UK initiative with international outreach managed by a private company (on the
basis of venture capital). Business practices cover privacy, security & transaction.
Independent audit random checks on compliance
http://www.clicksure.com
www.clicksure.com

Ernst & Young CPA Webtrust - promises an audit of technology, security, and business
practices
http://www.cpawebtrust.org
http://www.cpawebtrust.org

iMRG Hallmark
http://www.imrg.org/8025696F004581B3/pages/imrg+Hallmark?OpenDocument
http://www.imrg.org/8025696F004581B3/pages/imrg+Hallmark?OpenDocument

International Security Trust & Privacy Alliance (ISTPA): The ISTPA is a global alliance of
companies and technology providers working together to clarify and resolve information
privacy related issues in the context of security and trust.   Its current projects include a
Privacy Framework and one on Privacy Tools & Technology Research, in partnership with
US Universities.
http://www.istpa.org/

Labelsite - French initiative managed by two business associations (retailers & distance
sellers). Code of conduct covers identity of the retailer behind the site, conformity of the
regulation of distance selling, protection of personal data. An independent audit report is
conducted before the seal is granted.
http://www.labelsite.org
www.labelsite.org

Online Shopping Trust - Japanese initiative by direct marketing industry association and
largest retailers association. Code of conduct covers Fair Business Practices
http://www.jadma.org/
www.jadma.org
http://mark.cin.or.jp
http://mark.cin.or.jp
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Personal Information Agent (PIA) - Self-determining Digital Persona (SDDP): White papers
and articles - CYVA Research Corporation
http://www.cyva.com
http://www.cyva.de

PrivacyBot - Web site privacy seal program
http://www.privacybot.com
http://www.privacybot.com

Publiceye - Businesses can register as a Safer Shopping Site
http://www.thepubliceye.co
http://www.thepubliceye.com
http://www.jipdec.or.jp/security/privacy/index-e.html

Japanese Privacy Mark - JIPDEC
http://www.jipdec.or.jp/security/privacy/index-e.html
http://www.jipdec.or.jp/security/privacy/index-e.html
based upon JIS Q 15001:1999
http://www.jipdec.or.jp/security/privacy/JISQ15001-e.html
http://www.jipdec.or.jp/security/privacy/JISQ15001e.html
http://www.responsibleemail.org/

Responsible Electronic Communication Alliance (RECA) promotes industry-wide professional
standards and benchmarks for online communication and marketing intended to respect
consumer privacy and the needs of Internet Service Providers (ISPs).
www.responsiblemail.porg
http://www.responsiblemail.porg

Safemall - from the Korea Association of Information and Telecommuncations
http://www.trust.kait.kr/
www.trust.kait.kr

Secure Assure - allows sites to display their seal if certain security, privacy, and reliability
standards are met.
www.secureassure.org
http://www.secureassure.org
http://consumerconfidence.gbde.org/trustmarks/garantia.html

Sello de Garantía - Spanish initiative managed by the Electronic Commerce Business
Association. Code of conduct covers privacy (with provisions on children, spamming &
cookies)
http://www.aece.org/corporativo/sello.htm
www.aece.org/corporativo/sello.htm
http://consumerconfidence.gbde.org/trustmarks/squaretrade.html

SquareTrade - Global initiative; private, venture-backed company. Membership granted to
online sellers screened by identify verification, reference checks and pledge to use
SquareTrade's Online Dispute Resolution
http://www.squaretrade.com/
www.squaretrade.com

TRUSTe - pure privacy seal; four different privacy seal programs available: general,
children's, safe harbor, e-health over 2,000 Web sites display the organization's privacy seal.
TRUSTe also will expand beyond online privacy into software-privacy practices, the
spokesman says.
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www.truste.org
http://www.truste.org/

TruSecure - security certification for organizations, professionals, networks and products.
http://www.trusecure.com/html/secsol/certification.shtml
http://www.trusecure.com/html/secsol/certification.shtml
http://consumerconfidence.gbde.org/trustmarks/trusted.html

TrustedShops - e-commerce seal German initiative, subsidiary of Gerling Insurance group.
Guarantees online consumers a money-back guarantee.
http://www.trustedshops.de/
www.trustedshops.de
http://www.trustedshops.de/en/home
http://www.trustedshops.de/en/home
http://consumerconfidence.gbde.org/trustmarks/trustuk.html

TrustUK - UK initiative, supported by government and managed by an e-commerce business
alliance & consumer body. Grants the seal to associations that abide to certain "accreditation
criteria" (transaction, privacy, marketing provisions).
http://www.trustuk.org.uk/
www.trustuk.org.uk

Verisign - Authentication seal
http://www.verisign.com
www.verisign.com
http://consumerconfidence.gbde.org/trustmarks/webassured.html

WebAssured - Global initiative founded in 1995. Members agree to a Universal Standard of
Ethics, and to be bound by online ADR process. Affiliated with Dun & Bradstreet and Lloyds
http://www.webassured.com/
www.webassured.com

Webtrader - Dutch initiative managed by consumer body. Code of conduct covers
transaction, privacy, market. Forms part of a developing network of consumer-based
trustmarks in other EU countries
http://www.dedigitaleconsument.nl/
www.dedigitaleconsument.nl
http://www.which.net/webtrader/code_of_practice.html
http://www.which.net/webtrader/code_of_practice.html
http://webtrust.org/

WebTrust - The American Institute of Certified Public Accountants
http://www.aicpa.org/ (AICPA) offers WebTrust, in which CPAs review whether participating
online businesses are in compliance with its privacy principles. According to AICPA, at least
1,500 CPAs are participating as WebTrust auditors, noting that all of the Big Five
accounting/consulting firms are active. URL: http://webtrust.org http://webtrust.org
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APPENDIX D: ACRONYMS AND ABBREVIATIONS

Article 29 WG – Data Protection Working Party (established under the Directive)

BBBOnline – The Better Business Bureau Online

BSI – British Standards Institution

CEN – Comité Européen de Normalisation / European Committee for Standardization

CEN/ISSS – CEN Information Society Standardization System

CENELEC – European Committee for Electrotechnical Standardization

CLI – Caller Line Identification

CoE – Council of Europe

COPOLCO – ISO Consumer Policy Committee

CPO – Chief Privacy Officer

CSA – Canadian Standards Association

EEA – European Economic Area

EFTA – European Free Trade Association

EICTA – European Information and Communications Technology Industry Association

EPIC – Electronic Privacy Information Center

ETSI – European Telecommunications Standards Institute

FEDMA – Federation of European Direct Marketing

GATT – General Agreement on Tariffs and Trade

GBDe – Global Business Dialogue

GIF – Graphics Interchange Format

ICX – International Commerce Exchange

IPSE – Initiative for Privacy Standardization in Europe

ISO – International Organization for Standardization

JIPDEC – Japan Information Processing Development Corporation

OECD – Organization for Economic Development and Cooperation

P3P – Platform for Privacy Preferences

PETs – Privacy Enhancing Technologies, and Privacy Enabling Technologies

PGP – Pretty Good Privacy

PISA – Privacy Incorporate Software Agent

PLI – Privacy Leadership Initiative

SNV – Schweizerische Normen-Vereinigung

W3C – World Wide Web Consortium
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APPENDIX E: Report of the Second Open Meeting: “Could
Standardization Aid Privacy?”, Paris, 27 September 2001

The 2nd CEN/ISSS Data Privacy Open Meeting, held in Paris on 27 September 2001 and
attended by over 50 speakers and representatives from industry, consumer organizations,
data protection authorities, standardization organizations and the EU Commission discussed
whether standardization could aid privacy. The conclusion of the meeting participants was
that there is scope for standardization initiatives as described and recommended in the
Expert Report commissioned by the EU DG Enterprise and overseen by the IPSE Steering
Committee.

The Expert Report presented at the Meeting and publicly available prior to the Meeting
provided an analysis of current status and initiatives on data privacy standardization. Its goal
is to advise DG Enterprise on specific standardization actions that can be undertaken to
improve consumer confidence regarding adequate levels of data protection when using the
internet and engaging in internet-based and other electronic transactions. The report
contained 7 recommendations. Following discussions at the meeting two on PETS were
merged, and a new one added on consumer awareness and education on privacy
standardization issues and developments. The Report is now being revised by the IPSE ET
and will be reviewed by the IPSE Steering committee prior to submission to DG Enterprise.

Strong support was voiced by Joyce Blow, ANEC Consumer Representative on the IPSE
Steering Committee for the consumer focus in the IPSE Report and the recommendations.
She welcomed this as evidence that on this occasion “The boot is on the other foot” and that
consumers are setting the Agenda for what they see is needed to inspire adequate levels of
trust and confidence.

Many academics and consumer representatives strongly supported a privacy management
standard and their views might in time carry more weight. The overall consensus opinion
supported the recommendation to await developments within ISO. It was agreed that
currently there is probably a transitional stage on this issue; and so the implication was 'not
yet' rather than 'never'.

In addition to the draft report a disposition of all comments received on earlier drafts
comments was made publicly available. A representative of EICTA voiced her concern about
the way in which their comments had been handled by the IPSE Expert Team and requested
that their concerns be reflected in the revised report. This was agreed.

Report from Session 1

Chair : Kevin Fisher, Intel
Rapporteur: Joyce Blow, ANEC

Recommendation 1

The session began with a short presentation by Steve Kenny on the IT System DEPRM
(Design Embedded Privacy Risk Management), which has been developed for the Dutch
Data Protection Authorities. This system aims to transform legal requirements into technical
specifications without recourse to audit and with minimal overhead. The Dutch
implementation of this had been very literal, so the system might not suit everyone.
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Problems were arising from the variations in national implementation of the Directive. When
thinking about guidance at a European level, it had also to be borne in mind that many SMES
operated only in one country, so national conformity was their concern.

To take account of this situation, the support of the meeting was a generic approach to codes
of practice, guides, etc. To make more explicit the need for a voluntarist approach, the word
'develop' was preferred to 'establish' in the text of this recommendation.

Where guidance was produced on a sectoral or specialist basis it needed to be borne in mind
that other laws and regulations impinge, for example, in the case of human resources,
National and European labour laws impacted.

On the use of the term 'best practice', it was accepted as a regularly used and understood
term. Such practice would be intended only as guidance and should not be used as a back
door to the development of management standards. 'Best practice' was by definition
aspirational; it was perfectly possible to operate lawfully and effectively with a less
demanding level of practice.

If a common European set of best practices was to be developed, then questions such as
their measurability and auditability had to be addressed.

The A.29 Group had emphasised that it has not in their remit to homogenise national laws.
But it was nonetheless important to recognise the possibility that the promulgation of best
practices could over time lead to legal harmonisation at a European level.

In the meantime some companies trading across national boundaries were setting up
procedures which established conformity with the most stringent national requirement in each
aspect of the Directive implementing legislation. This worked well in practice and, in fact,
resulted in a version of 'best practice'.

Recommendation 2

Reactions were mixed but there was acceptance that 'do nothing' was a bit of a 'cop-out'.
Nonetheless, there was much to be said for getting on first with things which could more
readily be tackled. We were probably in a transitional stage on this issue; and so the
implication was 'not yet' rather than 'never'.

Any deliverables would, of course, need to be consensus based. One objection could be
removed if the word 'require' were replaced and a number of suggestions were proposed -
'allow', 'specify', 'involve', 'inspire'.

Management standards such as ISO 9000 were voluntary and any specific standard in the
DP area should equally be voluntary.

It needed to be recorded that many academics and consumer representatives strongly
supported a privacy management standard and their views might in time carry more weight.

The recommendation was accepted, though the experts were asked to take the drafting
points into account.
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Recommendation 7 (Revised and presented in this document as Recommendation 3)

It was agreed that the kind of contracts referred to were between data controllers and
processors and such like, not between sellers and customers, which raised wider and
different issues.

There was general support for the action proposed, but once again the question of national
variations arose and, therefore, the desirability of a generic set of contract clauses at
European level, including a checklist of points to be covered.

The meeting was reminded that there is no European, as opposed to national, private law.

Report from Session 2: Technical Standardization Issues

Chair: Helen Graham, Shell Information Technology International B.V
Rapporteur: Kevin O’Neil, CYVA Research Corporation

Recommendation 3 (Revised and presented in this document within Recommendation 6)
“Develop a technical report which analyses the impact of existing and developing
technologies on data protection principles and privacy requirements, making
recommendations on the need and methodology for a technical privacy review process,…”

1. Textual changes enhancing the stated purpose of “making recommendations” and
providing greater clarity of the exact purpose of “recommendations” were discussed.
Paragraph 1 page 50 specifically “making recommendations” should be further defined and
elaborated upon to be “educational” in their intent and focus vs. punitive. The report should
more fully describe the need for a continuous and ongoing necessity of an ‘early warning’
capability providing authorities a means of ‘insightful’ intelligence regarding the potential and
possibilities, the what it is, what it does, of technologies as they are developed, come to
market and evolve.

Elaborating, the fact is that technology does not stand still and competitive pressures, market
demands, and accelerated inventiveness and creativity insist upon rapid results and the
inherent delays and long-lived cycles of law making and regulatory actions that evolve over
years are incompatible. A fundamental disconnect needs to be addressed between the legal
regulatory community, society and that of business and innovation. A ‘limited’ methodology, a
less than adaptable, extensible or long-term “following the technology” approach to
technology review could be more detrimental that effective in moving towards an optimal
solution set of competitive technology, laws, economic advancement and social benefit.

2. “Geolocation tracking” should be added to, namely adding the term location-based
services.

3. “All three constituencies, consumers, business, and data protection authorities” should be
expanded to include “law enforcement authorities”.

4. Avoid a watchdog, top-down approach that ‘rates’ technology. Out-of-the-box thinking
leads to innovation and stagnant or less that inviting rating criteria could stifle new
approaches to privacy, security and trust.

5. A Framework for understanding technologies as they may represent components of a
solution, not a whole ideal but interoperate and address particular principles or requirements
of data protection, would be better than a ‘rating’ system.
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6. Point was raised as to the assumed intent of the data protection directive in regards to PET
approaches; anonymization, pseudonymity being contrasted with the necessary processing
and flow of personal information. Is the recommendation for a methodology focused by the
data protection directive going to be prejudicial by a sole focus on, anonymization or
pseudonymity solutions/technologies? It should not. The methodology should embrace and
extend beyond these types of solution/technology approaches.

7. Merge recommendations 3 and 4.

Recommendation 4 (Revised and presented in this document within Recommendation 6)

Establish a clear set of assessment criteria based on user requirements which will assist
evaluation and understanding of Privacy Enhancing technologies.

1. The word ‘assessment’ is too heavy, leads to certification. Another term or phrase would
be ‘clarification of the possibilities’, ‘clarification of the potential’ of PETs. An Analytical
Framework to understand and give context to PET potential would be a better phrase and
approach.

2. Since the recommendations are couched in the Directive, it would be helpful to stay with
already established legal terms, like natural person, legal person, instead of user. For
predictability and certainty from a legal standpoint the recommendations should utilize the
Directive’s verbiage.

3. Expand the ‘user community’ to include corporate users, as they too utilize technology and
have policy, procedure and infrastructure which will be impacted by technology.

Report from Session 3 – Companies’ self-assessment for compliance with legal
requirements

Chair : Francis Aldhouse, Office of the Data Protection Registrar (UK)

Rapporteur: Anne Carblanc, OECD

Matters considered

Recommendations 5 and 6 relating to audit standards and web seal assessment.

Summary of resolutions

The breakout group supported the concept of further work on both areas but advised that the
wording and detail of the recommendations be reviewed.

In respect of audit standards the group recommended that a study be carried out within a
period of 12 to 18 months. The reference to self assessment should be removed

In respect of seals the group recommended a preliminary study into the number, nature and
standards position of the current seals available.

Recommendation 5 – Audit (Revised and presented in this document as Recommendation 4)

The Chair directed attention to the sections of the Report which related to the audit
recommendation (sections 4.1.7 and 4.1.8). These were accepted as reasonably fair
summaries of the current position.
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There was discussion of the reference to “self assessment “ in the title. It was considered that
the techniques of auditing could be used both as part of a self assessment process or by a
third party. It was accepted that, in this domain, it was not necessary to have a formal
“standard” in place before compliance could be assessed as auditing could be used to
assess compliance with legal requirements; internal policies and codes of practice adopted
by an organisation. It was considered that aspects of the audit methodology could be
standardised to assist privacy audits.

The benefits of the proposal require clarification and completion. Additional positive indicators
are:

� Audits raise overall awareness of privacy/DP within the business

� Audits can give assurance of compliance with whatever standard has been adopted

� They may be adapted for cross-jurisdictional situations (although issues arising
from cross jurisdictional matters could also be a contra- indication)

Negative indicators:

� In the current negative indicators “insufficient demand” should be re-phrased.
Demand may not be insufficient. It is not clear who is seen as making the
“demands”

There was discussion of the appropriate bodies to be involved in any work and the
involvement of auditor bodies was considered necessary.

Recommendation 6 web seals (Revised and presented in this document as
Recommendation 5)

The chair directed the group to consider the preliminary materials in the report and there was
agreement that the Report represented a reasonable summary however the reference to the
Swiss initiative was not accurate as that initiative was related to e-contracts and other issues
including audit.

There was discussion of the extent of the understanding of consumers and a suggestion that
there should be some research on consumer understanding of web seals and what they offer.
A concern was expressed that common criteria for seals would, in effect, mean that only one
seal survived. However it was also considered that, even if all seals had to meet a minimum
level, they could differentiate themselves by seeking to place themselves above the minimum
level.

Discussion of the role of audit in relation to seal adoption; whether a business should have to
pass an initial audit before having a seal or whether it should only be subject to third party
audit when there had been a problem of possible non-compliance with the seal standards.

Agreed that:

� It should be made clear that initial audit should not be made mandatory

� Mention of the Swiss proposal was inappropriate in this context and should be
removed
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� It is premature to develop criteria for seals, rather a preliminary study is needed to
ascertain the levels of trust that can be offered to consumers by web seals, and to
consider how to communicate with consumers and educate them

The benefits and contra indications for the work on seals were reviewed and the following
recommendations made:

� The benefits and contra-indications should be recast with the revised scope of the
recommendation (study only) in mind

� The fourth point of the benefits should be recast as the wording might give offence
unnecessarily

� The input documents should reflect the numbers of organisations providing web
seal programmes.

General Matters

There was general agreement among the participants that the breakout session was a
valuable part of the Open Meeting and it would have been of benefit to be able to consider all
the recommendations in at least equivalent depth with greater concentration on a
participative exchange of views rather than presentations. The recommendations should be
reviewed to ensure that they are ordered logically; some proposals need to be implemented
before others can take place.
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URL: http://www2.austlii.edu.au/itlaw/articles/ConnollyISO.html

� On-line services and data protection and the protection of privacy, ARETE Study for
DG XV
URL: http://europa.eu.int/comm/internal_market/en/dataprot/studies/serven.pdf

� A Review of Online Privacy Programs, Australian/Ontario Privacy Commissioner
(Sept 2000):
URL: http://www.privacy.gov.au/publications/seals.html

� GBDe Review of Trustmarks (Sept 2001)
URL: http://consumerconfidence.gbde.org/documents/trustmarksmiami.doc
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URL: http://consumerconfidence.gbde.org/t_inventory.html
� March 2000 - PIAC Comparative Analysis of BBBOnline Draft Code of Online

Business Practices with other Consumer E-Commerce Codes and Standards URL:
http://www.piac.ca/bbb.htm

� OECD ICCP, A Proposal for work on codes of conduct for electronic commerce
DSTI/ICCP/RD(2001)1 (7 March 2001) + Codes of Conduct: Data DSTI/ICCP(2001)8
(06 February 2001)


	Initiative on Privacy Standardization in Europe
	CONTENTS
	Executive Summary
	General Introduction
	Background to the Directive
	Status of Implementation
	The current state of play
	Matrix: Considering how to approach requirements “in support of the European Directive”
	Application of the Matrix high-level aims to particular standardization activities
	Technical standardization and Directive 97/66/EC
	General recommendations
	Conclusions and Recommendations
	Recommendation 1 – Voluntary Best Practices
	Recommendation 2 – Management Standard
	Recommendation 3 – Generic Contract Clauses and Terms
	Recommendation 4 – Inventory of Data Protection Auditing Practice
	Recommendation 5 – Conduct a survey of web seals
	Recommendation 6 – Analysis of the impact of technologies
	Recommendation 7 – Privacy standards education and promotion
	APPENDIX A : STATE OF IMPLEMENTATION OF DIRECTIVE 95/46/EC
	APPENDIX B: SOGITS N1136 and Associated BT/TCMG Resolution
	APPENDIX C: Links to various studies/reports and trustmark programs
	APPENDIX D: ACRONYMS AND ABBREVIATIONS
	APPENDIX E: Report of the Second Open Meeting: “Could Standardization Aid Privacy?”, Paris, 27 September 2001
	BIBLIOGRAPHY

