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I. INTRODUCTION 

“We must work, pre-emptively and proactively, to 
build trust and security in electronic 
communication. What is at stake here is not just 
our capacity to protect existing systems, but our 
ability to make the Internet a key driver for 
European growth and societal development. Let 
us take the initiative now!”  
(Commissioner Viviane Reding, “Trust in the 
Net” Seminar, Vienna 2006) 
 
The Austrian Presidency and the European 
Commission’s Directorate General Information 
Society and Media held a joint International High 
Level Research Seminar on “Trust in the Net” on 
9 February 2006 in Vienna, Austria. The Seminar 
has been opened by Alfred Finz, State Secretary 
in the Austrian Federal Ministry of Finance and 
Viviane Reding, Commissioner for Information 
Society and Media of the European Commission. 
Key note addresses have been given by Rt Hon 
Alun Michel, UK Minister of State for Industry 
and the Regions, DTI and by Susanna Huovinen, 
Finnish Minister of Transport and 
Communication.  
 
The objectives of the seminar were to discuss 
longer term research actions to fight malware and 
spam and thus improve trust in the Net for 
business and citizens, in particular: 
 

• Research priorities in the seventh EU 
framework programme as part of the 
forthcoming “Strategy for a Secure 
Information Society” announced in the 
i2010 Strategy for the Information 
Society; 

• Testbeds and validation actions that can 
advance trust in the Net; 

• Types of partnership, including 
international ones, to be pursued and 
promoted in order to ensure the 
effectiveness of such actions as well as 
maximize the impact of the future 
research. 

Commissioner Reding emphasised in her opening 
speech that the Seminar should also be seen as an 
important first step in the overall consultation 
process launched to identify the needs and 
possible actions to be taken up in her “Strategy for 

increased security in electronic communications” 
to be launched shortly. 
On 27 October 2005 the Directorate General 
Information Society and Media organised a 
meeting with speakers in order to prepare the 
Seminar. This meeting resulted in a background 
document (“considerations and issues”, see Annex 
III). This background document provided, 
together with the reflection paper “Towards 
increased security in electronic communications” 
(see Annex IV), important input to the Seminar 
discussions.  

Discussions and presentations in the morning 
sessions and the two afternoon panels focused on 
a broad range of issues related to the notion of 
“trust in the net” such as risk management, 
identity management and privacy, interoperable 
authentication for electronic services, trusted 
computing, network security as well as 
technologies to support law enforcement 
activities. Furthermore, the participants called for 
coherent multi-stakeholder discussions and 
actions, including research, certification and 
standardisation, regulation and general policy 
strategies, aiming at a true culture of security in 
the Information Society. 

The seminar drew some 180 participants from EU 
Member States and other countries, including 
researchers, policymakers and representatives 
from business and civil society communities. 

II. RECOMMENDATIONS 

Several recommendations with respect to 
research, policy, legislation and other issues have 
been put forward by the speakers, panellists and 
participants during the seminar discussions.  

• Research activities 

The following research issues were considered to 
have high priority: 

1 The emergence of ubiquitous computing 
and communications calls for new 
solutions to deal with the security and 
resilience of large, complex, open and 
interconnected infrastructures, as well as 
for new methods for mapping and 
modelling the infrastructure underlying 
processes (e.g., assurance of robustness, 

 



 

availability and dependability of 
infrastructures). 

2 Trusted computing infrastructures built 
on secure platforms, networks and 
software ensuring interoperability and 
competition and enabling user 
transactions while respecting privacy 
laws. 

3 A new generation of (dynamic) reputation 
systems which retain the context as well 
as behavioural information. Ways should 
be found to transfer the notion of 
“contact” & “reputation” from the 
physical world to the digital one. 

4 New cryptographic techniques which take 
into account the constraints and 
limitations of devices and that guarantee 
end-to-end security in data 
communications. 

5 Combining Network-based Intrusion 
Prevention Solutions (NIPS) and Host-
based Intrusion Prevention Solutions 
(HIPS) to proactively detect intrusion 
both in the network and the end-devices. 
Methods for network security audits, 
forensics and tracings, in particular new 
methods for acquisition of volatile data 
with tools not based on the Operating 
System. 

6 Security of applications and services and 
security defence measures at the “point of 
use” of a service, with ISP’s potentially in 
a key role. 

7 Identification and authentication in open, 
shared (federated) and dynamically 
changing environments. Assessing the 
risks when deploying strong identification 
and authentication technologies 
(biometrics). 

8 Privacy enhancing technologies providing 
different levels of anonymity or 
identification and accountability for 
communication and on-line transactions. 
Innovative Identity management systems 
empowering the user, including 
technologies that allow users to manage 

their credentials themselves or choose to 
leave it to the service provider. 

9 Human Computer Interfaces (HCI) 
focusing on perception and realisation by 
the user of security levels. Understanding 
the psychology of dealing with trust in the 
digital world without pretending to 
transpose the existing physical model of 
trust.  

• Policy and legal issues 

 10 The increasing need for security will tap 
the potential of ICT for tracking, tracing 
and surveillance with unknown 
consequences for privacy protection and 
ethics. A thorough societal debate is 
needed aiming at a balance between 
security, freedom and protection of 
human rights, incl. privacy.  

 11 The role of software producers 
concerning their responsibility to produce, 
deliver and maintain secure and fault 
tolerant software should be further 
examined, i.e. software must meet a 
minimum set of security standards and 
best practice rules. A viable way to 
achieve this could be an industry led 
initiative with the support of the European 
Commission. 

 12 The role of ISPs with respect to the 
creation of trust in the Internet and the 
services they provide should be further 
examined. ISPs act as the interface of 
citizens and SME’s to the Internet and 
have great potential, alone and in 
cooperation, to monitor, guard and 
improve its trust and security.  

 13 European policy making for Trust and 
Security requires a Public-Private 
Partnership, including industry, research 
communities and public authorities to 
ensure the right balance between 
technology development, regulations and 
policy measures.  

− Risk assessment, management and 
most importantly, allocation, are key 
elements of a trust framework. Support 
tools might be provided at the 

 



 

17 Ways should be developed to effectively 
support certification, best practices and 
the possibility to execute risk transfer. 

technological level, but regulatory 
action might be needed to allocate 
risks explicitly. 

18 Test beds and large-scale demonstrators 
should be established on all aspects of 
security and privacy, paying special 
attention to information flow control and 
user needs. EU-funded projects, e.g. 
Integrated Projects could implement these 
test beds, to draw conclusions on the 
adequacy of technologies and techniques 
implemented.   

− Necessary R&D activities in the EU 
can be hindered by legislation. The 
increasing number of security 
standards and regulations in different 
countries should be harmonised within 
the EU and at a global level. 

− The right balance between governance, 
policy and market dynamics should be 
investigated and the impact of security 
technology be looked at in terms of 
economics. There is a need for 
understanding conflicts and synergies 
between privacy and economics, and 
to produce technology and regulation 
that permit the desired economic 
growth whilst providing the desired 
privacy protection. 

19 Test beds shall also be used to study 
psychological, organisational and 
economic aspects of trust in domains. 
This could include data retention, e-
government, e-health, or usage of data for 
customer relationship management. 

 

14 Security industry should change emphasis 
from “managing ownership for users” to 
“empowering users” to manage their own 
data. It should focus more on delivering 
security services instead of software 
products, providing solutions that are 
proportionate to the security needs. 

 15 It is in the security interest of the 
European Union to create and foster a 
strong ICT security industry in Europe, 
especially given that ICT is increasingly 
permeating all aspects of human activity.  

• Other issues 

 16 A broad discussion is needed in Europe in 
measuring progress we make towards 
security in the Internet. Measurement 
provides us feedback on where to put our 
present and future efforts and could lead 
to a standardisation framework usable for 
the evaluation of a wide range of 
applications, covering both products and 
processes. This may require development 
of performance indicators, benchmarks 
and standardised processes to guarantee 
auditable levels of security in products 
and services.  
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