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Executive Summary  
 
A workshop was held by DG INFSO to identify some of the ethical implications of 
ICTs and to suggest how these issues could be best addressed. The workshop 
was attended by over 25 participants made up of external experts and 
Commission staff.  
 
As this workshop represents an initial appraisal of this area by DG INFSO, a 
broad range of topics were included: overviews of what is meant by ethics in the 
context of ICTs; health and medical concerns; privacy and ambient intelligence; 
access and security; inclusion and participation, and strategies for being 
competitive whilst at the same time maintaining an ethical stance.       
 
Towards the end of the workshop a number of recommendations were made –  
these include: proposals for new R&D agendas; suggestions for new modes of 
technology development; training initiatives; as well as approaches for involving a 
broader range of stakeholders in decision making processes.  
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1. Backgorund  
 
At the request of the European Commission’s Information Society Technologies 
Advisory Board (ISTAG), a workshop was set up to identify the main ethical 
issues related to information and communication technologies (ICTs), and to 
provide some recommendations on how to address these issues. The workshop 
was organized by DG INFSO.  
 
The workshop brought together people from universities, industry, institutes and 
the European Commission. In doing so, a wide range of disciplines were 
represented philosophy, anthropology, social sciences, medicine, as well as 
different areas of computer sciences. The Agenda for the workshop can be found 
in the Annex.  
 
The workshop consisted of plenary sessions and group work. Four themes were 
used to structure the discussions: Mind and Body; Living with Ambient 
Intelligence; Security and Access; and Inclusion and Participation. Participants 
were divided into parallel groups based on their area of specialization. The 
groups reported on their discussions at a plenary session at the end of each day. 
The first day was used to identify the key issues, and the second saw each group 
present their recommendations. Recommendations emerged towards the end of 
the second day.   
 
 
2. Welcome introduction  
 
Dr. Paul Timmers, head of the European Commission’s eGovernment Unit, 
provided the introduction to the opening session, which was then used to 
establish a framework for the two days.  Given ISTAG’s concerns regarding “the 
need to investigate the ethical implications of ICTs”, Dr. Timmers provided a 
useful background on Brussels’ role over the last twenty years in establishing 
European leadership in generic and applied technologies through initiatives like 
its Framework Programs (FP), the sixth edition of which runs until 2006.   
 
 
3. Plenary session:  What is meant by “ethics” 
 
This session provided a short overview of ethics: what it is, what are the main 
theories, and how they can be applied to practical situations, particularly in the 
context of ICT R&D.  Presentations were made by: 
 

Jeroen van den Hoven, Center for Philosophy of Information and 
Communication, Erasmus University of Rotterdam, The Netherlands.  



Penny Duquenoy, School of Computing Sciences, Middlesex University, 
United Kingdom. 
Jacques Berleur, Professeur aux Facultés Universitaires Notre-Dame de 
la Paix à Namur, Belgium. 

 
 
Jeroen Van de Hoven’s opening statement that “ethics is a messy business and 
there are no short cuts,” and that information technology only complicates the 
matter further, summed up the challenge facing the workshop. He argued against 
a universal concept of ethics, instead focusing on the way that ICT impacts on 
every aspect of life:  “Health care, public administration and government will be 
determined in important ways by the ICT applications we choose to introduce. 
Traditional normative key concepts like democracy, intellectual property, privacy, 
and accountability, which have guided our thinking about the desired properties 
of institutions, structures and mechanisms have to be reconstructed to 
accommodate the new technology.” Prof. Van de Hoven also identified another of 
the key themes of the workshop: the role and responsibilities of designers. 
 
For Jacques Berleur, “ethics will always be on the horizon, and the best we can 
do is move toward it.” He offered a way for the different perspectives in this area 
to work together by suggesting that ethics is a “move from individual behaviour 
toward a collective action aimed at the general good. It is not about relativism or 
pragmatism, he said, and insisted on the validity of Emmanuel Kant’s categorical 
imperative, or Deontological approach, to do good. But, he argued, diversity and 
multiculturalism must also be at the core of our reflections on ethics.  
 
Prof. Berleur’s belief that “ethics is defined as including at least a set of principles 
of judgement and action which imposes itself upon individual conscience and 
collective consensus as founded on the imperatives of the good” prompted some 
discussion, and by his own admission he accepted that “this could be interpreted 
as opposing social or collective ethics and personal ethics”. He also noted that 
far more resources are being applied to protecting intellectual property rights 
than on access to information for all.  
 
Prof. Berleur argued that self-regulation within ICT industries via codes of 
conduct was possible, if sufficient time and resources were put into establishing 
the appropriate criteria and procedures.  
 
To illustrate the danger that workshops of this nature often end up adding to the 
already extensive list of well-meaning proposals produced over the last decade, 
Prof. Berleur ran through some of the main recommendations of recent years in 
this area, perhaps best summed up by the Computer Ethics Institute’s “Ten 
Commandments”, or IFIP’s Criteria and Procedures for Developing Codes of 
Ethics or of Conduct.  
 



Penny Duquenoy highlighted the conceptual vacuum and lack of knowledge that 
hamper the development of theories on ethics and computing. She offered a 
useful outline of the ideas of the main academic thinkers in this area, and her 
presentation prompted lively debate. She suggested that a useful starting point 
would be Habermas’ work on Discourse Ethics: “For any norm to be morally 
valid, everyone relevantly affected must be able to accept the consequences of 
its being put into practice.” This introduced the involvement of stakeholders, i.e. 
all those affected by the application of an ICT, in its design, implementation, etc. 
This raised the issue of who in society would be prepared - even if the structures 
and mechanisms were in place – to engage in the process of identifying and 
establishing common values.   
 
 
 
4. Plenary session: Competitiveness and Ethics – “win-
win “ or compromise? 
 

Gabriele Zedlmayer, Vice President of Corporate Affairs, HP EMEA.  
Simon Rogerson, Professor at the Center for Computing and Social 
Responsibility, Faculty of Computing Sciences and Engineering, Montfort 
University, UK.  
Simone Scholze, UNESCO, Section Éthique des Sciences et des 
Technologies. 

 
 
Aware that for many people, ethical questions are not the direct concern of the 
business community or industry, this session was an opportunity to explore ways 
in which ethical thinking can add new values to European ICT products and 
services, without reducing their competitiveness.   
 
“In a world where 90 percent of the population has no access to e-technology,” 
Gabriele Zedlmeyer provided an outline of Hewlett Packard’s activities to support 
its policy of “global corporate citizenship” by increasing access to technology in 
the emerging markets of developing countries. She outlined a number of projects 
being undertaken in Africa, where products were being adapted to accommodate 
for the needs of the local populations. Following presentation a discussion 
ensued about the role of Western private enterprise in development issues,  
 
In his presentation, Simon Rogerson was concerned with ways to avoid “the 
failure, poor quality, and overspending that has characterized software 
development so far”. His starting point was that the “vast majority of software 
fails” because it is designed to meet short-term needs, and because the 
companies involved ignore its potential negative impact or wider ramifications. 
This raised the question as to whether it would be possible to prevent technology 
from being released. Among the examples discussed in this regard was a new 
mobile phone service that allows users to download background noise of say, 



traffic jams, or airports, so that they can lie to their employers or partners as to 
their whereabouts. Others pointed to the way that movie DVDs do not allow 
users to skip trailers and advertising, or the way that Microsoft builds in its own 
CD players, Internet browsers, etc into PC software, thus limiting competition 
from other providers.  
 
Simone Scholze began her presentation by stating that “ethics is not an alibi,” 
and her firm belief that private and public organizations should not use ethics as 
a façade to give their activities greater credibility. Europe must take the lead in 
bridging the global digital divide through such initiatives as a Global Ethics 
Database. A number of participants wondered whether this approach was not in 
effect a “new colonization”, and whether digital technology in the form of the 
Internet was a way toward democracy, or solely a product of it. For others, many 
of the problems the developing world faces are the direct result of globalization 
and the imposition of market forces on traditional societies. Ms. Scholze insisted 
however, that information systems can embody ethical values.  
   
 
 
5. Day One: Group Sessions 
 
Mind and Body:  

Alea Fairchild, Center of the Faculty of Economics and Business 
Administration at Tilburg, The Netherlands.  
Simon Rogerson, Professor at the Center for Computing and Social 
Responsibility, Faculty of Computing Sciences and Engineering, Montfort 
University, UK.  
Daniela Cerqui, Institute of Anthropology and Sociology, University of 
Lausanne, Switzerland. 
David Coles, European Commission, DG RTD 
Fabienne Nsanze, European Commission, Trainee, GOPA 

 
ICTs are offering the opportunity for a range of portable, wearable or implantable 
devices and “body area networks” for a range of applications from fashion 
through to health monitoring. The session discussed such issues as consent, 
control, identity, and human dignity.  
 
The workshop coincided with the news that the US government had approved 
the implantation of microchips in medical patients. This raised the question as to 
whether government decisions should be allowed to override those of the 
individual.  
 
Western societies are on the verge of creating new categories of persons, based 
on the degree to which an individual has been “enhanced”. However, 
technological experts often do not understand the ethical issues, and the 
difference between "repairing" disabled people and “upgrading the able” is not at 



all explored. Furthermore, technological language tends to make people begin to 
understand themselves in terms of machines.  
 
 
Living with Ambient Intelligence 

Maria Ganzha, Department of Applied Informatics, Private Higher 
Educational Institute, Gizycko, Poland. 
Saadi Lahlou, Head of Laboratory Design for Cognition, Electricité de 
France R&D, France. 
David Wood, Managing Editor, Surveillance & Society, Lecturer at 
University of Newcastle. 
Giorgio de Michelis, DISCo, University of Milan, Italy. 
Penny Duquenoy, School of Computing Sciences, Middlesex University, 
United Kingdom. 
Michael Rogerson, Professor at the Center for Computing & Social 
Responsibility Faculty of Computing Sciences & Engineering, Montfort 
University, United Kingdom 

 
  
ICTs are increasingly diffusing a part of our everyday places and spaces. 
Offering many opportunities, these also render the possibilities of a surveillance 
society or a range of “Big Brother” scenarios – which may be either sinister or 
benign. How should issues of privacy and freedom, or the transparency of 
networks and systems be addressed?  
 
The technology already exists to carry out Orwell’s Big Brother nightmare. What 
is not understood is the degree to which technology now being systematically 
implemented to support this. It was agreed that the current legal guidelines to 
protect us from this are insufficient. “On the fly control” is not good enough.  
 
Information systems will soon be “talking to each other about us, and making 
decisions on our behalf”, in which case particular care will have to be taken when 
designing such systems. Equally importantly, do designers carry the 
responsibility alone, or should all those involved – the stakeholders – be 
consulted? Is this practical? What are the limits of consensus?   
 
 
 
Security and Access 

David Meresse, Researcher in the ICT and networked territory, France 
Andrea Nicolai, Founder and CEO, T6, Italy 
Stanislaw Szejko, Department of  Software Engineering, Faculty of 
Electronics, Telecommunications and Informatics,  Gdansk University of 
Technology, PolandJeroen van den Hoven, Center for Philosophy of 
Information and Communication, Erasmus University of Rotterdam, The 
Netherlands.  



Michael Wilson, CCLRC, Rutherford Appleton Laboratory, Chilton, Didcot, 
United Kingdom. 
Andrea Servida, European Commission, DG INFSO 

 
ICTs are challenging our traditional concepts of security and access to 
information. At the same time, they offer unprecedented levels of security and 
encryption. Yet security is a human issue and the right to security and access 
depend on the context. These developments raise many questions – for 
example, what might the role of the hacker be in the future?  
It was pointed out that during the run up to the year 2000, the authorship of many 
software systems was unknown.  
 
If a set of principles is needed, then how is one to decide if a system is going to 
be ethically used or not? Current software technology can allow the embedding 
of responsibility, so one could build-in ‘trust indicators’ to new systems. 
 
The designer’s point of view is always limited, and needs to be widened through 
impact analysis (contact with stakeholders). There is usually a trade-off between 
privacy and other issues (e.g. reciprocity, emergency access, global security).   
 
 
 
 
Inclusion and Participation 
Jacques Berleur, Professeur aux Facultés Universitaires Notre-Dame de la Paix 
à Namur, Belgium. 
Marc Agi, Académie Internationale des Droits de l’Homme, France 
Avramoy Dragana, Population and Social Policy Consultants (PSPC), Belgium 
Catherina Rehm-Berbenni, FUTUREtec, Gesellschaft fuer angewandte 
Informatik mbH, Germany 
Simone Scholze, UNESCO, Section Éthique des Sciences et des Technologies. 
Gabriele Zedlmayer, Vice President of Corporate Affairs, HP EMEA.  
Elena Torta, European Commission, DG INFSO 
 
This session looked at specific examples of the way in which growing numbers of 
people may be able to participate in the design and development of ICTs in the 
near future. How can we avoid exclusion? What are the principles that need to 
underlie the design of next generation ICTs – equality, or equity? 
 
This group felt that the real ethical issue regarding ICTs is exclusion. There is a 
clear digital divide, both globally, and even within Western societies, with little 
access for elderly persons and people with low incomes.  
 
Again, lack of transparency and control over systems such as e-voting were 
identified as key areas of concern. All present at this session agreed that human 
rights must be at the core of the development of the Internet. 



6. Recommendations 
 
On the second day, each of the four groups elaborated their suggestions on how 
to address issues of ethics. There was considerable crossover across the four 
groups. The principal recommendations were either aimed the (a) role that 
European Commission could play (b) what the ICT sector should be encouraged 
to address and (c) how to invoke the better engagement with all those involved in 
the application and use of systems (stakeholders).  
 
Overall, it was acknowledged that the current pace of technological change 
means that the process of “catch-up” which characterized the implementation of 
legislation in the wake of technological advances throughout the 20th century will 
not meet the needs of society in the future. Approaches only relying on the 
legislative will be not be sufficient. Other actions will have to be put into place.   
 
The recommendations are as follows:  
 
 
New Research Agendas 
 
New research agendas and research projects are needed to address some of the 
new challenges emerging. Ethical thinking needs to be folded into the research 
and development process. How to do this effectively is not always obvious, but it 
needs to be encouraged and promoted.  
 

•  Issue calls for proposals on how to build ethical principles into ICT 
research and development.  

 
•  Encourage R&D project proposals to enfold ethical considerations into the 

project life cycle.  
 

•  Call for projects to design guidelines and codes of conduct for ICT 
researchers and developers of systems. Establish these as a European 
reference point available on the Web. 

 
•  Include issues of ethical concern into future Workprogramme definitions. 

Ensure a structured exchange views between the social sciences, 
humanities, and ICTs in the preparation of certain strategic objectives 

 
•  During the evaluation of research proposals social impacts should must be 

assessed properly.  However, to date, they are assessed almost 
exclusively by technologists. Try to have a more multi-disciplinary view 
when evaluating the “social relevance criterion” during evaluations of 
proposals. This would enable a more informed and balanced analysis of 
the potential impact of a proposed technology on society, if relevant.  

 



 
 
 
Technology Development 
 
The ICT sector itself needs to establish processes to encourage social 
responsibility of companies and institutions that design systems. Companies and 
Institutes need to have a greater commitment to encouraging ethical 
considerations as part of the development of ICTs.  
 
 

•  Include ethical considerations and evaluations in development life-cycles. 
Similarly to the way that ISO standards have helped in the quality of 
processes, ethical standards could be introduced in the future.  

 
•  Encourage practitioners to draw up codes of conduct. Examples of Codes 

of Conduct drawn up by software developers are included in the Annex.  
 

•  Try to ensure that privacy issues be discussed with clients and end-users, 
through open feedback mechanisms.   

 
•  In the design of software systems, try to make privacy-sensitive operations 

expensive, or more difficult.   
 

 
 
WSIS 
 
The World Summit on the Information Society (WSIS) already treats some ethical 
issues relating the information society.   
 

•  Try to better coordinate with WSIS developments. 
 

 
 
Raise awareness  / education 
 
Often researchers and developers are simply not sufficiently aware of some of 
the ethical or social implications of their work. This also applies to project 
managers running or promoting research programmes.  

 
•  Encourage and promote a sense of a social responsibility amongst 

software designers, through awareness or training measures.  
 



•  Encourage courses on “computer ethics” to be included in third level 
curricula, particularly in areas of informatics, computer science, 
engineering etc.   

 
•  Encourage a training course in technology and ethics for Project Officers 

at the Commission.  
 
 
Stakeholder involvement  
 
Involving stakeholders in dialogue (all those involved in the application and use 
of the technologies) is a way of ensuring the uptake of ethical thinking.  
 

•  Create or adapt ethical committees to assess emerging effects of 
ICTs. This would provide people with informed opinions and 
possible options.   

 
•  The involvement of citizens’ panels could be extended to include a 

presence on decision making bodies relevant to ICTs. An example 
would be to include citizen or user representation on advisory 
groups such as ISTAG. 

 


