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Introduction 

We have seen dramatic technological change since the European Commission first proposed 
the Data Protection Directive in 1990.1 The Internet has moved out of the university lab into 
56% of European homes and 95% of OECD businesses.2 Computer processing power has 
continued to follow Moore’s Law, with transistor density doubling every 18-24 months – 
around one thousand-fold in the last two decades.  Computer storage capacity and 
communications bandwidth have both been increasing even more quickly, doubling every 12 
months and hence a thousand-fold each decade. These exponential increases have radically 
increased the ability of organisations to collect, store and process personal data.  
 
The physical environment is now saturated with sensors such as CCTV cameras and mobile 
phones, with biometric and electronic identifiers used to link data to individuals. In the digital 
world almost every communication and Web page access leaves behind detailed footprints. 
The Internet and mobile information appliances allow large quantities of personal data to be 
trivially moved between jurisdictions. Data mining tools attempt to find patterns in large 
collections of personal data, both to identify individuals “of interest” and to attempt to predict 
their interests and preferences.  
 
New multinational companies have sprung up around these technologies to service a global 
customer base, with smaller enterprises outsourcing employee and customer data processing 
to developing world companies. Governments are increasingly analysing and exchanging 
information on their citizens in response to fears over terrorist attacks. Individuals are using 
social networking sites to share information about themselves and their family, friends and 
colleagues. The ubiquity of personal data and of data gathering means that the default 
position is shifting from state and private bodies having to decide to collect data to one in 
which they have to make an effort not to collect (increasingly sensitive) data.  
 
In this working paper we describe these key changes and their implications for data 
protection, alongside some areas in which business, government and individuals are 
deploying new technologies. These include e-commerce, e-government, health and social 
care and law enforcement. 
 

Increases in computing power, bandwidth and storage capacity 
 

In 1965 Intel founder Gordon Moore first noted the rapid doubling of the number of 
transistors per integrated circuit.3 “Moore’s Law” predicted this growth would continue 
roughly every 18-24 months. This prediction has proven to be remarkably accurate, and in the 
four decades since raw computer power has increased a million-fold.  Ray Kurzweil noted 
that this continues a much longer trend through the 20th century, as electromechanical devices 
were refined through relays, vacuum tubes and transistors into the integrated circuit.4 
 

                                                           
1  OJ C 277, 5.11.1990, p. 3 
2  OECD Key ICT Indicators, available at http://www.oecd.org/sti/ICTindicators (last visited 5 Mar 2009) 
3  Gordon Moore (1965) Cramming more components onto integrated circuits, Electronics Magazine 38(8) 
4  Ray Kurzweil (2001) The Law of Accelerating Returns: 
http://www.kurzweilai.net/meme/frame.html?main=/articles/art0134.html?  
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Source: Ray Kurzweil, The Law of Accelerating Returns 

 

This trend has been accompanied by ongoing innovation in hardware and operating system 
design that has put remarkable computational capacity on the desktop and inside the server 
farm. Visa’s payment centres, for example, use these capabilities to check and authorise over 
45 billion card transactions (worth $2.4tn) every year.5  
 

Storage capacity and Internet bandwidth are increasing at an even faster pace than 
computational power. Disk information density is doubling annually.6 One fibre cable can 
carry 160 wavelengths, with photonic integrated circuits capable of carrying 1.6 terabits per 
second7 — the equivalent of over 10,000 television channels. 
 

The plunging cost of storing, transmitting and processing personal data mean that little 
technological incentive remains for system designers to minimise the collection of personal 
data. Information can be transferred around the world at low cost, and duplicated across 
databases and portable computing devices. Ongoing increases in processing power allow 
more information to be extracted about individuals from this mass of data, using data mining 
algorithms to discern and record patterns of behaviour that in turns affects how individuals 
are treated. 

                                                           
5  Byron Acohido & Jon Swartz (2008) Zero Day Threat, Sterling Publishing p.12 
6  E. Grochowski & R. D. Halem (2003) Technological impact of magnetic hard disk drives on storage 

systems, IBM Systems Journal 42(2) 
7  Fred A. Kish et al. (2007) Ultra High Capacity WDM Photonic Integrated Circuits, Optical Fiber 
Communication and the National Fiber Optic Engineers Conference  
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�anotechnology 
 
Nanotechnology is a further development of the extreme minimisation that has contributed to 
the last 40 years’ explosion in computing and storage capabilities. While microchips are 
fabricated at micrometre scale (10-6m or 1Nm), nanotechnology develops structures at least 
ten times smaller, under 100 nanometres, down to the atomic scale. 
 
The concept of nanotech dates back to a speech by Richard Feynman given in 1959, but 
practical nanoscale engineering is much younger. Its main application so far has been in 
materials science, producing ingredients for use in products such as sunscreens, paints and 
fuel catalysts.8 However, it is expected to further boost computing and storage capabilities. 
IBM’s “Millipede” storage technology can for example increase storage density a thousand-
fold, in low-power devices particularly suitable for use in Personal Digital Assistants.9  
 
In the longer term we are likely to see nanosensors, which could greatly decrease the size and 
increase the capability of environmental sensing devices. A principal application is expected 
to be nanorobots that can sense and manipulate environments that were previously hard to 
access – such as the internals of the human body. Researchers have already developed 
nanomotors that could drive such devices.10 This could make possible the collection of whole 
new classes of personal data. 
 

Surveillance technologies  
 
The miniaturisation, reduced cost and increasing performance of electronic components have 
contributed to the recent proliferation of surveillance devices such as Closed Circuit 
Television (CCTV) cameras in urban areas. These trends have been boosted in the last decade 
by the development of microelectromechanical systems (MEMS), which integrate sensors 
and actuators onto single chips using similar processes to those in microprocessor fabrication. 
The resulting devices are smaller, cheaper and more reliable than had been previously 
possible. They are increasingly used in microphones, digital cameras and mobile phones.11 
As a result, more data is being collected about individuals and their possessions. 
 
CCTV cameras in particular have seen widespread deployment in countries such as the UK, 
where around £500m was spent on systems between 1996 and 2006, resulting in an estimated 
4m devices.12  This deployment occurred despite criminological research showing that CCTV 
had little impact on crime levels outside specific contexts, such as closed car parks.13 
 

                                                           
8  David M. Berube (2005) -ano-Hype: The Truth Behind the -anotechnology Buzz, New York: 
Prometheus 
9  P. Vettiger et al. (2002) The "millipede" - nanotechnology entering data storage,  
IEEE Transactions on Nanotechnology 1(1) pp.39-55. 
10  B.C. Reganet al. (2005) -anocrystal-Powered -anomotor.  Nano Letters 5 pp.1730-1733 
11  Global Sources Security products (2008) Microphone makers ready for cheaper, smarter MEMS line, 28 
November, available at: 
http://www.security.globalsources.com/gsol/I/Listening-recording/a/9000000102360.htm  
12  Surveillance Studies Network (2006) A Report on the Surveillance Society, Information Commissioner’s 
Office p.19 
13   M. Gill & A. Spriggs (2002) Assessing the impact of CCTV, Home Office Research, Development and 
Statistics Directorate, 43, pp.60-61. 
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Ubiquitous computing  
 
A new field of research that has developed as a result of low-cost, lightweight sensors is 
ubiquitous computing. Mark Weiser coined the phrase at Xerox PARC in 1988 to describe an 
environment suffused with information processing capability, filled with “things that think”. 
In practice this was based around pervasive sensors that gathered environmental information, 
including on human presence and activity. Weiser envisioned a world where “doors open 
only to the right badge wearer, rooms greet people by name, telephone calls can be 
automatically forwarded to wherever the recipient may be, receptionists actually know where 
people are, computer terminals retrieve the preferences of whoever is sitting at them, and 
appointment diaries write themselves.”14  
 
While enhanced surveillance is not the principal aim of ubiquitous computing, such sensor 
devices clearly have strong potential for this purpose. The European 6th Framework project 
Safeguards in a World of Ambient Intelligence developed a range of “dark” scenarios 
describing a range of likely social consequences of ubiquitous computing systems that are 
less utopian than those first set out by Weiser.15 
 
One of the first practical manifestations of a world of ubiquitous computing are Radio 
Frequency Identification (RFID) tags and related Near Field Communication technologies. 
RFID tags are very low-cost markers (costing only cents in quantity) typically attached to 
shipping containers, consumer goods and access control cards. These “passive” tags can be 
“read” from a distance of tens of centimetres as they modulate and reflect radio energy from a 
reader, without any internal power source.  More complex, powered, “active” tags are 
available that can be read from greater distances and also perform more complex functions. 
Tags are now included in many nations’ passports under an International Civil Aviation 
Organization standard, and are also being used for road toll payment systems, public 
transport ticketing such as London’s “Oyster” card, library book management, and in new 
contactless payment cards such as MasterCard’s “PayPass” and Visa’s “Paywave”.  
 
The European Commission carried out a publication consultation on RFID in Europe

16 from 
2006-2007 and has more recently been consulting stakeholders over a Communication on the 
“Internet of Things”.17 There has been strong public concern at the potential use of tags to 
monitor individuals and their possessions. 
 
Many digital technologies are designed to produce detailed logs of their usage by individuals, 
which are then accessible for surveillance and marketing purposes. The mobile phone sends 
location information to its network provider so that calls may be forwarded to the correct cell, 
and more recently to enable location-based services such as contextual advertising and 
mapping. Debit and credit card payment systems record amounts spent and stores visited. 

                                                           
14  Mark Weiser (1991) The Computer for the 21st Century, Scientific American 9 pp.94—110 
15  SWAMI consortium (2005) The brave new world of ambient intelligence, Deliverable D1 to the 
European Commission under contract 006507 
16  European Commission (2007) Radio Frequency Identification (RFID) in Europe:  steps towards a policy 

framework, Communication from the Commission to the European Parliament, the Council, the European 
Economic And Social Committee and the Committee of the Regions, COM(2007)96 
17  European Commission (2008) Early Challenges regarding the “Internet of Things”, Commission staff 
working document 
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Store loyalty cards enable databases of purchases to be compiled, sometimes across multiple 
retailers as in the case of the UK Nectar scheme.  
 
Online activities are particularly carefully monitored. Internet communication and browsing 
tends to leave logs of Web pages visited, e-mail and instant message senders and recipients, 
Voice over IP callers, goods considered and purchased, advertisements viewed and searches 
made. Providers of online databases and services can log the information accessed by their 
customers. In some EU member states such as the UK Internet Service Providers are required 
to monitor customers’ browsing behaviour to block access to certain types of illegal content. 
18 
 
Even where users are not required to provide identifying information to services, logs can be 
linked to individuals through the Internet Protocol (IP) address of their computer, and often 
through digital “cookies” or electronic identifiers left on their browser by Web sites.19 
Telephony and Internet Service Providers are required to retain some of this data for periods 
of up to two years for law enforcement access under the EU Data Retention Directive.20  
 

Biometrics 
 
Biometrics are measurements of biological or behavioural characteristics that uniquely 
identify individuals. Fingerprints and photographs have been used for this purpose for over a 
century, but more recently a whole range of new measures have been developed – including 
DNA matching, face and voice recognition, iris and retina scans, hand geometry, odour 
recognition and gait analysis.  
 
Biometrics can be used to verify an individual’s identity against records in a database (or on a 
chip), and are increasingly included on national identity cards for this purpose. They can also 
be used to identify individuals or samples within population-scale databases such as the UK 
National DNA Database (containing around 4.5m samples) and National Fingerprint 
Database (with records of 7.5m individuals).21 The European Court of Human Rights recently 
found that the indiscriminate nature of the UK DNA database breached the right to privacy in 
the European Convention.22 
 
Recent International Civil Aviation Organisation passport standards23 require that fingerprint 
and facial images be included on chips within new “e-passports”. The EU now requires this 
data to be included in Schengen state passports, partly in response to US threats to otherwise 
withdraw Europeans’ visa waiver status. Large-scale trials have found significant difficulties 
in registering and verifying fingerprints and iris scans, especially for disabled individuals.24 
                                                           
18  Ian Brown (2008) Internet filtering — be careful what you ask for. In Kirca, S and Hanson, L. (eds.) 
Freedom and Prejudice: Approaches to Media and Culture, Bahcesehir University Press, pp.74—91 
19  Article 29 Working Party (2007) Opinion 4/2007 on the concept of personal data 
20  OJ L 105, 13.4.2006, pp.54–63 
21  R. Anderson, I. Brown, T. Dowty, W. Heath, P. Inglesant & A. Sasse (2009) Database State, Joseph 
Rowntree Reform Trust p.24 
22  S. and Marper v United Kingdom, nos 30562/04 and 30566/04, 8 December 2008 
23  International Civil Aviation Organisation (2006) Machine Readable Travel Documents – Machine 

Readable Passports – Specifications for Electronically Enabled Passports with Biometric Identification 

Capability, 6th Edition 
24  UK Passport Service (2005) Biometrics Enrolment Trial, available at: 
http://www.ips.gov.uk/passport/downloads/UKPSBiometrics-Enrolment-Trial-Report.pdf (last visited 25 Feb 
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Airports in the UK, the Netherlands, Austria and Germany have been experimenting with 
automated border gates that match individuals against biometrics in their identity 
documents.25 Some additional access control mechanisms have been added to e-passports 
since it was shown that unauthorised readers could remotely access information and clone 
certain passports;26 but these protections are yet to become widespread. 
 

The EU is building a central Visa Information System to store for five years fingerprints and 
photographs from the 20m applicants each year for visas to enter the Schengen area. This 
data will be available for immigration purposes but also for the investigation of serious 
criminal offences.27 The US takes photographs and all ten fingerprints from each arriving 
visitor under its US-VISIT programme. 
 

Facial recognition software has been used to match photographs and video footage of 
individuals against databases of criminal suspects, so far with limited success.  It has proven 
difficult to replicate successful laboratory systems in real-world environments, not least the 
poor quality of much of the imagery recorded by deployed CCTV systems.2829 
 

Identity management 
 

Identity management is a burgeoning field of technology that aims to help Internet users 
manage their relationships with online service providers, particularly by proving an 
individual is authorised to access specific resources (such as a customer account).  
 

A range of solutions has been proposed. Initial, centralised systems (such as Microsoft’s 
Passport) gathered information about all of an individual’s relationships with other service 
providers, presenting significant potential privacy problems including a point of aggregation 
for surveillance of users and a persistent identifier that could be used to link user information 
across different service providers.  Passport was withdrawn partly in response to consumer 
privacy concerns. More recent “federated” identity management systems such as Open ID 
also suffer from some of these problems, and are being widely deployed by companies such 
as Yahoo! and Google. 
 

More privacy-protective are “user-centred” identity management tools such as Microsoft’s 
CardSpace, IBM’s Idemix and the 7th Framework Privacy and Identity Management for 
Europe (PRIME) project prototypes. These systems give users control of their own 
identifying information and minimise the personal information required by service providers. 
They prevent multiple organisations from linking together information about specific 
individuals, and allow users to provide anonymous “credentials” that prove various attributes 
(such as permission to drive or buy age-related products) without revealing any identifying 
information.30 CardSpace is now included in new versions of Microsoft’s operating system 
and Web browser, although it has so far had limited support from service providers. 

                                                                                                                                                                                     
2009) 
25  M.A. Sasse (2007) Red-Eye Blink, Bendy Shuffle, and the Yuck Factor: A user experience of biometric 

airport systems. IEEE Security & Privacy 7 pp.78-81 
26  Steve Boggan (2008) ‘Fakeproof’ e-passport is cloned in minutes, The Times, 6 August 
27  OJ L 218, 13.8.2008, p. 60–81 
28  Mike Krause (2002) Is face recognition just high-tech snake oil? Enter Stage Right, 14 January 
29  H.U. Keval & M. A. Sasse (2008) Can we ID from CCTV? Image quality in digital CCTV and face 

identification performance, SPIE Mobile Multimedia/Image Processing, Security, and Applications 
30  A. Bhargav-Spantzel, J. Camenisch, T. Gross and D. Sommer (2007) User centricity: a taxonomy and 
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Many countries with national identity schemes are adding identity management functionality 
to cards to support users’ online interactions with government and in some cases the private 
sector. The simplest systems allow users to physically and remotely “prove” their possession 
of a card and its corresponding national identity number, with all of the privacy implications 
of using such a long-term global identifier. Some cards include privacy-protective features 
such as access control (only authorised parties may use card information), the use of domain-
specific identifiers (preventing casual linking of personal records across different government 
departments), and selective disclosure of information tailored to the specific application. 
Austria and Germany have gone the furthest in including such privacy-protective features in 
their national cards.31  
 

Data mining and profiling 
 
Cheaper storage and bandwidth combined with greater surveillance and logging of 
information linked to individuals has increased the collection and retention of personal data, 
even in countries (such as the EU member states) with statutory requirements for data 
minimisation. Companies and governments have attempted to extract value from this 
information using profiling and data analysis algorithms that sift through very large 
databases, using greatly increased computational capacity to spot patterns and identify 
individuals and behaviours “of interest”. These are typically related to marketing (businesses 
identifying high-value individuals that might be persuaded to spend more, and targeting 
advertising related to peoples’ interests) and to police and intelligence agencies’ attempts to 
identify terrorist suspects. Both of these subjects are considered later in this working paper. 
 
However, the effectiveness of data mining in both commerce and law enforcement may have 
been overstated. Marketing specialists have recently developed methods for privacy 
preserving data mining32 and data summary analysis33 that show that firms can obtain most of 
the information they need to target advertising and estimate factors such as customer lifetime 
value without collecting detailed transaction histories.  
 
The US National Research Council recently published a report on counter-terrorism 
technologies that concluded: “there is not a consensus within the relevant scientific 
community nor on the committee regarding whether any behavioral surveillance or 
physiological monitoring techniques are ready for use at all in the counterterrorist context 
given the present state of the science.”34 This is a fundamental difficulty based on the 
extremely high number of false positives thrown up by searches for potential terrorists and 
the ease with which terrorists can adapt their behaviour to mask their intentions.  
 

                                                                                                                                                                                     
open issues, Journal of Computer Security 15(5) pp.493—527 
31  European Network and Information Security Agency (2009) Privacy Features of European eID Card 

Specifications, ENISA Position Paper, available at: 
http://enisa.europa.eu/pages/02_01_press_2009_01_29_eID_management.html (last visited 27 Feb 2009) 
32  R. Agrawal & R. Srikant (2000) Privacy-Preserving Data Mining, Proceedings of the SIGMOD 
International Conference on Management of Data, Dallas, Texas, May 15–18 pp. 439–450. 
33  P. Fader, B. Hardie & K. Jerath (2007) Estimating CLV using aggregated data: The Tuscan Lifestyles 

case revisited, Journal of Interactive Marketing 21 (3) pp.55—71 
34  Committee on Technical and Privacy Dimensions of Information for Terrorism Prevention and Other 
National Goals, National Research Council (2008) Protecting Individual Privacy in the Struggle Against 

Terrorists: A Framework for Program Assessment, The National Academics Press p.4 
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There are also concerns that data mining can lead to automated discrimination, where 
individuals are treated unfairly based on assumptions made about their behaviour based on 
previous transactional data.35 
 

E-commerce and advertising 
 
As retailers have moved online and new e-businesses such as Amazon have captured 
significant percentages of global markets, they have taken advantage of their servers’ ability 
to gather detailed transactional histories of their customers’ activities. E-commerce stores can 
see not just their customers’ purchasing behaviour, but every product customers consider and 
for how long before deciding whether or not to buy.  Service providers such as search engines 
can store all information provided by a user, such as search terms. It took pressure from the 
Article 29 Working Party for companies such as Google to limit the time for which this 
information was stored. 
 
Companies use this transactional data to target advertising and special offers at customers, 
and to find ways to provide slightly different products at different prices so as to maximise 
revenue. Firms also use Customer Relationship Management software to  focus on 
identifying and retaining high-value customers while reducing service levels to less valuable 
individuals.36  
 
Consumers typically have less choice when buying online than in the physical world in 
providing companies with personal data. Systems are commonly designed to track individuals 
as soon as they start browsing through a Web site, using their IP address and cookies to link 
actions within and between visits to sites. While technologically savvy users are able to limit 
cookies using Web browser settings, these can restrict their access to high-profile sites 
including Google.  
 
“Third-party” cookies allow companies such as DoubleClick (acquired by Google in 2008) to 
monitor customers’ activities across a range of sites, serving advertising based on customers’ 
activities across their whole portfolio of sites. This targeted or “behavioural” advertising has 
been taken a step further by companies such as NebuAd and Phorm, which are testing 
technology installed at Internet Service Providers that monitors’ ISP customers’ browsing 
behaviour and inserts adverts into partner Web sites. Both of these companies have designed 
their systems to minimise the collection of personal data, although concerns remain about the 
effectiveness of this minimisation.37 
 

Social networking and user-generated content 
 
The highest-impact innovation to emerge on the Web over the last decade has been the rise of  
“Web 2.0”, technologies that allow users to create and share text, audio and video on blogs, 
photo and video sites such as Flickr and YouTube, and the now-ubiquitous social networks 

                                                           
35  Oscar Gandy (2002) Data Mining, Discrimination and the Decline of the Public Sphere. Dixons Public 
Lecture given at the London School of Economics & Politican Science, 7 November. 
36  Carl Shapiro & Hal Varian (1998) Information Rules: A Strategic Guide to the -etwork Economy, 
Harvard Business School Press 
37  Richard Clayton (2008) The Phorm “Webwise” System, available at: 
http://www.cl.cam.ac.uk/~rnc1/080404-phorm.pdf (last visited 28 Feb 2009) 
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such as MySpace and Facebook. Combined with the still and video cameras present in most 
mobile phones, this has allowed individuals to share information about themselves and those 
around them to an unprecedented degree. Social networks now have hundreds of millions of 
members around the world, while high-profile blogs like Boing Boing have readerships to 
rival national newspapers.  
 

The privacy impact of Web 2.0 has been highlighted in a number of high-profile media 
stories. In 2007 Oxford University fined students after photographs of banned after-exam 
celebrations appeared on Facebook. Universities and companies have admitted checking the 
social network profiles of potential students and employees. Solicitors have warned that 
insurers are now monitoring social network sites before paying claims.  
 

In general, it seems that individuals (especially young people) are often privacy-unaware or 
prefer short-term gains from providing personal data over longer-term less tangible concerns 
over the resulting privacy impact.  While many social networking sites feature highly 
configurable privacy settings that allow information to be restricted to specific groups of 
friends, users rarely alter defaults allowing widespread sharing. It is likely to be many years 
before social norms fully adjust to these new possibilities for self-disclosure and the use of 
personal information by potential employers, educators and insurers.3839  
 

The ease with which one individual can make available personal information about another is 
perhaps the greatest challenge of the Web for data protection law. Can and should there be a 
much greater focus on individuals as data controllers, in the manner suggested in 2003 by the 
European Court of Justice?40 How far is it possible or desirable to regulate individuals in the 
same way as corporate data controllers? Should social networking sites and search engines, 
which facilitate access to personal information, face stronger regulation for the same reason? 
 

E-government and public administration 
 

Businesses have since the 1970s invested large sums of money into IT systems with the aim 
of improving their efficiency and expanding their product range. More recently many 
governments have made similar investments, often on a multi-billion euro scale, so far with 
mixed results.4142  
 

E-government systems typically contain large quantities of sensitive personal data on entire 
populations, shared between government departments using specific “gateways” contained in 
legislation. “Back office” systems focus on the more effective processing of data and the 
enabling of new services (including fraud detection and prevention related to benefit 
payments and tax returns) out of the citizens’ gaze. “Portals” enable citizens to interact online 
with the government, supplying information such as tax returns and applying for services 
without the cost to either party of face-to-face or telephone conversations and manual form 
processing. 

                                                           
38  Alessandro Acquisti & Ralph Gross (2006) Imagined Communities: Awareness, Information Sharing, 

and Privacy on the Facebook, Lecture Notes in Computer Science 4258 pp.36—58  
39  Lilian Edwards & Ian Brown (2009) Data control and social networking: irreconcilable ideas? In A. 
Matwyshyn (ed.) Harboring Data: Information Security, Law and the Corporation, Stanford University Press 
40 OJ C 7, 10.01.2004, p. 3  
41  Patrick Dunleavy, Helen Margetts, Simon Bastow & Jane Tinkler (2006) Digital Era Governance: IT 

Corporations, the State, and e-Government, Oxford University Press  
42  David Craig & Richard Brooks (2006) Plundering the Public Sector, Constable 
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The UK government has spent particularly large amounts of money on automating and 
centralising public administration, and is planning over the next five years to commit a 
further £100bn. Under their “transformational government” programme, personal data is 
being collated on a number of central databases as a “single source of truth” and to support 
the provision of choice and personalised services. Legal changes have been proposed that 
would allow the government to share personal data across government and the private sector 
after minimal parliamentary scrutiny. However, a series of high-profile data breaches (in one 
case of 25m citizens’ data) has damaged public confidence in data sharing. Opposition parties 
have pledged to scrap many of these population-scale databases if elected in 2010.43 
 

Health and social care systems 
 
Healthcare is now a highly technologised field, with diagnostic equipment such as MRI 
scanners producing gigabytes of information each time they are used. Proponents of 
healthcare informatics claim that the computerisation of clinical assessment and treatment 
will lead to significant improvements in both the quality and efficiency of care. Healthcare 
providers in Europe and North America are spending very large amounts of money on new 
medical record systems – the UK’s National Health Service National Programme for IT cost 
estimate alone is £20bn over the next decade.44 
 
At the centre of these systems are Electronic Patient Records (EPRs), digital versions of 
medical records that are being nationally specified in countries including France, the US, 
Canada, Germany and the UK. Most of these projects are focusing on interoperability 
standards that allow different healthcare providers (public and private) to exchange medical 
information as patients receive treatment at different locations. The main exception is the 
UK, which is building a centralised national database of Summary Care Records and five 
regional Detailed Care Record databases. These databases will facilitate the sharing of patient 
records for clinical and administrative purposes and also allow access to medical researchers 
without the explicit consent of patients.45 
Two further medical innovations are likely to see widespread deployment over the next 
decade. Plummeting costs mean that the sequencing of patients’ genomes is likely to become 
routine, allowing individuals to check their susceptibility to diseases with genetic factors and 
clinicians to prescribe medication and other interventions tailored to patients. The control of 
individual’s genetic data and its availability – both legally and technologically – to third 
parties such as employers and insurers is likely to become a major policy debate.  
 
The ageing of the baby boomer demographic in North America and Europe is also likely to 
produce strong cost pressures for the out-patient treatment of chronic health conditions in 
older citizens. Ubiquitous computing and telemedicine researchers have been particularly 
active in this field as a result, developing a range of health sensors that would allow 
individuals to live at home with remote support from carers and clinicians.  Over the next 
decade we are therefore likely to see much more detailed information automatically gathered 
on physiological indicators and more general lifestyle data for the elderly and the less well.46 
                                                           
43  See footnote  
44  See footnote  
45  House of Commons Health Committee (2007) The Electronic Patient Record, HC 422-I, Sixth Report of 
Session ss.37—39 
46  Ian Brown & A. Adams (2007) The ethical challenges of ubiquitous healthcare, International Review of 
Information Ethics 8, 53-60 
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Some governments are now integrating health and social care, partly in response to 
technology that eases data sharing and partly to move towards the medical profession’s long-
term goal of  “well-being management” that includes social as well as physical and mental 
health.47  The UK’s “Health and Social Care Integration Programme” is linking up the NHS 
Care Records Service to electronic social care records to allowing the sharing of assessments 
and care plans between health and social workers. The UK is further linking up data about 
young people, enabling workers in the education and criminal justice sector to share data with 
health and social workers.48 
 

Law enforcement and intelligence 
 
While law enforcement and intelligence agencies have not been the main drivers of the 
increasing levels of surveillance in many countries, they have certainly been eager to gain 
access to the wide range of personal information that has become available from information 
systems created for very different purposes. This trend has intensified since 2001 under the 
rubric of "national security" and anti-terrorism purposes – including monitoring of financial 
transactions to reduce money laundering. 49 Many governments have taken powers to require 
that Internet Service Providers make their networks “wiretap-capable” and retain data about 
customers’ communications for later access by officials.50 
 
The EU Council “Future Group”, developing its justice and home affairs strategy for 2009-
2014, looked forward to a “digital tsunami” of personal data, with the Council Presidency 
stating: 
 

Every object the individual uses, every transaction they make and almost everywhere 

they go will create a detailed digital record. This will generate a wealth of information 

for public security organisations, and create huge opportunities for more effective and 

productive public security efforts.
51

 

 
Sir David Omand, former intelligence and security coordinator for the UK government, wrote 
recently: 
 

[P]ersonal information about individual[s] resides in databases, such as advance 
passenger information, airline bookings and other travel data, passport and biometric 
data, immigration, identity and border records, criminal records, and other governmental 
and private sector data, including financial and telephone and other communications 
records.  Such information may be held in national records, covered by Data Protection 
legislation, but it might also be held offshore by other nations or by global companies, 
and may or may not be subject to international agreements.  Access to such information, 

                                                           
47  World Health Organization (1946) Preamble to the Constitution of the World Health Organization as 

Adopted by the International Health Conference, New York 
48  R. Anderson, I. Brown, R. Clayton, T. Dowty, D. Korff & E. Munro (2006) Children's Databases – 

Safety and Privacy, Information Commissioner's Office. 
49  I. Brown & D. Korff (2004) Privacy & law enforcement, Information Commissioner’s Office 
50  I. Brown (2009) Regulation of Converged Communications Surveillance. In B. Goold and D. Neyland 
(eds.) -ew Directions in Privacy and Surveillance, Exeter: Willan, 39-73. 
51  Republic of Portugal (2007) Public Security, Privacy and Technology in Europe: Moving Forward, 
Concept paper on the European strategy to transform Public security organizations in a Connected World. 
Available at: 
http://www.statewatch.org/news/2008/jul/eu-futures-dec-sec-privacy-2007.pdf (last visited 3 Mar 2009) 
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and in some cases the ability to apply data mining and pattern recognition software to 
databases, might well be the key to effective pre-emption in future terrorist cases.   
 
Such sources have always been accessible to traditional law enforcement seeking 
evidence against a named suspect already justified by reasonable suspicion of having 
committed a crime.  However, application of modern data mining and processing 
techniques does involve examination of the innocent as well as the suspect to identify 
patterns of interest for further investigation.  Obtaining international agreement on the 
sharing of such data will become increasingly important in order to ensure access to 
these vital sources.  Privacy issues also arise over other sources of information on the 
movements and activities of individuals, revealed by technology such as CCTV or 
automatic number plate readers, again with future potential for smart recognition 
software to be applied to mine such data for intelligence and law enforcement purposes.52 

 
In pursuit of these objectives, justice and home affairs ministries have been assiduous in 
promoting instruments to allow governments to share personal data while resisting the 
application of European data protection norms to law enforcement. Under the Hague 
programme’s “principle of availability”, information that is available to one EU member 
state’s law enforcement agencies will be available across the Union. The Treaty of Prüm 
implements much of this principle, and has committed member states to sharing information 
from national databases on fingerprints, DNA samples and vehicle licensing. A new version 
of the Schengen Information System is being built to allow police, customs and border 
agencies access to a range of information stored centrally in Strasbourg.53  
 
In response to the EU’s recent Framework Decision on third pillar data protection, the 
European Data Protection Supervisor commented: 
 

Unfortunately, the level of data protection achieved in the final text is not fully 
satisfactory. In particular, I regret that the Framework Decision only covers police and 
judicial data exchanged between Member States, EU authorities and systems, and does 
not include domestic data. Further steps are therefore needed either or not under the 
Lisbon Treaty – to increase the level of protection provided by the new instrument.54 

 

Globalisation and the Internet 
 
Since the financial deregulation of the 1980s we have seen increasing flows of capital around 
the world, accompanied by greater numbers of business and tourist travellers, economic 
migrants and refugees, as well as more intensive international communications facilitated by 
the Internet. Individuals and companies now frequently interact with organisations outside 
their own jurisdictions, in some cases limiting the effectiveness of national regulation. 
 

                                                           
52  David Omand (2009) The -ational Security Strategy: Implications for the UK intelligence community, 
Institute for Public Policy Research 
53  Tony Bunyan (2008) The Shape of Things to Come – EU Future Group, Statewatch. Available at: 
http://www.statewatch.org/analyses/the-shape-of-things-to-come.pdf (last visited 4 Mar 2009) 
54  European Data Protection Supervisor (2008) EDPS sees adoption of Data Protection Framework for 

police and judicial cooperation only as a first step, Press release dated 28 November. Available at: 
http://www.edps.europa.eu:80/EDPSWEB/webdav/site/mySite/shared/Documents/EDPS/PressNews/Press/2008
/EDPS-2008-11_DPFD_EN.pdf (last visited 4 Mar 2009) 
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One governmental response has been to increase surveillance of all of these flows. Anti-
money laundering regulations require financial institutions to notify regulators of transfers of 
any significant value. In 2006 the Article 29 Working Party found that the interbank payment 
processing association SWIFT (with 7,800 global members) had illegally provided access to 
its payment records to the US Treasury.55  
 
Air carriers are required to communicate Advanced Passenger Information on those entering 
the EU to immigration authorities. The European Council is considering extending this 
requirement to other Passenger Name Record data, to land and sea travel, and to journeys 
within the EU. Under a bilateral treaty some Passenger Name Record data is shared between 
the EU and US. The EU is building a central Visa Information System to share the personal 
data, including biometrics, of visa applicants.56  
 
Many countries (including the US and UK) require telecommunications companies to 
facilitate interception and to store data on their customers’ activities. The Bush administration 
worked with large US telecoms companies including AT&T to intercept and monitor records 
of millions of Americans’ communications without the judicial approval required by US 
law.57 In 2008 the European Court of Human Rights found that UK government powers to 
intercept international communications were too broad and hence breached the right to 
privacy contained in the Convention.58  
 
The continued growth in multinational corporations and business process outsourcing has 
also increased the flow of personal data to overseas business units and companies that handle 
call centres, other customer interaction and “back office” functions such as accountancy and 
the transcription of medical notes. 
 

Privacy Enhancing Technologies and Privacy By Design 
 
In contrast to the challenges identified in the rest of this working paper, one recent 
technological development that has supported data protection law is the widespread 
availability of encryption and related information security mechanisms. In 1990 encryption 
was rarely used to protect data outside government and the financial services industry. Now it 
is present in every Web browser to support e-commerce, and in most e-mail software - 
although so far rarely used to send encrypted messages. 
 
Going beyond the secure storage and communication of data, Privacy Enhancing 
Technologies (PETs) now exist with counterintuitive capabilities such as anonymous 
communication across the public Internet; electronic cash that mirrors the anonymous nature 
of money in the physical world; and anonymous credentials that prove an individual has 
permission to access specific resources without revealing their identity. The challenge is now 
to deploy these technologies in usable form in mass-market software.59 

                                                           
55  Article 29 Data Protection Working Party (2006) Opinion 10/2006 on the processing of personal data by 

the Society for Worldwide Interbank Financial Telecommunication (SWIFT), adopted 22 November 2006 
56  See footnote  
57  John Cary Sims (2006) What -SA is Doing… and Why it’s Illegal, Hastings Constitutional Law 
Quarterly 33(2) pp.101—136 
58   Liberty and Others v. the United Kingdom, no. 58243/00, 1 July 2008 
59  European Commission (2007) Communication on Privacy Enhancing Technologies (PETs), 
MEMO/07/159 
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Related to this challenge is the difficulty of persuading policymakers and business leaders to 
pay appropriate attention to the privacy implications of new systems before they are 
commissioned. It is much easier to produce privacy-friendly systems if data protection issues 
are considered early in their design stage. Badly-designed systems that contain personal data 
on millions or tens of millions of individuals can lead to significant privacy harms,60 and are 
extremely difficult to fix retrospectively. 
 
Two particular attempts have been made to encourage early privacy planning by 
organisations. Privacy Impact Assessments are now mandatory in many jurisdictions 
including the US, requiring government agencies to assess privacy risks of new policies 
before systems are commissioned.61 Privacy By Design is a systems engineering 
methodology that supports the production of systems that minimise the collection, storage, 
processing and retention of personal data.6263 
 
We will return in much greater depth in our final report to PETs and Privacy By Design, and 
how such "architectural" technology approaches can strongly complement legal approaches 
to data protection. 
 

Conclusion 

 

In broad terms, there are two (interwoven) strands to the technological and social changes 
outlined in this working paper. Challenges are created or enhanced by the amazing advances 
in computer and information technology generally.  These in themselves lead almost 
inevitably – and inevitably if not consciously and effectively addressed – to the serious 
erosion of privacy.  They will result in person-identifiable data being generated all the time, 
everywhere, in the real and in the cyberworld, and to those data being disseminated 
throughout those worlds and – almost without thought – stored “somewhere” in them.  We 
are rapidly approaching a situation in which data are personalised by default, disseminated in 
personalised form by default, and made retrievable in that form by default.  The traditional, 
practical restraints on this – costs, effort, storage space and bandwidth – have almost 
disappeared.  In the past, it took effort and money to keep targeted individuals under 
surveillance, and it was impossible to monitor everyone, all of the time.  In the near future, it 
will be so easy to put everyone under effective total surveillance that that is likely to become 
the default position.  In fact, it will be easier and cheaper to track everyone, in almost every 
respect – in their financial, social and other activities – than to be selective.  In the past, it 
cost to put someone under surveillance.  In the near future, it will cost to exclude anyone 
from total surveillance of an entire population.  The costs of analysing all this data both 
effectively and correctly are likely to be significantly greater than the saving, but this is a 
longer-term cost often excluded from short-term political calculations. 
 

                                                           
60  House of Lords Constitution Committee (2009) Surveillance: Citizens and the State, HL Paper 18-I §9 
61  Information Commissioner's Office (2007) Privacy Impact Assessment Handbook, available at: 
http://www.ico.gov.uk/upload/documents/library/data_protection/practical_application/pia_final.pdf (last visited 
6 Mar 2009) 
62  Information Commissioner's Office (2008) Privacy By Design, available at: 
http://www.ico.gov.uk/upload/documents/pdb_report_html/privacy_by_design_report_v2.pdf (last visited 6 Mar 
2009) 
63  S. Marsh, I. Brown & F. Khaki (2008) Privacy Engineering, Cybersecurity Knowledge Transfer Network 
white paper. 
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This technical development feeds into the major social and political trends of the day.  We all 
worry about terrorism, child pornography and serious international organised crime. The 
State also worries about exploding budgets for health care, education and social welfare. 
Governments want to encourage “good” behaviour, and discourage “bad” behaviour. In some 
countries – in the EU, in particular, the UK – the authorities believe that the more information 
its officials can get, and share, the better it can tackle social ills, be this teenage pregnancy, 
obesity or Muslim fundamentalism and terrorism.  Data protection is seen as an obstacle to 
State policies of this kind.  
 
In addition, both technology and such policies tend to globalise data collection and 
dissemination, and to diffuse data storage. Ordinary citizens as well as criminals and 
terrorists physically travel to, and act in, many countries. Their data travel much more, over 
the Internet, through social networking sites and e-shops –- but also in the context of 
international cooperation between public authorities aimed at identifying suspected football 
hooligans, illegal or trafficked migrants, subversives, terrorists and paedophiles. Being given 
any of the above labels by any authority, or even on a social Web site, in any country, can 
quickly lead to such a stigma becoming all pervasive, without it being possible to challenge 
the body that initially made the mark (or even to identify that body).  
 
Finally, there are the constraints on technology that should be considered.  There are serious, 
often inherent limitations on many of the technologies in question.  Face and gait recognition 
are far from perfect.  Biometric data are not as conclusive as often thought.  “Profiling” 
suffers from inherent limitations.  Any consideration of the implications of technological 
developments should seriously consider these constraints.  Over reliance on technologies, 
marvellous though they may seem, is likely to result in serious injustice and bad 
governance.64  Effective data protection creates not just privacy in a narrow sense, but also 
protection against such trends and outcomes.  
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